
Harmony Endpoint Packages

Harmony Endpoint is a complete and consolidated endpoint security solution built to protect the 
remote workforce from today’s complex threat landscape. It provides a 360° endpoint protection with 
advanced EPP, EDR, and XDR capabilities all in a single client. Its prevention-first approach ensures your 
organization is not exposed to attacks and it simplifies your security operations, reducing both costs and 
effort. With Harmony Endpoint, your organization gets all the endpoint protection it needs, at the quality 
it deserves, in a single, efficient, and cost-effective solution.

Packages:
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Optional Add-Ons:
Add-ons allow you to customize your packages according to your unique organizational needs.

•	 The Infinity XDR for Endpoint add-on provides extended, cross product prevention, detection and 
response capabilities, on top of Harmony Endpoint’s capabilities. This add-on includes ‘Infinity 
Playblocks for Endpoint’.

•	 The Posture Management add-on prevent vulnerability exploits with automatic vulnerability and patch 
management capabilities, enhancing Harmony Endpoint’s capabilities and improving the overall security 
posture for your organization. 

•	 The Data Loss Prevention add-on offers comprehensive visibility into data movement within your 
organization, powered by innovative Gen AI Security, empowering you to establish security that 
automatically enforce your guidelines. This ensures organizational safety and compliance while 
maintaining employee productivity. 
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About Check Point
Check Point Software Technologies Ltd. (www.checkpoint.com) is a leading provider of cyber security solutions 
globally. Its solutions protect customers from cyber-attacks with an industry leading catch rate of malware, 
ransomware and other types of attacks. Check Point offers a multilevel security architecture that defends enter-
prises’ cloud, network and mobile device held information, plus the most comprehensive and intuitive one point of 
control security management system. Check Point protects over 100,000 organizations of all sizes.

Worldwide Headquarters  
5 Shlomo Kaplan Street, Tel Aviv 6789159, Israel  |  Tel: +972-3-753-4599 

U.S. Headquarters 
100 Oracle Parkway, Suite 800, Redwood City, CA 94065  |  Tel: 1-800-429-4391

www.checkpoint.com
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Feature type Feature Data Protection Basic Advanced Complete Elite

Management
On-Premise Management Console + + + + +

Cloud Management Console + + + + +

Threat  
Intelligence

Threat Cloud - + + + +

IOC Management - + + + +

Access Control

Firewall + + + + +

Application Control + + + + +

Endpoint Compliance + + + + +

Remote Access VPN + + + + +

Threat 
Prevention

Anti-Ransomware - + + + +

Anti-Bot - + + + +

Anti-Exploit - + + + +

Anti-Malware - + + + +

Behavioral Guard - + + + +

Port Protection + + + + +

Attack  
Investigation

Forensic collection & Automated reports - + + + +

MITRE Mapping - + + + +

Browser 
Protection

Zero Phishing - + + + +

URL Filtering - + + + +

Corporate password reuse - + + + +

Safe Search - + + + +

Threat Hunting Threat Hunting - + + + +

Sandboxing
Threat Emulation - - + + +

Threat Extraction & Sanitization - - + + +

Data Protection
Full Disk Encryption + - - + +

Removable Media Encryption + - - + +

Posture Management Posture Management - - - - +

DLP & GenAI Security DLP & GenAI Security - - - - +

Endpoint XDR Endpoint XDR - - - - +

https://pages.checkpoint.com/iot-security-checkup.html

