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Introduction to Check Point XDR

Introduction to Check Point XDR

Check Point XDR (formerly Infinity XDR/XPR) is an Extended Detection Response (XDR) and
Extended Prevention Response (XPR) tool that provides a unified view of all the security
operations across onboarded products and helps you detect, respond to and prevent cyber
attacks.

Prevent

QUANTUM

Secure the Network

EJ_etect é "’

CLOUDGUARD HARMONY

ecure the Cloud Secure the Workspace

Al BIG DATA Respond
TECHNOLOGY THREAT
INTELLIGENCE

INFINITY
XDR/XPR

Investigate

XDR provides a consolidated security view across all connected products. It provides a
focused and prioritized set of incidents that require operator attention. The application
provides recommendations for the actions to be taken to address the incident and options to
automate enforcement across the monitored deployment.

The primary benefits of XDR are:

® Operator efficiency - Reduces operator workload by processing large numbers of
events and alerts to create a small number of prioritized events for operator attention.

® Unique Detections - XDR has a view across the network and for extended periods of
time. This allows it to leverage Artificial Intelligence (Al), Machine Learning (ML) and
correlation to generate detections beyond those that are generated by each of the
connected products. This includes the following detection types:

» Correlation - Connection of multiple events across connected products to identify a
security incident. As additional logs are connected or correlated together, events
with lower severity may be seen within context of a higher priority incident.

» User Entity Behavioral Analytics (UEBA) - Uses ML to build models of the usual
activities on the deployment. These can be leveraged to detect and flag any
activities that do not match this expected model.
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® Collaborative Enforcement - Coordinates and automates response actions across all
connected products. Feeds containing Indicators of Compromise (loCs) are leveraged
for this enforcement.

Definitions and Concepts

Understanding Events, Alerts, and Incidents

In the context of XDR, the terms events, alerts, and incidents represent three key types of
messages that indicate different levels of activity and potential risk. Understanding the
distinction between these categories is important to understanding the XDR functionality.

= Events

Event are records of normal or noteworthy activity that occur within a system, network, or
application. They are often automatically generated by devices or software. Examples of
such events include login events, file access and network connections. While most
events are benign, they provide the foundational data used to detect issues or
anomalies. For example, while all users must login to gain access, a login performed
from an unusual location or time may be considered potentially anomalous. Events are
also referred to as Logs.

= Alerts

Alerts are notifications generated when specific conditions or thresholds are met,
typically defined by detection rules or Al-based analysis. An alert signifies something that
may require attention, such as unusual network traffic, failed login attempts, or a critical
system error. Not all alerts indicate a real problem, but they warrant investigation.

® |ncidents
Incidents are confirmed or suspected breaches, disruptions, or threats that negatively
affect operations or security. An incident often originates from one or more alerts but
involves a validated issue that needs containment, resolution, and possibly reporting.
Some examples of incidents are data exfiltration attempts and brute force login attempts.

Incidents are the primary set of items to be handled by the administrator. Each incident can be
managed from the XDR management interface during its lifecycle. This allows an incident to
be assigned to a specific administrator, have comments added to provide additional data as
investigation progress until finally get assigned one of the multiple closure statuses to reflect
the final incident resolution.

Note - Within the scope of incidents, alerts are currently displayed as Insights.
However the terms Alerts and Insights can be considered synonymously and will
eventually be consolidated and displayed as Alerts.

Components of an Incident

The three primary components of an incident are:
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® Assets - Valuable resources within an organization that need protection and may be
targeted or impacted during a security incident. In the context of XDR, monitored assets
are users and devices.

® Artifacts - Pieces of evidence of the entities associated with an event or alert that provide
additional context. Examples of artifacts are files, processes, |P addresses and URLs.

® |ndicator - A type of artifact that has been identified as a meaningful sign of potential
malicious activity. While all indicators are artifacts, not all artifacts qualify as indicators,
only those that are known or suspected to signal a security threat or compromise.

Administrator can reclassify items between the indicator and artifact categories.

Alert Processing

There are multiple steps performed during the processing of an alert:
® Grouping
® Enrichment
® Validation
® Correlation

These are described in the following sections.
Grouping

Alerts for which all the key data elements are the same, except for the time of the alert, are
grouped together. It is possible to display such alerts as grouped alerts, that are displayed as
a single record together with the time of the first alert in the group, in addition to the time of the
most recent alert.

Enrichment

Enrichment is the process of adding contextual information and threat intelligence to security
alerts to provide deeper insights about potential threats, such as adding geolocation data,
common usage, reputation scores, or historical patterns.

Validation

There are multiple sources for alerts:

® Alerts generated by the connected products. These are sometimes referred to as parity
alerts.

® Alerts generated by Al/ML algorithms and Advanced User Entity Behavioral Analytics
(UEBA) detections.
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In both cases, the alert goes through validation, which is the process of calculating a single
score for the alert and its indicators, including the result of the different enrichment options.
The validation workflow is used to confirm whether an alert represents a true security incident,
a false positive, or something between that should continue to be monitored. It ensures the
alert is legitimate, actionable, and prioritized correctly.

As a result of the validation process, each alert is assigned a verdict, along with a short textual
justification. This verdict may determine whether the alert requires attention and will be
included as part of an incident, or will continue to be monitored as additional events are
received and correlated.

Correlation

Correlation refers to the process of connecting and analyzing alerts from multiple sources to
identify threats that may not be evident from a single data point alone. Assets, Artifacts and
Indicators are extracted when XDR process the Events and Alerts. These are the critical
components that are leveraged in correlation across events from all the connected products by
identifying the common components associated across the events and alerts. For example,
cases where the same user or IP address is seen across multiple events. Correlated data is
processed and, when sufficient correlating factors are identified, multiple events can be
stitched together. These events are correlated into a single incident or attack, and may
originate from the same product or across multiple products.

Alert Action Status

For every alert, it is determined whether the associated threat was only detected or fully
blocked. This is reflected in the Action field associated with each alert as follows:

® Detected - The threat was detected.

® Blocked - Any impact from the threat was blocked.

Incident Prevented Status

The status of the incident is calculated from all the automatic actions done by XDR or the
different products reporting to it, along with remaining actions that need to be done by the user
or authorized by them.

This is reflected in the Prevented Status for each incident as follows:

® Detected - The threat was detected but was not fully prevented. Detected alerts are
displayed in the user interface as having Action Required and are prioritized for operator
attention.

® Prevented - The threat was blocked and addressed the identified source of the threat to
prevent further alerts from the same source.
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Collaborative Enforcement

A key capability of XDR is the ability for enforcement across all connected integrations. There
are two key aspects of this capability:

® |oCs - Indicators of Compromise, together with related management and data.

® Policy Automation

loCs

Indicators of Compromise (loCs) are discrete data points such as an IP address, domain, URL,
file hash, or malware signature, that is shared in real time or near real time to help
organizations identify, detect, and defend against known threats.

Security vendors or communities often curate these 10Cs to automatically update systems for
proactive threat detection and response.

loCs are the key component of the collaborative responses that can be performed across the
managed network. Events that match on the IoC can be blocked across all connected
products.

loC Management

Customers who have access to XDR also have access to the loC Management capabilities
after they select the loC Management option in the XDR menu.

The loC Management is a centralized platform to manage Indicators of Compromise (loCs)
across products. It collects 1oCs from various sources through feeds or inputs (manual or live)
and also provides output feeds that can be consumed by security products.

You can define one or more loC feeds. When there are multiple feeds defined, the
administrator must assign priority between the various feeds. This allows for resolution of any
conflicts in cases where the same loC is included in multiple feeds. The feeds are evaluated in
priority order, and the setting from the first feed containing the 1oC is taken.

To enforce the I0Cs on third-party systems, create the Output (Blends) within [oC
Management, select the feeds to be included in the output and then copy the URL for this feed.
This URL should then be integrated with every third-party product connected to XDR.

XDR Feed

In addition to any external inputs/feeds that are defined, there is an additional input/feed called
XDR Feed, created automatically by default. This feed contains I0Cs created from within XDR.
These l0Cs may be created either upon user request from the XDR user interface or
automatically based on policy automation settings.
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Policy Automation

In the Automations page, you can configure XDR to take prevention actions automatically
when an incident is generated with a specified confidence and severity. Currently, the
automatic response supports adding indicators to loC Management.

The policy can be set to create the 10Cs in Disabled state, to be subsequently manually
reviewed and enabled. Alternatively, you can configure the loCs to be enabled immediately
upon creation.

Product Integrations

XDR gets a wider view and inputs across the monitored network through the supported
product integrations. There are three types of supported product integrations:

® Check Point products
® |dentity sources
® Third-party products
For each of these supported integration types, three integration aspects should be considered:
® | og integration
® Response integration
® |oCs integration

Response integration allows to perform the commands/responses on the integrated device
using APIs.

Check Point Products

All supported Check Point products can be fully integrated, without additional configuration, in
the following use cases:

® Endpoint Security - Uses the Endpoint Security cloud management (EPMaaS).

When working with Endpoint Security, there are two data sources that will be seen in the
application:

» Endpoint Security - Endpoint Client
» Endpoint Security Management - Endpoint Management

This ensures there is full coverage for all events from Endpoint Security. There may be
some duplicated events reported from both sources that will be correlated and, where
applicable, included in the same incident.

Check Point XDR Administration Guide | 26



Introduction to Check Point XDR

® Quantum Security Gateway/Cloud Firewall - For Quantum Security Gateway, the
Sharing SmartConsole Configuration and Logs with Check Point Portal option must
be enabled to allow access by XDR.

There are two data sources that may be seen for Quantum related events:
e Quantum Gateway
e Quantum Gateway Telemetry
® Email Security - All deployments.

® Mobile Security - All deployments. However, if you need to enable 1oC support for a
tenant, contact Mobile Security product team.

Identity Sources

Identity Sources provide enrichment of alerts providing asset related information. For example,
in addition to IP information included, these will also be mapped to include the names of
devices.

When working with Endpoint Security, you can define the Identity Connector on Endpoint
Security to enrich the Endpoint logs sent for processing to XDR, with relevant identity
information.

For Quantum Gateway, configure either Active Directory or Okta as an |dentity Provider on the
Identity & Access page in Check Point Portal. This allows enrichment of the logs from
Quantum gateway and Al/ML analysis, detection of unusual user login activity and the creation
of corresponding incidents.

Third-Party Integrations

Log Integration

Log integration for each third-party product is supported through one of the following
integration methods:

® Syslog - Logs are pushed to XDR.
® API - Logs are pulled over the APl interface.

In both cases, following successful integration, the logs from the product are stored in Check
Point’s cloud infrastructure and are visible as events.

To enable such integrations, you must do the necessary configurations to enable access to
relevant data sources. This is typically done using a certificate (commonly used for syslog
integrations) or authentication keys and similar settings (commonly used for API).

Response Integration

To enable XDR to issue responses for a specific third-party integration, you must configure an
access token or similar credential that allows access to the relevant API.
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If log integration is performed over API, additional configuration for response integration may
not be necessary. However, if Syslog is used for event integration and APl is used for
integrating responses, each requires separate configuration.

10C

To configure the loC feed to take effect on the third-party device, the administrator must set up
an output integration in the loC Management. This setup defines the location and format of the
URL to be configured for processing on the third-party management. Sometimes, multiple
URLs may be required for integration if different types of indicators use different feeds.

The table below shows the supported products, their log integration types, and whether they
support response integration and loC Management.

Product
Family

Check Point

Microsoft

Fortinet

Product Name

Quantum Security
Gateway

= R81.10 with
the R81.10
Jumbo Hotfix
Accumulator
Take 93 and
higher.

® Smart-1
Cloud

Cloud Firewall

Endpoint Security
(EPMaaS)

Email Security

Mobile Security

Microsoft 365
Defender for
Endpoint

FortiGate Next
Generation Firewall

Log
Integration

Check Point
cloud

Check Point
cloud

Check Point
cloud

Check Point
cloud

Check Point
cloud

API

Syslog

Response
Integration

Supported

Supported

Supported

Not
supported

Not
supported

Supported

Not
supported

IOC Management
Support

Supported

Supported

Supported

Supported

Can be enabled

upon user request

Supported

Supported
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Product Log Response IOC Management
. Product Name . .
Family Integration Integration Support
CrowdStrike Falcon API Supported Supported
SentinelOne Singularity Syslog Supported Supported
Endpoint
Palo Alto Palo Alto Networks | Syslog Not Supported
Network Next Generation supported
Firewall
Trend Micro Trend Vision One API Supported Supported
Cisco Cisco Firepower Syslog Not Supported
supported
Okta Okta Infinity Supported Not supported
Identity
Providers
Integration
Identity Identity Sources Check Point | Not Not supported
Service” supported by cloud supported
the Check Point
Security Gateway

*Tracks unusual user activities, such as repeated failed logins, logins after office hours, and so
on. XDR correlates this activity to security events from other sources and generates an
incident.

Key Application Components

This section describes some of the key application components in XDR.

For all tables that contain data, you can filter the records displayed.

Integrations

From this page, you can view the status of the currently integrated products and integrate
additional products by following the configuration guidelines.

The Connectivity widget in the Overview page reflects the status of integrated products and
provides summary about the related events.
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Incident Management

Incidents provide a summarized, prioritized and focused list of items to be handled by the
security team. There are two primary workflows that the administrator can follow to review all
items:

® |ncident List

® Asset Incident Priority

Incident List

Provides a filtered list of all incidents. By default, the filter is set to show incidents that are new
or in progress, assigned to the currently logged in administrator or those unassigned. The list
is presented in descending order of priority to show those incidents that have Action
Required.

a T R — . . :
,L! ] Hvarview All 989 | Action required 125 Prevented 844 Azsignee  Isoneof  Zitems Seatus | lsoneof 2 items
o (:a Incidents
7 Las Priarity
Incidents
Alarts Critical Feb 15, 2025 | 20153 10 Insights
10 Assets
— (ID 1966) Possible critical severity threat First Oct 24, 2024 10:01
> {7) Prevention Center reaching stage Exfiltration +8 more 0 Indicators
Last Nov 4, 2024 22:45
0 Artifacts
> € Assets
) Critical Jul 5, 2025 | 13:55 6 2 Insights
> {e) Investigate
T ) . 2 Assets
{ID 11154) Possible threat classified as Firsl Jan 9, 2024 20:49
(T Events "Microsoft Exchange Server Remote Code... 0 Indicators
\oJ Bvents Last Jan @, 2024 20:49
0 Artifacts
£ intallinenca

The set of incidents are also displayed in the Overview page in the form of a Kanban board,
where incidents are displayed in a table format with columns representing the different incident
statuses.

Asset Incident Priority

A widget on the Overview page presents an asset-centric view. All incidents have a defined
priority and can be associated with one or more assets. The incident priority of an asset is
derived from the incidents it is associated with, according to the following criteria:

® |ncidents that are not in Closed state and not marked as Prevented are considered to
determine the Incident Priority. These are the incidents that require action by the user.

® Some incidents that impact a large number of assets are excluded from determining the
Incident Priority. Such incidents are considered as Filtered. An example of a filtered
incident is a port scan that can be associated with a large number of assets.
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The Incident Priority is set to the highest priority of the incidents that meet the above criteria.
For example, if there are one or more associated incident(s) with Critical priority, then the
Incident Priority of the asset is set to Critical.

The display also includes the Asset Incident Priority based on Unassigned incidents only. This
allows any new incidents to be assigned, after which the unassigned count will be reset back
to 0.

Alert Table

The Incident list is the primary mechanism for handling issues detected by XDR. The Alert
table provides additional visibility to all the alerts processed by XDR and their associated
verdict and justification. It can be used to audit and provide visibility into the validation on alerts
performed by XDR.

(") Exportto CSV

= Alert time First alert Alerts count Summary Data sources Confidence
Jan 4, 2025 19:06:40 Process "powershell.exe" was detected setti... & Harmony Endpoint dl medium
Mov 25, 2024 04:29:55 Anti-Bot blocked connections from "10.0.1.150... &£ Quantum Gateway +1 dl] high
Mov 25, 2024 03:14:58 Anti Virus blocked connections from '10.0.1.15... £ Quantum Gateway +1 di] high
Oct 26, 2024 18:53:54 The process 'lansweeperservice.exe’ was det... B Harmeny Endpoint dfl high
Oct 24, 2024 19:42:54 An unsigned process ‘legmein.exe’ was detec... l;l armony Endpoint o low
Oct 15, 2024 19:13:54 A corporate password has been exposed to a... & Harmony Endpoint o low
Oct 15, 2024 19:13:54 Successful connection to a spam URL http:/f/i... = Quantum Gateway o low
Oct 15, 2024 19:13:54 Anti-Spam detected a malicious email sent fr... B Harmony Email & Collaboration I_|:|:| high

Prevention Center

The Prevention Center provides a summary of prevention activities performed across all data
processed in your account.

It consists of the following sections:

® Prevention Status - Shows the statistics of prevention actions in your account, that
includes pending, active and expired actions.

® Executions - Provides visibility into how XDR processes alerts and executes actions in
response to the alerts.

Assets

The Assets tables provide asset-centric view on Users and Devices protected by XDR.
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07 overview Users overview

Users by incident priority Top users by incident priority Users by domain names

7) Incidents Last woak
ncidents
s
>@ Center .
< Dl Mie
14 « Critical 1 14 o checkpoint.com 10
ets Users. None 13 Users ® acmecorp.com 4
Users Informational = Low ® Medium ® High @ Critical

Last activity

For each asset, information is collected and displayed in one of the following categories:
® Asset operational configuration (such as Asset Name, Operating System and Version)
® Visibility into any associated Groups and Organization Units (OU)
® |ncident Priority and Related Incidents

® Related Assets - There are interrelations between users and devices. For example,
users access a network through one or more device. These relationships are displayed
in the Related Devices / Usernames field.

® Activity Time - The Last Activity time is updated whenever data is received for an asset.
When you select a time filter for asset display, filtering is done based on the Last Activity
time of the assets.

Threat Hunting

Threat Hunting is an investigative tool which allows for advanced querying on all malicious and
benign forensics events collected from the onboarded Endpoint Security and Quantum
Gateway.

The information collected lets you to:
® |nvestigate the full scope of an attack.
® Discover stealth attack by observation of a suspicious activity.
® Remediate the attack before it causes further damage.

® Proactively hunt for advanced attacks by searching for anomalies, and using hunting
leads and enrichment.

Events

A view of all the raw events processed on the tenant. This is the standard Events widget
included in most of the applications in Check Point Portaland may include events from
products that are not integrated with XDR.
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Notifications

You can configure and enable notifications to be sent when new a new incident is created. The
related configuration includes:

B Conditions for when a notification is to be sent.
® Notification contents.
® Recipients and channels on which the notification is to be sent.

Notifications can be sent by email, Slack and over Microsoft Teams. Notifications allow
administrators to get initial details of new incidents without connecting to the application.
Notification contents also include a URL to view the full incident details within the application.

XDR Detections

This section provides an overview of the XDR unique detection capabilities, explaining each
detection category implemented in our security platform. XDR integrates multiple security
layers to provide comprehensive threat detection, investigation, and response across
endpoints, networks, cloud workloads, and applications.

The Power of Al in XDR

The XDR solution leverages cutting-edge artificial intelligence to transform security
operations. Through multiple Al technologies working in concert, the platform delivers
detections of the following types:

= Autonomous Threat Detection - Al algorithms continuously analyze vast amounts of
data across all security layers to identify threats that would be impossible to detect with
manual analysis or rule-based systems.

® Predictive Threat Intelligence - Machine learning models predict emerging threats
based on subtle behavior patterns before traditional loCs become visible.

= Adaptive Security Posture - The Al engine dynamically adjusts detection parameters as
it learns your environment, becoming more accurate and effective over time.

= Automated Contextual Analysis - Advanced algorithmics and Al technologies
automatically contextualize alerts, reducing the number of false alarms and providing
security analysts with comprehensive attack narratives rather than isolated data points.

= Cognitive Response Automation - Al-driven decision-making enables intelligent,
context-aware automated responses that adapt to the specific nature of each threat.

Check Point XDR Administration Guide | 33



Introduction to Check Point XDR

XDR Unique Detection Method

User and Entity Behavior Analytics (UEBA) is a cybersecurity technology that uses machine
learning and advanced analytics to detect abnormal behavior by users and entities (such as
devices or applications) that may indicate security threats, such as insider attacks,
compromised accounts, or data exfiltration. It establishes baselines of normal activity and flags
deviations for investigation. XDR leverages UEBA which enables detection of novel threats
and sophisticated attacks that evade conventional defences.

By continuously learning and adapting to our environment, baseline analysis provides context-
aware security that reduces false positives while improving detection of true threats. This
capability is uniquely powerful within XDR due to its holistic visibility across multiple security
layers and data sources.

Detection Catalog

This section provides details about the specific detection categories provided in XDR.

Category Description

Anonymization
and Proxy
Services

Abnormal
Application Data
Usage

Authentication
and Access
Patterns

Brute Force
Detection

Detects the use of anonymization tools, VPNs, or proxy services that
may indicate attempts to hide malicious activity or evade geographic
restrictions. These technologies can be used legitimately but also
serve as methods for attackers to mask their origin.

Identifies unusual patterns in how applications access, process, or
transfer data. This includes detecting when applications exceed
normal data processing thresholds or access sensitive data they
typically do not interact with.

Monitors for unusual authentication flows or access patterns that
deviate from established baselines, which could indicate account
takeover or unauthorized access attempts.

® Failed Brute Force - Identifies multiple failed authentication
attempts followed by cessation, indicating an unsuccessful brute
force attack.

= Brute Force Guessing - Detects ongoing systematic attempts to
guess credentials or access codes, potentially using dictionary
or algorithmic approaches.
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Category Description

Insider and
Credential Attacks

Command &
Control
Communication

Network Traffic
Patterns

Data Exfiltration

Vulnerability
Sonar

Initial Access

Internal Discovery
and Information
Collection

Lateral Movement

Ransomware,
Wiper, or Data
Destruction

® Credentials Dumping - Identifies attempts to extract credentials
from memory, security databases, or credential stores.

= Abnormal Failed/Successful Logins - Detects login attempts
that deviate from normal patterns, such as logins from unusual
locations, devices, or times.

® Credentials Theft/Abuse - Recognizes when stolen credentials
are being used or when legitimate credentials are being
misused.

Detects communication with known malicious infrastructure or unusual
communication patterns that may indicate malware connecting to
command-and-control servers through non-standard channels.

Identifies anomalous network traffic that deviates from established
baselines, including unusual protocols, timing patterns, or volumes.

Detects unusual outbound data transfers that could indicate sensitive
information being removed from the organization, including large data
transfers or communications with suspicious destinations.

Identifies reconnaissance activities from external sources attempting
to discover vulnerabilities in internet-facing assets, and determine
which systems were found vulnerable, which vulnerability was found
and if there are undetected systems successfully accessed from the
same scanner.

Detect techniques used by threat actors to gain their first foothold in a
network, including exploitation of vulnerabilities in public-facing
applications, drive-by downloads, or supply chain compromises, open
ports and available services.

Monitors for systematic attempts to gather information about the
internal environment such as Accounts & Groups, Local System
Information, Network & Shares, Location, Security Products, Software
and system configurations.

Detects attempts to move through the network after initial compromise,
for example, Executable and File Transfer, unusual remote
executions, unusual access or mounting of network shares.

Detects behaviors that are associated with encrypting files for ransom,
wiping data, or other destructive activities targeting information assets.
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Category Description

Security Control
Evasion

Supply Chain
Distortion

Suspicious
Executions

System Behavior

Security Product
Tampering

Suspicious File
Operation

Suspicious Trace
Removal

Time-Based
Anomalies

Unsolicited
External Access

Identifies techniques used to bypass security controls.
Examples - Injection, File Format Tampering, Hidden Artifacts,
Indirect Executions, Masquerading, Obfuscation, Script Execution.

Identifies 10Cs related to trusted software updates or third-party
components.

Monitors for unusual execution patterns, commonly used by attackers.
Examples - Long Execution Chain, Execution During Remote
Connection, Execution During Remote Connection, Unusual LOLBIn
Execution.

Monitors for changes to system configuration and behavior:

® Persistence - Detects techniques used to maintain access
across system restarts.

® Process/Library Execution Anomalies - Identifies unusual
process behavior or library usage.

® Unusual Configuration Changes - Detects modifications to
system configurations that may indicate compromise.

Identifies attempts to disable or bypass security tools:

® Disable Tools - Detects attempts to turn off security controls.

® | ocal Firewall - Monitors for changes to firewall configurations.

® DNS Configuration - Identifies suspicious DNS setting
modifications.

Detects suspicious file characteristics or behaviors that may indicate
malware.

Identifies attempts to clear logs, delete files, or otherwise remove
evidence of compromise.

Detects activities occurring at unusual times or with suspicious timing
patterns.

Identifies unexpected inbound connections or data transfers from
external sources.

Licensing

At least one valid license is required to entitle the XDR application to operate and perform
processing. There are three different aspects of entitiement associated with a license:
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® Data Processing Entitlement
® Connected Product Entitlement

® Expiry Date

Data Processing Entitlement

XDR performs extensive analysis and processing of all the data that it receives. Therefore, the
entitlement to XDR processing is based on the total amount of data from all connected
products that is analyzed and processed.

There are two types of licenses that can contribute to this entitlement:

® |jcense with a per-user Entitlement - License is purchased for a specific number of
users. Each user is assigned a data entitlement as defined in the product catalog. The
total data entitlement of the license is calculated by multiplying the number of users and
the per-user entitlement.

® Volume Entitlement - License that gives entitlement directly as a number of gigabytes
(GB).
Itis possible to have multiple active licenses, including a mix of both license types. The total
data processing entitlement is the sum of the entitlements provided by all active licenses.

To track the current volume of data being processed, compared to the entitlement, go to
Settings > Log Processing. The current volume of data being processed is calculated as the
average volume of data processed daily, during the last seven days.

Connected Product Entitlement

There are two types of licenses in terms of connected product entitlement:

® Endpoint Security only - Licenses that are purchased together with Endpoint Security
(HEP). With this license, XDR is operational as Endpoint Detection and Response
(EDR).

= All Products - All products can be connected.

There must be at least one active license for All Products to integrate additional
products.

License Expiration

Each individual license has an expiry date. When this date is reached, the license expires and
the corresponding entitlement associated with the license is no longer active. When all active
licenses have expired, XDR enters a Grace Period before all processing of data is stopped.
The current Grace Period after expiry of production licenses is 30 days but this duration is
subject to change.
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Data Retention

The raw events from all connected products, including third-party products, are retained for a
default period of 3 months. To extend this duration to 6 or 12 months, you can purchase
additional licenses as part of Events & AlOps - Logging & Analytics.

These retention periods also apply to any data derived or retrieved by XDR. This includes
incidents and report files, such as forensic reports, that are retrieved from other systems and
stored in XDR.

Supported Regions

XDR is supported only for the Check Point Portal tenants (accounts) residing in these regions:
" EU
= US

India (Al Copilot and Playblocks are not available)

UAE (Al Copilot and Playblocks are not available)

When leveraging XDR with other Check Point products, the region selected for XDR account
creation must match the region to which the other products are sending data.

APl Support

The following suites of APIs are available for interaction with XDR. They are available for use
with a valid XDR license:

= XDR/XPR API - Operations related to incidents, alerts, actions and exceptions.

See XDR/XPR API.

® Threat Hunting API - Retrieves Threat Hunting records.
See TH API Docs.
® |nfinity Events API - Retrieves raw Event logs as displayed in the Events tab.

See Infinity Events API.
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Getting Started

Getting Started

To get started with Check Point XDR (formerly Infinity XDR/XPR):

1. Create an Account in the Check Point Portal

. Access the XDR Administrator Portal

. License the product

2
3
4. On-board Applications
5. Add Users

6

. Address an Incident

Creating an Account in the Check Point Portal

Check Point Check Point Portal is a web-based interface that hosts the Check Point security
SaasS services.

With Check Point Portal, you can manage and secure your IT infrastructures: networks, cloud,
loT, endpoints, and mobile devices.

To create an Check Point Portal account, see the Check Point Portal Administration Guide.

Accessing the XDR Administrator Portal
o Notes:

® XDR is supported only for the Check Point Portal tenants (accounts) residing in
these regions:
« EU
e US
« India (Al Copilot and Playblocks are not available)
» UAE (Al Copilot and Playblocks are not available)
® The recommended browser is Google Chrome.

To access the XDR Administrator Portal (formerly Infinity XDR/XPR):
1. Signinto Check Point Portal.

2. Click the Menu icon in the top left corner.

® CHECK POINT

XDR
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3. Inthe Workspace Security section, click XDR.
L[ Workspace Security

Email Security
Endpoint Security
Browser Security

Mobile Security

XDR

4. If you are accessing the portal for the first time, do one of these:

m @ CHECKPOINT "
& 0 Infinity XDR/XPR 21 &

Welcome to Infinity ecrosrn  Areadyhaves contrac? N
XD R/XP R e User Center Connect your User Center account

Based on the industry's first Al-based XDR, and the <

industry's most powerful threat intelligence and KR Request a trial >

hunting tools, Check Point Infinity is an innovative
security operations platform that dramatically
reduces the time and skills required by analysts to

discover, understand, and remediate attacks.

® |f you already have a Check Point contract, click Already have a contract to attach
the contract to the product. For more information, see Associated Accounts in the
Check Point Administration Guide.
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® |f you want to trial the product, click Request a trial.

Fill and submit the Trial request form. You will receive an email with the trial status
and further instructions to proceed.

Trial request

Please fill out this request form 1o start 3 free trial for Infinity XDR/XFR.

co o
Infinity XDR/XPR

Prevention first security operations platform that automatically prevent attacks from
spreading through intelligent Al correlating billions of security events across Network, Cloud,
Users and Devices.

Check Point Infinity XDR/XPR gives you complete visibility, and efficient operation ability on
the entire IT environment from one pane of glass.

Full access and usage of Infinity I0C is available within the Infinity XDR/XPR sample mode

Optionally, you can click XDR sample mode to experience the application with
sample data before the trial.

Click Try XDR Now to fill and submit the Trial request form.

Welcome to Infinity XDR/XPR sample mode- for Infinity IOC!

Infinity 10C is available as the ultimate feature for managing Indicators of Compromise (1oCs) from a single, central location
While we tantalize your curiosity with glimpses of Infinity XDR/XPR's other extraordinary features, seize the opportunity to start your Infinity XDR/XPR trial now

What is XDR/XPR?

@/ﬁ‘ Comprehensive Threat Protection
o

== P — . ;
compramise, global threat land: P nd thircparc e fe
Collaborative Security Operations a @
E/D The platform enab optimize their security operations, impraving collaboration beaween security and IT
B e asrengre ’

[ORCTEIEEEAC Try Infinity XDRXPR Now

If you have already attached the contract with the product, the Overview page appears.

Check Point XDR Administration Guide | 41



Getting Started

® CHECK POINT
Infinity XDR/XPR

b Last7Days -

Connectivity

Personalized news

9
4 Harmony Email

<

EYy e B

D 11172,

XDR/XPR Prevention Status

i
vanti Connect Secura VP..,

40K 2

Mar 6, 2024 12:38

Incidents

Licensing the Product

Check Point XDR licenses include:

® Playblocks (All playbooks included)
® Events & AlOps
= Al Copilot

® |oC Management

Licensing Options

Check Point XDR offers flexible licensing options:

® Full XDR - All integrations included.

® Infinity EDR - XDR for Endpoint Security (Harmony Elite).

® Managed XDR - XDR bundled with Infinity Global Services (IGS).
Data Retention

® Standard - 90 days

® Optional upgrades - 6 months or 1 year
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Getting Started with Licensing
Start a Free Trial

New accounts are eligible for a 30-day trial. During this period, you can connect your security

solutions and evaluate the platform’s capabilities.
To purchase a license:
® Contact your Check Point representative or partner.

® For technical assistance, contact XDR sales team.

Activating a License

To activate a license:
1. Log in to the Check Point Portal.
2. Click the Global Settings icon next to the tenant's name.

3. Click Services & Contracts.

A Manage License Permission

» General
Identity & Access
Users

t User Groups

Audits
& Test_Demo_Account_6
H Test_Demo_account 5 1 Services & Contracts
8] Test_Demo_Account_4 i @ Usage
& Test_Demo_account2
Wl APl Keys
8] Financial Services Corp.

g Logistics Inc. ' [, Event Forwarding

4. From the top-right, click Associated Accounts/Manage Accounts.
The Managed Accounts window appears.

5. Click Attach Account.
The Attach Account window appears.

6. Enter your User Center account credentials.
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Getting Started

ATTACH ACCOUNT X

o LOGIN TO USER CENTER Email *

7. Click Next.
8. Select the license to apply.
9. Click Finish.

Once the process is complete, the license is displayed in the Services & Contracts
page. For more information, see sk182949.

o Notes:

® |f you already have a related account and want to add one more license, go to
Global Settings > Services & Contracts > Associated Accounts and use the
sync option to update the license. Once updated, the license status appears as
Active.

® |t may take up to 24 hours for the license status to update to Active.

License Expiration Policy
" After the license expires, XDR stops generating new security incidents.
® After a 60-day grace period, access to the application will be disabled.
® For license extensions or support, contact your partner or Check Point representative.

B For technical assistance, contact XDR sales team.
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Getting Started

On-boarding Products

This table provides the on-boarding process for the supported products:

On-boarding Process

Check Point

Quantum
Security
Gateway

Cloud
Firewall

Endpoint
Security
(EPMaaS)

Email
Security

® On-premises

e For R81.10 with the R81.10 Jumbo Hotfix
AccumulatorTake 93 and higher, see Sharing
SmartConsole Configuration and Logs with
Check Point Portal > To share your on-
premises Management Server log
information with the Check Point Portal in
the R81.10 Security Management
Administration Guide.

» ForR81.20, see Sharing SmartConsole
Configuration and Logs with Check Point
Portal > To share your on-premises
Management Server log information with
the Check Point Portal in the R81.20
Security Management Administration Guide.

» ForR82, see Connecting On-Premises
Management Servers and Security
Gateways to the Check Point Portal in the
R82 Security Management Administration
Guide.

Note - To on-board Multi-Domain Security
Management Servers to a single tenant, see
sk182156.
® Smart-1 Cloud - Automatic if you subscribe to
Hybrid Mesh Network Security Security Gateway.

Automatic if you subscribe to Cloud Firewall.

Automatic if you subscribe to Endpoint Security. Ensure

that you enable Threat Hunting in Endpoint Security. To

enable, see "Enabling Threat Hunting" on page 166.
Note - You can on-board only one account (tenant)
of Endpoint Security.

Automatic if you subscribe to Email Security.

Note - You can on-board only one account (tenant)
of Email Security.
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Product

Family

Microsoft

Fortinet

CrowdStrike

SentinelOne

Palo Alto
Network

Trend Micro

Cisco

Identity
Service

Product
Name

Mobile
Security

Microsoft 365
Defender for
Endpoint

FortiGate
Next
Generation
Firewall

Falcon

Singularity
Endpoint

Palo Alto
Networks
Next
Generation
Firewall

Trend Vision
One

Cisco
Firepower

|dentity
Sources
supported by
the Check
Point
Security
Gateway

Getting Started

On-boarding Process

Automatic if you subscribe to Mobile Security.

Note - You can on-board only one account (tenant)
of Mobile Security.

See "Microsoft 365 Defender for Endpoint" on page 245.

See "Fortinet FortiGate Next Generation Firewall" on
page 249.

See "CrowdStrike Falcon" on page 263.

See "Singularity Endpoint" on page 271.

See "Palo Alto Networks Next Generation Firewall" on
page 282.

See "Trend Vision One for Endpoint" on page 305.

See "Cisco Firepower Threat Defense" on page 311.

Enable Identity Awareness (IDA) blade on your Check
Point Security Gateway. Refer to the Identity Awareness
Administration Guide for your version > chapters
Configuring Identity Awareness and Identity Sources.

After you successfully on-board, 0O appears for the product in the Connectivity widget. If O
does not appear after 45 minutes of on-boarding, contact Check Point Support.
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Getting Started

Connectivity

] v o
&2 Firepower = Singularity Endpoint Ea MextGen Firewsll
Cisco Singularity Endpaoint Palo Alto Networks

v fision One v . ] .
= Trend Vision On & Falcon Endpoint Ea FortiGate

Endpoint

pp—— ' —— Crerd SHal-a Eimrtii==#a
end Micro Crowd Strike ortiGate

The connection timeout duration is 48 hours. If the product does not send events to XDR in 48
hours, the product becomes inactive and the icon changes to red.

o Note - The connectivity status of Cloud Firewall is indicated by Quantum Gateway.

Adding Users

To address incidents, you must assign it to a Security Operations Center (SOC) analyst
(assignee) in your organization. To assign, you must add SOC analysts as users with
Operator service specific role in the XDR portal. The specific service roles are in addition to
the global rules and do not override them. For more information, see Specific Service Rules in
the Harmony Endpoint EPMaaS Administration Guide.

To access Specific Service Roles, go to Global Settings > Users > New > Add User and
expand Specific Service Roles.

Role Description

Admin Full Read and Write access to all system aspects.

Operator Full access to handle incidents, including taking prevention actions, and
read-only access to the Policy menu. Typically, your SOC analyst.

Read-Only | Read-only access to the application.

Check Point XDR Administration Guide | 47


https://sc1.checkpoint.com/documents/Infinity_Portal/WebAdminGuides/EN/Harmony-Endpoint-Admin-Guide/Topics-HEP/Specific-Service-Roles.htm?tocpath=Getting%20Started%7C_____6

Getting Started

How to Address an Incident

CLICK HERE

TO START THE TUTORIAL

Step Owner

1 XDR

2 Administrator
3 SOC Analyst
4 SOC Analyst

Action

XDR generates an incident.

Assign the incident to a Security Operations Center (SOC)
analyst.

In the “Incidents" on page 57 page, review these information
on the incident:

Description

Priority level

Sources

MITRE ATT&CK tactics involved.

Assets involved.

Identified Indicators of Compromise.

Prevention actions taken and recommended prevention
actions.

Timeline of the incident

For further investigation on the incident:

See "Incidents - Insights & Forensics" on page 113to
view insights and forensics (processes, files, URL,
domains and Registry involved in the insight) related to
the incident.

See "Incidents - Affected Assets" on page 94 to view the
assets involved in the incident.

See "Incidents - Indicators & Artifacts" on page 101 to
view the indicators and artifacts involved the incident.
See "Incidents - Forensics Trees" on page 9310 view a
graphical representation of the forensic report generated
by Endpoint Security for each detection in an insight.
See "Incidents - MITRE" on page 110to know the MITRE
ATT&CK tactics used in the incident.
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Step

5

Owner

SOC Analyst

SOC Analyst

SOC Analyst

Getting Started

Action

To investigate the Indicator of Compromise involved in the
incident and analyze a file, see "Intelligence" on page 210.

To investigate the logs further, see "Threat Hunting" on
page 165.

Take the recommended prevention actions. See "Prevention”
on page 70.
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Overview

The Overview page shows a summary of the security operations of the on-boarded
applications.

Ccannactivity neidents HeErws

] ] -]
oy Endgeint &5 Quantum Datesy Tk

] -] o
Detenader Erctzoint T Datsrs Enapars A COR

Breavemion

10K & Bment .: : ! i A e Tap attacks and Emact

Assets Incioent priovity

12,475

Tap & assats by priority neidents awer time Open incidents by assigres

To view the Overview page, access Check Point XDR and click Overview.

By default, the Overview page shows the data (all priorities) from the last 7 days.

i last7Days - LANREYYN Action required (183) Prevented (4) Priority: | Critical v/ High Medium Low nformationa

To filter the data by priority:
1. Select the time period. By default, it lists from the last 7 days.
2. Tofilter incidents that require action, click Action required.
3. Tofilter incidents prevented automatically by XDR, click Prevented.
4

. Tofilter incidents of specific priority, select the required Priority. By default, all priority
levels are selected.
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Connectivity
Connectivity
FF Firepower %ﬁ Singularity Endpoint I'—_F MextGen Firewall
23 Singula ndp Palo Alto Network
&'G Eﬂecnj;jiim one %ﬁ Falcon Endpoint & FortiGate

rend Micreo Lnowid STrKe Moriragane

The Connectivity widget shows the connection status of the products connected to Check
Point XDR. When you hover over the product name in the widget, you can view the following
details:

® The connectivity status of the product.
® The number of events sent by the product.

® Time when the product sent the last event.
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Overview
o Notes:

®  The connection timeout duration is 48 hours. If the product does not send

events to XDR in 48 hours, the product becomes inactive and the icon changes
to red.

il Last7 Days - All (4589) EXalGs = Nt:40 Frevented (407) Priority: | Cri

Connectivity
o ] i
&3 Firepower E3  Quanturn Gateway [~ AT Emall&
Cellaboration
Cisco [Check Point Check Point

= Firepower

Cisco

€3 Inactive

® The connectivity status of Cloud Firewall is indicated by Quantum Gateway.
® Certificate expiry status for the Fortinet FortiGate Next Generation Firewall

integration is indicated by the © icon.
For example:

Fortigate

Fordnet

To renew the certificate, see "Fortinet FortiGate Next Generation Firewall" on
page 249.

Prevention

Prevention Prevention actions taken

® Enable |IOC in IOC man... 55

55 ® Reset password 0
Actions Isolate machine in End... 0
Other

The Prevention widget shows statistics from the Prevention Center.
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You can filter the widget by:
® Prevention actions taken (default)

= Attacks prevented by XDR/XPR

o Note - If no data is available for the filtered option, the widget appears as:

Prevention Attacks prevented by XDR/XPR

B

No actions were taken
Actions can be configured using Automations

To configure automatic prevention actions, click the Automations link. The
"Automations" on page 232 page appears.

Asset Incident Priority

Asset incident priority

Davices Total Unassigned
Pl s | oa
Assets ' ' :
24 \ ' |
. Users Total Unassigned
o ’ ’
10 3 2

The Asset incident priority widget shows:

Item Description

Assets Total number of assets (Devices + Users) in your account.

Devices Number of Device assets in your account.
To view the asset details, click the link. The "Devices” on page 152
page appears.

Users Number of User assets in your account.
To view the asset details, click the link. The "Users" on page 139 page
appears.
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Item Description

Total

Unassigned

Total number of assets (Devices/Users) with incidents that are at
Critical or High priority levels.

Hover over the widget to view the count in each category. To view
assets' details, click the link. The Devices/Users page appears filtered
by Incident Priority.

Number of assets (Devices/Users) with unassigned incidents that are at
Critical or High priority levels.

Hover over the widget to view the count in each category. To view
assets' details, click the link. The Devices/Users page appears filtered
by Incident Priority and Related Incidents that are unassigned.

Top 5 Assets by Priority

Top 5 assets by priority

Asset name Total incidents Unassigned
& PICUSVICTIM3 10 ]
5 ron 6 3
& PICUSVICTIMI 2 1
£ ubuntu 14 2
= WINDOWS10 1 0

The Top 5 assets by

priority widget shows the top five assets based on the priority levels of

their related incidents.

The table shows:

Item Description

Asset name

Total incidents

Unassigned

Name of the asset. To view the details, click the asset name.

Total number of incidents related to the asset.
To view the details, click the count. The "Incidents"” on page 57 page
appears and lists all the related incidents.

Number of unassigned incidents related to the asset.
To view the details, click the count. The “Incidents" on page 57 page
appears and lists the unassigned incidents.
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Incidents
Incidents
New 5 MNew (Assigned) 6 n progress 3 Recently closed
(ID 10) Possible (ID 10) D 10) Passible -~ 10 e
threat classifie threat c = L e
D 10) Possible ”~ 10 e
= L =
evente o~ ) 10) P B
L edium
” 10 e
! -
” 10 e
» z
~ 10) P e
L ] ediurm
~ ) 10) P e
L =dium
~ ) 10) P e
L =dium

The Incidents widget lists incidents by status. Hover over the incident for more information.
Incidents are color-coded based on the priority levels.

Under Prevented, the widget shows the incidents automatically prevented by XDR.

Incidents Over Time

Incidents over time @ C(ritica High Medium Low nformationa ® Prevented
o M=
Nov Jan 2023 Mar May Jul Sep

The Incidents over time widget shows the timeline of incidents by priority. Incidents are color-
coded based on the priority levels.
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Personalized News

Personalized news

Threat intelligence reports I?

The FBI and CISA have released a joint
Cybersecurity Advisory under their
campaign, warning of and diving into...

Threat intelligence reports l?

The FBI and CISA have released a joint
Cybersecurity Advisory under their
campaign, warning of and diving into...

Top attacks and breaches

American security agencies warn of
widespread exploitation by an unspecified
nation-state actor of Atlassian Confluence...

Top attacks and breaches

The Personalized News widget shows cyber security news curated by the Check Point
research team.

® XDR analyzes the logs for the vulnerability described in the news article and creates
incidents if necessary.

® News related to existing incidents are listed first at the top. To view the related incidents,

click the ¢ icon. The system redirects to the “Incidents" on page 57 page and shows the
related incidents.

Open Incidents by Assignee

Open incidents by assignee
—
—

—

The Open incidents by Assignee widget lists the number of open incidents for each assignee.
Incidents are color-coded based on the priority levels.
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Incidents

Incidents

An incident is a collection of events from one or more products that together represent an
attack story. Check Point XDR (formerly Infinity XDR/XPR) utilizes ThreatCloud's Artificial
Intelligence (Al) and applies Machine Learning (ML) models to correlate between the events
from on-boarded products (both benign and security events) into unified incidents. The
incident's priority level is calculated based on the artifacts of the incident, including the
confidence and severity levels of the detection. Incidents are actionable with prevention steps
that can be taken within the XDR application.

The Incidents page shows the list of incidents and its details that includes:
® |nsights that triggered the incident and its timeline
® |mpacted assets and users
® |ndicators

® Prevention history and recommended prevention actions. You can automate some of
these actions. For more information, see "Automations” on page 232.

To view the Incidents page, access Check Point XDR and click Incidents > Incidents.

(ID18) Possible threat classified as “Parity.Endpoint Anti-—. | >

:AI 4 | Actonrequied 4 | Prevented o

(@) tastwesc v pror ~ & ssign

i on S Fllowum v a
tacsu Lo =]
Medium 2025 | 212 ts 1 Assets s Indicators & Artifacts @
@ (ID19) Poss un O WINMVEET.. wers: 3 cmaexe
“Parit nti-Bot.Gen" +1 reaching sta I
3 New RO ) @ retaiconsultancy.com  +2 more
Medium 2025 | 1822 1 Assets & Indic cts
[ ible thr ified as o1
Anti i

185 Insights

+ Jun9, 2025 18:55

Last Jun 8, 2025 18555

448 Insights 4 Indicators & Artifacts
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Legend

1

ltem

Time span

Sort by

Assign

Change
status

Follow up

Search
Select all

Filters

Incidents

Description

Select the duration for which you want to view the incidents.

Last 24 hours
Last week

Last two weeks
Last month
Last year

Select a criterion to sort the incidents.

® Priority

® Creation date
® | ast update
® Severity

Assign a security expert to address the incident.

Change the status of the incident.

New

In Progress

Close - Handled
Close - False Positive
Close - Known Activity

Indicates that the incident requires a follow-up.

Note - XDR does not send automatic reminders for
follow-up.

Search for the an asset, incident or a user.
Select or clear all incidents.

Filter the incidents by:

= All
® Action required
® Prevented
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Legend

9

ltem

Add filter

Incidents

Description

Allows you to filter the incident list.

To add a new filter:

1. Click + Add Filter.
2. EnterField, Operator and Value.
3. Click Save.

You can filter the incidents by:

Assignee
Confidence

Data Source
Incident Sequence ID
MITRE tactics
MITRE Techniques
News Articles
Prevented

Priority

Severity

Status
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10

ltem

Incident

Incidents

Description

Shows incident details.

o High emav 20,2025 | 06 3/8}30 Glns‘\gh(se 1A559‘5° 4\nd‘\ca&or5&Ar\ifacis®
(ID 14) Passible threat classified as First May 14,2025 1118 2 WIN-MV81.. 2 powershell.exe (2 emd.exe
"Par'\(y.EndpoinLAntifBoUnfecﬁng,URL”...e o

e [#] \nwﬂgresso RV 20280810 & www.marketingbyint...  +1more
Legend Description
1 Priority of the incident:
® Critical
® High
® Medium
" | ow
® |nformational
2 Date and time when the incident was
generated.
3 View the comments added related to the
incident.
4 Add or remove the follow-up flag on the
incident.
5 Incident ID and title. Click the title to open the

"Incidents - Overview" on page 64 page.

6 Security Operations Center (SOC) analyst
assigned to the incident. Shows Unassigned
if an incident is unassigned.

7 Status of the incident. Click to set the status.

New

In Progress

Close - Handled
Close - False Positive
Close - Known Activity
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12

ltem

Confidence

Severity

Description

Legend Description

8

Incidents

Number of insights involved in triggering the
incident with date and time when the first and
last insight was created. Click to view
"Incidents - Insights & Forensics" on page 113
page.

An insight is anaggregation of one or more
logs into valuable observations indicating the
nature of the activity.

Number of assets involved in the incident.

Number of indicators and artifacts involved in
the incident.

Hover over an indicator/artifact to view its
Intelligence widget card. For more
information, see "Intelligence Widget Card"
on the next page.

Opens the incident "Incidents - Overview" on page 64 page in
a new tab.

Confidence level of the detection:

High
Medium
Low

Priority of the incident:

® Critical

High
Medium
Low

Informational
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14

15

16

17

18

19

ltem

Source

MITRE
ATT&CK

Top Insights

Prevention

Insights
Timeline

Comments

Incidents

Description

The source of the events correlated into the incident.

® Endpoint (Endpoint Security)

® Gateway (Quantum Security Gateway and/or Cloud
Firewall)

Email (Email Security)

Mobile (Mobile Security)

Defender (Microsoft Defender)

Identity Service

MITRE ATT&CK tactics and techniques involved in the
incident. The numbers represent the number of insights
related to each tactic.

Opens the "Incidents - Insights & Forensics" on page 113
page that shows the related insights.

Top insights for the incident.

Lists prevention actions taken and those that are
recommended to be taken.

Shows the timeline of insights and the duration between the
first and the last insight.

Shows the comments added for the incident. Click to add
a comment.

Intelligence Widget Card

The Intelligence widget card displays the latest intelligence information about the
indicator/artifact. The card's color reflects the severity level of the indicator/artifact.
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Incidents

516218 & www.marketingbyint... 1 more

& www.marketingbyinter... :

:: a5 }
Severity ® High Confidence ]| High
Findings loC management
« Malicious by Virus Total reputation ’l'j Inactive
Attack names Related
® Parity.Endpoint_Anti-Bot.Infecting_URL.VUP.R5.TC.374enDEo @ 217 Alerts

£ 3 Incidents

The card displays these details:
® |ndicator/artifact value
® XDR score which indicates the overall threat level
® Severity level
® Confidence level
® Findings - Findings from the XDR validation engines.
® Attack names - Name of attacks in which the indicator/artifact was involved.

® General information based on the indicator/artifact type and the third-party threat
intelligence verdict.

® Status of the indicator in IOC Management.
® Related info:

» Number of related alerts - Click the link to view the Alerts page filtered by the
specific indicator.

» Number of related incidents - Click the link to view the Incidents page filtered by
the specific indicator.

Note - If the indicator/artifact information was updated after the incident was created,
the card displays the message Information updated since initial analysis at the top
right.

Clickthe ¢ icon on the card to perform more actions on the indicator/artifact.
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Open indicators & artifacts
Open in intelligence
Open in Threat hunting

Create exclusion

Top Banner

The top banner is displayed in these pages:
® "“Incidents - Overview" below
® "Incidents - Affected Assets" on page 94
® "Incidents - Indicators & Artifacts"” on page 101
® “Incidents - MITRE" on page 110
® "“Incidents - Insights & Forensics" on page 113

® "Incidents - Forensics Trees" on page 93.

& (1D 150) Possible high severity threat reaching stage Exfiltration +5 more High Pa Addcomment | # New | & Ec=wm==

You can see the incident title, priority of the incident and allows you to add a comment and
change incident status.

Incidents - Overview

The Overview page shows the details of the incident and allows you to perform these actions:
® "Managing Assets and Indicators" on page 69
» Copying an asset, indicator or artifact name to the clipboard
» Viewing forensic details related to the chosen asset
» Viewing intelligence for asset, indicator or an artifact
» Searching for an asset, indicator or an artifact in an incident
® Execute prevention actions. See "Prevention" on page 70
® "Adding a Comment" on page 76
® "Creating Advanced Exclusions from an Incident" on page 76

To view the Overview page:
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Incidents

1. Access XDR and click Incidents > Incidents.

2. Click the incident title or hover over the incident and click >.

€ (D 789) Possible threat classified as "Genericjnfecting URL" reaching stage "Resource Development” ({3 Critical W Addcomment | # New | Unassigned
<
e Incident Summary Incident description Mitre Oper
desseis 3 = identified 3 HEUR“Trojan Win32 Generic malware on 2 1
N 4™y Fer ull High -
ors & At H OREXE". This malware is threats
% ¥ critical o High ftre b >
the Mire technique ou
as malviare and exp Developmen:
Insighe= & Faren g e o d have emplay
oas
and maingain vig
0a13,203 | 1205 Prevention
w -
Update Al Summary & Expired (0 ®
S Simonlzraev Nov 13,2023 | 12:48 brevention History
Assets And Indicators -
@ 1 indicator vas adde oC manage:
® Endpoint  AnciMslisre 2 hesets 3 Indicacors & Artifacts @ 1 malicious fle quarantined via Harmony Endpoint
@DESKTOPOHIES) L je 10
& Fortigate Consider isolating the infected host(s) [DESKTOP-OHTEJS\] <o prevent the mahare from spreading to
@ cther devices an the nenwork. Alsq, since maliare ofien steals sensiive informaon such as login
credentials, change all passwords associated with the infected hosts
Insights Timeline (1) 0et 15,2023 1205 Comment [}
4
2
0
Oals
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Incident Summary

MCIDENT SUMBMARY

Priority Confidence

High Severity

e Mow 21, 2022 1510

Last insight Mowv 23, 2022 02:02

= oL W a LT

Update Followl p

us Jzer

g eeE

B Mebtwork Anti-BotApplication ControlFirewsllIPS

The Incident Summary widget shows:
® Priority of the incident:

e Critical

High

Medium

e Low

Informational

B Confidence level of the detection:

il sien
High

Incidents
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Incidents

 High
* Medium
e Low
® Severity of the incident:
e Critical
 High
* Medium
e Low

e Informational

Creation date - Date and time when incident was created.

Last insight - Date and time when the last insight was added to the incident.

Last update on the incident

The source of the events correlated into the incident.
» Endpoint (Endpoint Security)
» Gateway (Quantum Security Gateway and/or Cloud Firewall)
» Email (Email Security)
» Mobile (Mobile Security)
» Defender (Microsoft Defender)

* Identity Service

Incident Description

? Incident description ’
1 o amae 1 Powered by Al Copilot

On 2023-Mov-

PDM:Explo

at 08:43:25, our Anti-Malware system detected a

32.Generic.nblk malware, initiated by exe’ on the "WINSRVT

machine while it was idle. The detected malware pos cant risk to our

network, with potential threats varying from worms, Trojans, adware to keystroke

loggers. The incident is linked with the Mitre technique 'Obtain Capabiliti

versaries procuring or stealing capabilities such as malware,

software, exploits and certificates from third-party entities. It is suspected that the

Is this helpful 7yl & (@ copy

The Incident Description widget shows the Al generated description of the incident.

To provide feedback on the description, click * or #  enter a description and click Save.

Check Point XDR Administration Guide | 67



Incidents

ITRE op
1 £ 1 1
Resour Initial Access Persistence Defense
Development Evasion

MITRE ATT&CK tactics and techniques involved in the incident. The numbers represent the
number of insights related to each tactic.

Click Open MITRE Tab to open the "Incidents - MITRE" on page 110 page.

Assets and Indicators

12 ASZETS 5 INDICATORS AMD ARTIFACTS
[ =qizerver 51 l johinst hastname.... 81. 177172
(W8] joHMNST_M1E07 L =ion 24.143.127... 120.42.54
[ 132.155.100.201 L iohin=e E1AFTATZ.
[ 152.155.8.5 L Jonn=t

[ 137 168100203

The Assets and Indicators widget shows:
® Assets involved in the incident.

B |ndicators and artifacts involved in the incident.

1 ASSETS @ Q@ 183.111.204.170 5 AND ARTIFACTS

¥ N Py S
InTection Source
Malware

Hover over the indicator or artifact to view the risk level score (for example, 34), Classification,
Malware Family and the VT score.
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Incidents

Managing Assets and Indicators

1.

2.

o

Click Incidents:
a. Click the incident title.
b. Hover over the incident and click >.

In the Assets and Indicators widget, hover over the asset, indicator or an artifact.

12 AsSET 5 IMDICAT ARTIFACT
[ zqizerver_51 L ichnst hostname.... §1.177.172...
[ joHMNST_M1807 X =lon 24.143.127... 120.48.54...
(= 132.158.100.2 L jchns=t 61177172, :
(W 1329583 L Jonnst Copy
(] 132 155.100.203 = Threat H E
Hover over © .

To copy an asset, indicator or artifact name to the clipboard, click Copy.
XDR copies the name of the asset, indicator or the artifact to the clipboard.
To view forensic details related to the chosen asset, click Open in Threat Hunting.

XDR opens the "Threat Hunting" on page 165 page and shows the data for the asset,
indicator or the artifact for the last seven days.

o Note - This option is not available for Mobile assets.

. Toview intelligence for an indicator or artifact, click Open in Intelligence.

XDR opens the Intelligence page and shows the available intelligence for the asset,
indicator or the artifact.

o Note - This option is not available for Mobile assets.

To search for asset, indicator or artifact in incidents, click Search in Incidents.

XDR opens the"Incidents"” on page 57 page and shows the incidents with the searched
asset, indicator or the artifact.
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o Note - This option is not available for Mobile assets.

Prevention

Incidents

The Prevention widget shows preventive actions taken automatically or manually and that are

recommended to remediate the incident:

Prevention

Prevention

Prevention (3)

Active Prevention

P 1indicator was added to the loC management
Prevention History
P Reset user password

Recommendations

1=}

rocess via Harmony Endpoint

® Active Prevention - Preventive actions activated either manually or automatically. To

revert the preventive action, click = .

Frovention

Artive Preventian
F Irdizatnr was added ta the InC managamet

Frovention Histony
P Eeset us=r passaord

Prevention History - Automatic ('E} ) and manual (l‘i__J ) preventive actions taken.

Note - For more information on preventive actions that you can automate, see

"Automations" on page 232.
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® Recommendations - Preventive actions recommended by XDR to mitigate the incident.
The available preventive actions include:
» Enable |oCs in the loC Management
» Reset user password and revoke session in:
o Okta
* Isolate a machine in:

o Endpoint Security

o

Microsoft 365 Defender for Endpoint

o

CrowdStrike Falcon

o

Trend Vision One for Endpoint

o Singularity Endpoint
» Quarantine a file in Endpoint Security and in Microsoft 365 Defender for Endpoint
e Terminate a process in Endpoint Security.

For more information, see Push Operations in the Endpoint Security EPMaaS
Administration Guide.

* Isolate IP addresses (hosts) in the Quantum Security Gateway.

This is implemented using Check Point Playblocks. For more information, see
Infinity Playblocks Administration Guide.

To enforce a preventive action, click the action. For example, click Terminate.

To reject a preventive action, click X. Rejected preventive actions are listed under
"Rejected & Expired" on page 73.

A preventive action can also be an instruction that you should manually execute outside
of XDR. After you execute the preventive action, click the checkbox across to indicate
that the preventive action was executed.

Prevention

Prevention (35) Rejected & Expired (28 Audit lo

Recommendation i . o
Confirm action taken outside XDR/XPR

Check the infected hosts and IPs to prevent the attack from spreading to other [/
L=

devices on the network.
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Incidents
A failed preventive action is indicated by Q.
solate 2 hosts via Harmony Endpoint €3

To troubleshoot:
» For Endpoint Security, check whether the :
o Endpoint Management Server is up and running.
° Endpoint device is reachable.

» For Quantum Security Gateway, check whether the gateway is up and running.

o Notes:

» Recommendations that are enforced will expire:

Preventive action Expiry Duration
Related to loC types URL and File 7 days
All other preventive actions 24 hours

» Expired preventive actions are moved to the Rejected & Expired tab and
are available for you to enforce the action.

« Ifthe incident's reported activity continues and a new recommended
preventive action is generated and if the same action already exists, then

the expiry duration is extended by further 7 days or 24 hours based on the
preventive action.
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Rejected & Expired

® Expired Recommendations - Recommended preventive actions that are expired.

Prevention

Frevention (2) Rejected Expired at

526.958.858.

(]

5

]
]
|
o
J
J
1
Ln
h

Expired Req
solate 1 host in the Firewall policy i ]
Enable 3 disabled indicators
solate 2 hosts via Harmony Endpoint €

Rejected Recommendations

erminate 1 process via Harmony Endpoint

solate 1 host in the Firewall policy

» To know the expiration date and time, hover over the action.

» To enforce the preventive action, click the action. For example, click Isolate.
Enforced actions are moved either to the Prevention, Active Prevention or the
Prevention History tab depending on the action type.

® Rejected Recommendations - Recommended preventive actions that are rejected by
you.
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Prevention

=)
[l

(2) Rejected & Expired (8) Audit log (80)

Expired Recommendations

im
1]

i
—+
[}
=}

solate 1 host in the Firewall policy
Enable 3 disabled indicators
solate 2 hosts via Harmony Endpoint €3

. Rejected By
Rejected Reo

J

!

J

1

J

1
Ln
o

_ _ _ _ AK 526.958.856.959 Oct 5, 2023 | 14
erminate 1 process via Harmony Endpoin

solate 1 host in the Firewall policy

» To know the user that rejected the action, hover over the action.

» To enforce the preventive action, click the action. For example, click Terminate.
Enforced actions are moved either to the Prevention, Active Prevention or the
Prevention History tab depending on the action type.

Audit Log

Shows the audit log of all the activities related to preventive actions.
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Prevention

Ll
(5]
1}

]
=1
[
—

[

m
(18]
m
'
im
(=]
I
T
]
T
(5]
()

Audit log (80)

-l
m
[=]
™
)

AK  Hill process google.exe in Mastya test 1 by Endpoint

AK Indicator 7.5.9.6 was activated in 10C Management

AK  5.5.8.9 deisolated on Gateway

AK  5.5.8.9 deisolated on Gateway

AK 5.5.8.9 isolated on Gateway

AK 6.5.8.9 isolated on Gateway

AK 5.5.2.9 deisolated on Gateway

Insights Timeline
Insights Timeline (18) Oct 24,2022 17:29-Nov 19,2022 20:41 3 hr 12 mins
20
10
0 == | |
Oct 24 Oct 31 Nov 07 Nov 14
® Critical 5 High 7 Medium 6

The Insights Timeline widget shows the:
® Timeline of insights color-coded according to their severity.
® Date and time when the first and last insight was created.

®  Duration between the first and last insight.
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Comments

COMMENT

MZ Addressed incident 824 Feb 7, 2023 | 20621

E5 |solated the assets Feb 7, 2023 | 20020

The Comments widget shows the comments added by the SOC analysts to the incident.
Adding a Comment

1. Click Incidents:
a. Click the incident title.

b. Hover over the incident and click >.
5

3. Enter a comment (maximum 150 characters) and click Save.

2. Inthe Comments widget, click

Creating Advanced Exclusions from an Incident

You can create advanced exclusions from incidents. XDR creates separate exclusions for

each standalone insight.

Note - A standalone insight is a single, isolated security event detected only once by
XDR.

To create an advanced exclusion for a standalone insight from an incident:
1. Goto Incidents page.

2. To create an advanced exclusion:

Check Point XDR Administration Guide
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®  When you close the incident:
a. Select the incident you want to close and set the Status as one of these:
» Close - False positive

» Close - Known Activity

Time span: Sort by: -

fH Last Week ~ Priority = L pssign | 43

ARGV Action required (1) JESEE=Taie=lN{) Assignee (2)
High Mar 12,2024 18:33 08

v (ID 1560) Possible threat classified as "Detection”

reaching stage "Command and Control"
s

In progress

Close - Handled

Close - False positive

Close - Known activity
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b. Add a comment and click Save.

The Create Exclusion pop-up window appears.

Create Exdusion x

Do you want to set up exclusions for this incident?

This will not affect source product policy (i.e. endpoints, gateways)

Excluded values will not generate XDR/XPR incidents.

-
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c. Click Yes.

Incidents

The Exclusions selection form window appears. It shows the fields of all the
standalone insights for this incident. By default, all fields are selected.

Exclusions selection form

Excluded values will not generate XDR/XPR incidents.

Exclusion

| Value

v W0 attack family (Detection) +10
v U Attack family (Detection) +10
v U Attack family (Detection) +10
v U attack family (Detection)  +10

v| W attack family (Detection)  +10

=

34 Results

> All exclusions settings

From the Overview page, click Create Exclusion. The Exclusions selection form

window appears.

€ (D 15) Possible threat classified as "trafficforward” +1 () Low )
<

Overview Incident Summary $  Incident description

Attack tree Mar19, 20241 1259

Affected assets 2 B B al High On December 19, 2023, Fortigate system flagged and blocked multiple outgoing

Prioric onfidence ig
indicators & Artifacts 432 1 . connections from hosts '10.1 2 and 101287498 both classified under
Severiy 1 i

iR ow " e ‘trafficifarward’, Certain URLs associated with these connections were blocked dus to
their categorization as denied in policy, while others were permitted as they fell within

Incident Timeline 18

an allowed category

Insights & Farensics 5 = Deci9,2023 1501

Dec10,2023 1317
s this helpful 7 oy 8

sstupdare  Update Comments

AS  Atar SaadiMar 18, 2024 11:03

Assets And Indicators

2 Assets
& Fortinet - FortiGate

TR copy

494 Indicators & Artifacts

PR —

) st |

Mitre

Prevention

Prevention (1) Rejected & Exp

Prevention Hi

— Check the infected hosts and IPs to prevent]

devices on the network.
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3. Inthe Exclusion section, select the standalone insight fields to be excluded.

4. To edit afield, hover over it and click * .

Exclusion
< Walue
v W Attack family (Detection) +10 s

The Edit Exclusion window appears.
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Edit Exclusion b4

Excluded values will not generate XDR/XPR incidents.

This will not affect source product policy (i.e. endpoints, gateways)

Exclusion

Simple Advanced + Add

n]
[
m
']
=
[l
C

[l
i
]

1A
(=)
m
1]
=
[l
C

=]
m
[

it
L+
Il
L

[ml
m
[w]

Cancel Save

5. Foreach Field, edit the values as required. XDR applies this exclusion on insights that
contain all the above fields and any of these values.

6. To add orremove a Field, click + Add. The fields already selected are marked with v
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8.

Incidents

® To add, hover over the field name and click +.

® To remove a field, click the field name.

Excluded values will not generate XDR/XPR incidents.
This will not affect source product policy (i.e. endpoints, gateways)
Exclusion
Simple Advanced + Add
- D searc
W Artack family
value {at 1east one or the values be excluded) ™
"  Arack name
mao7
+ Elade
~ v Tags
. " Mitre technigques
Mitre sub-techniques
Value ::5: edst one of the values will be excluded) ™
File name
Endpoint TrendMicro python.exe
Click Save.

In the All exclusion settings section:

Note - The values set in the All exclusion settings section is applied to all the
above standalone insights' fields and overrides the values set for each insight
field.
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v All exclusions settings

be for all excluded values above

hese cattimg v d will cvwerride a = -
E5E Setling w ad will overrige a other settlings

per exclusion.

« | Set exclusion retroactively

Retroactive exclusions will remove related incidents anc NsIgnts. [NIs may take some

|

L
L
i
j]
I
5
[x1]
=]
3
[
[4T]
i
I

tart aate (UL

Cancel Create

a. (Optional) To exclude the incidents already generated based on this insight:

i. Select the Set exclusion retroactively checkbox.

I | Set exclusion retroactively

m
i

m

ii. Inthe Start date (UTC) field, select a date within the last 90 days. XDR
excludes all the incidents that were generated from this date based on this
insight. To revert the exclusion, see "Reverting a Retroactive Exclusion” on

page 241.

b. (Optional) In the Expiration date (UTC) field, select an expiration date for the
exclusion. After this date, XDR generates incidents for this insight. By default, there

is no expiry date for an exclusion.

c. (Optional) In the Exclusion comment section, enter a description about the
exclusion.

9. Click Create.
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The exclusion is added to the Exclusions table in Policy > Exclusions. See "Advanced
Exclusions" on page 238.
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Attack graphs
Incidents - Attack Map

An Attack map shows the connections between assets and their associated artifacts and
indicators in an incident.

To view the Attack map of an incident:
1. Access the XDR Administrator Portal and click Incidents > Incidents.
2. Click the incident title or hover over the incident and click >.

3. Click Attack graphs > Attack map.

Asset type

Reading an Attack Map

Legend
Item Description

Asset

Artifact or Indicator

o Note - For artifacts, the color code indicates their
severity.
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To view the attack map of an asset:
1. Click the asset.

The system highlights all the artifacts and indicators connected to the asset.

You can drag and re-arrange the asset and the connected artifacts/indicators to view
their connection in detail.

2. To view the artifact details, hover over it.

20. 10
Artifact | IP

Check Point reputation 34
d e Idrl N-.-"'

54 K4

The card shows:
® Check Point reputation score of the artifact.
® Threat classification of the artifact (when available)

® Malware family of the artifact (when available)
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® To view the Intelligence information about the artifact, click Intelligence. The
system opens the Intelligence page and shows the data filtered by the artifact's
IP address.

| 20,58 =1.10 Search Undlassified /A N/A

® To view the Threat Hunting information about the artifact, click Threat hunting. The
system opens the Threat Hunting page and shows the data filtered by the artifact's
IP address.

n

[
©

NetworkDestIP 1S 20.4=Th10 @ + X Ad @ g

3. Toview the insight summary of the connection, hover over the link.
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.~.

o

1
T

1insights |
The IP 192, 204" has established connections with '111, 133
using port 22 which is not typically utilized by the IP, making this activity
unusual and potentially suspicious on laptop: '"NECADENAS' while user
‘erErres' was logged on using process: 'putty.exe

4. Tofind an asset, artifact or indicator on the attack map, on the right pane, in the Highlight
search field, enter the value.

I|p 111.7.98 X \I
Filters X
T|= X Clear A
eta
~ Group by o

Asset type

Indicator & Artifact type

> Asset type o

> Indicator & Artifact type  ©

The system highlights the node on the map.

5. To search and view only the nodes connected to the searched value, enter the value in
the Search field at the top.
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H mz

MNECADEMNAS

6. To view a miniature version of the attack map, see the mini-map at the top-right corner.

o)
Filters X
N X Clear Al
v Group by
chrome.exe
Asset type
Indicator & Artifact type
fles > Asset type 0
DESKTOP 7 > Indicator & Artifact type o
(
* Indicator severity o
> Insight severity o
admin

Filtering an Attack Map

You can filter an Attack map by:
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Groups

» By Asset type:

Attack graphs

a. Inthe Group by section, select the Asset type checkbox.

The system shows the attack map grouped by asset type.

update.sh

cmd.exe

https://sj

update.zip

clvu

—

Q

Filtering & grouping

~ Group by

@ ® Assettype 7
hosts

> Asset type

X Clear A

@ Indicator & Artifact type 5

> Indicator & Artifact type  ©

~ Indicator severity

o Critical 4

® High

. — Mediur

https://sicl.vu.
Low

Informational

106% N/A(artifact) 1

b. To view the assets in a group, click the +" icon or the grouped node.

c. Togo back to the grouped view, click = or click anywhere within the group.

3 hosts

MUNI-HALL-SRV

NADYAK-W11

MUNI-GUEST-SRV
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» By Indicators and Artifacts type:
In the Group by section, select the Indicator & Artifact type checkbox.

The system shows the attack map grouped by indicator/artifact type.

X Clear Al

® Asset type
e Machine
o User
e [P Address
® |ndicator and Artifact type
» Registry
» Process
« URL
e [P Address
« File
® |ndicator severity
e Critical
 High
e Medium

e Low
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 Informational
» N/A (artifact)
® |nsight severity

e Critical

High

Medium

e Low

Informational
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Incidents - Forensics Trees

The Forensics trees shows a graphical representation of the forensic report generated by
Endpoint Security for each detection in an insight.

o Note - An insight can contain zero or multiple forensic trees.

To view the Forensics Tree page:
1. Access XDR and click Incidents > Incidents.
2. Click the incident title or hover over the incident and click >.

3. Click Attack graphs > Forensics trees.

Insight: Jan 26, 2023 2041 - Remote access software "AnyDesk" was detected runniEi on host "DESKTOP7-KATYN" for the first time in a week.

6 TREE VIEW (16 processes) : DESKTOP7-KATYN: 04D6F450-E807-487E-AD81-431F60CD3335 @ -@ o
00 O
J:?,,Q
o )
' o : o
--------- o : (a}
—_— e
=2 @
Legend Description
1 Date and time when the insight was generated. Click to view the insights
and forensics trees available for the incident. Click the forensics tree to
view its graphical representation.
2 Insight summary.
3 Process involved in the insight.
4 Asset involved in the insight.
5 Goes to that start of the tree.
6 Goes through the processes in the tree.
7 Opens the graph legends.
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Incidents - Affected Assets

The Affected Assets page displays the assets involved in the incident, with a separate tab for
each of the asset types. The label on the tab indicates the number of assets in that type.

The asset types include:
® "Devices" below
® "Users"on page 97
= “Mobile" on page 99

Note - The tab for mobile assets is displayed only if there are mobile assets present in
the incident.

To view the Affected Assets page:
1. Access XDR and click Incidents > Incidents.

2. Click the incident title or hover over the incident and click >.

3. Click Affected assets.

Overview

> Attack graphs e

Affected assets
wwwwww

MMMMM
Device name Priority jsolation status  Data source os 0s version Related usern.

Devices

The Devices tab displays information about the device assets involved in the incident.

Item Description

Device name | Name of the device.

® To view more information about the device, click the name. The
"Devices" on page 152 page appears.
® For more actions, hover over the device name and click the

You can:
° Filter the table by including or excluding the device name.

° View the device details in Threat Hunting.

* icon.

Priority Priority level of the associated incident.

For more actions, hover over the priority and click the * icon.
You can filter the table by including or excluding the specific priority level.
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Item Description

Isolation
status

Data source
(O
OS version

Related
usernames

Domain
Last activity

Associated
IPs

Insights

Indicators

Related
incidents

Security
agent

Isolation status of the device. Applies only to devices with Endpoint
Security Security Client installed.

Security product that detected the device.
Operating System on the device.
Operating System version.

Users who have used the device.

Domains accessed on the device.
Time stamp of last activity on the device.

IP addresses associated with the device.

Number of insights related to the incident in which the device is involved.
Hover over the count to view the insights by severity.

To view the insight details, click the count. The "“Incidents - Insights &
Forensics" on page 113 page appears.

Number of indicators related to the incident in which the device is involved.

Number of incidents in which the device is involved. Hover over the count
to view the number of the filtered incidents (if applicable) and the total
number of incidents.

Note - Some incidents that impact a large number of assets are
excluded from determining the Incident Priority. Such incidents are
considered as Filtered.

6 Incidents by priority
Critical . ] Filtered (All 2)

High 1 Filtered (A&l 2)

Medium 2

To view the incidents details, click the count. The “Incidents"” on page 57
page appears.

Security agent running on the device.
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Managing Affected Devices

1.

10.

11.

Click Incidents:

®  Click the incident title.

® Hover over the incident and click >.
Click Affected assets.

Click the Devices tab.
To copy the device name, hover over at the end of the row, click * and then click Copy
asset name.

XDR copies the name of the device to the clipboard.
To view Threat Hunting for a device, hover over at the end of the row, click * and then
click Open in Threat Hunting.

XDR opens the "Threat Hunting" on page 165 page searching for the chosen device in
the logs from the past seven days.

To create an exclusion for the device, hover over at the end of the row, click * and then
click Create Exclusion. For more information, see "Creating an Exclusion for Devices
from an Incident” on the next page.

To search, in the Search field, enter the string. The table automatically filters and shows
the content that matches with the string.

To isolate a device from the network, select the device and at the top of the page, click
Isolate and then click Isolate on Endpoint. In the confirmation message appears, click
Yes.

XDR enforces isolation through Endpoint Security's Isolate Computer push operation.

To isolate a device of the type IP address on the Quantum Security Gateway, at the top
of the page, click Isolate and then click Isolate on Gateway. In the confirmation
message that appears, click Yes.

To de-isolate an isolated device from the network, select the device and at the top of the
page, click De-Isolate and then click De-Isolate on Endpoint. In the confirmation
message appears, click Yes.

XDR enforces isolation through Endpoint Security's Isolate Computer push operation.
To view intelligence for an IP address, hover over at the end of the row, click * and then
click Open in Intelligence.

XDR opens the Intelligence page and shows the available intelligence for the IP address.
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Incidents - Forensics Trees

o Note - This applies only to devices of type IP address.

To isolate an IP address on the Quantum Security Gateway, hover over at the end of the
row, click * and then click Isolate on GW.
A confirmation message appears. Click Yes.

Notes:
® This applies only to assets of type IP address.
®  This is implemented using Check Point Playblocks. For more information, see
Infinity Playblocks Administration Guide.

Creating an Exclusion for Devices from an Incident

You can create exclusions for devices so that they do not create new incidents. For example,
an asset that represents an approved network scanner.

Note - You can also create exclusions from the Policy menu. See "Exclusions” on
page 236.

To create an exclusion for devices from an incident:

1.

Click Incidents:
B Click the incident title.

® Hover over the incident and click >.

2. Click Affected assets and select the Devices tab.

3. Inthe table, at the end of the row, hover over E for the device, and click Create
Exclusion.
The New Exclusion window appears.
The Field and Value are pre-filled.

4. (Optional) In the Expiration date (UTC) field, set an expiration date for the exclusion.
After the expiration date, the asset can create incidents.

5. (Optional) In the Exclusion comment field, enter a comment about the exclusion.

6. Click Create.

Users

The Users tab displays information about the user assets involved in the incident.
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Incidents - Forensics Trees

Item Description

User name

Full name

Priority

Email
addresses

Related
devices

Domain
Last activity

Insights

Indicators

Name of the user in the events and alerts processed by XDR.

® To view more information about the user, click the name. The "Users”
on page 139 page appears.

® For more actions, hover over the user name and click the * icon. You
can:
° Filter the table by including or excluding the user name.
° View the user details in Threat Hunting.

Full name of the user.

Priority level of the associated incident.

For more actions, hover over the priority and click the * icon. You can filter
the table by including or excluding the specific priority level.

Email address(es) of the user.
Devices used by the user.

Domain(s) accessed by the user.
Time stamp of last activity by the user.

Number of insights related to the incident in which the user is involved.
Hover over the count to view the insights by severity.

To view the insight details, click the count. The “Incidents - Insights &
Forensics" on page 113 page appears.

Number of indicators related to the incident in which the user is involved.
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Item Description

Related Number of incidents in which the user is involved. Hover over the count to
incidents view the number of the filtered incidents (if applicable) and the total number
of incidents.

Note - Some incidents that impact a large number of assets are
excluded from determining the Incident Priority. Such incidents are
considered as Filtered.

6 Incidents by priority
critical . 1 Filtered (All 2)

High 1 Filtered (All 2)

Miedium 2

To view the incidents details, click the count. The "Incidents"” on page 57
page appears.

Managing Affected Users

1. Click Incidents:

®  Click the incident title.

® Hover over the incident and click >.
2. Click Affected assets.
3. Click the Users tab.

4. To copy the username, hover over at the end of the row, click * and then click Copy
asset name.
XDR copies the username to the clipboard.

5. Toview Threat Hunting for a user, hover over at the end of the row, click * and then click
Open in Threat Hunting.

XDR opens the "Threat Hunting" on page 165 page searching for the chosen user in the
logs from the past seven days.

6. To search, in the Search field, enter the string. The table automatically filters and shows
the content that matches with the string.

Mobile

The Mobile tab displays information about the mobile device assets involved in the incident.
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Item Description

Status Status of the mobile device.

Device model Mobile device model.

Phone number | Phone number of the mobile device.
Email Email address of the mobile device user.

Device type Mobile device OS type:

= iOS

® Android
OS version Operating system version on the device.
Name Name of the mobile device.

Adding Filters

To add a new filter:

1. Click + Add Filter.

Field * COperator *

Domain w Is w

Cancel

2. Enter these details:
a. Field - Select the device/user field.
b. Operator - Select the operator to be applied.

c. Value - Select the value of the device/user field.
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3. Click Save.
o Note - You can add multiple filters.

The system updates the table based on all the active filters.

Incidents - Indicators & Artifacts

The Indicators & Artifacts page shows the indicators and artifacts in the incident.

An artifact of an incident is a domain, URL, IP address or a file affected in the incident. An
indicator is a malicious artifact. For example, an artifact is a legitimate file involved in an
incident and an indicator is a malicious domain.

You can use the Indicators & Artifacts page to perform these actions:
® "Managing Indicators and Artifacts" on page 104
» Copying an Indicator or an Artifact Value to Clipboard
» Copying HASH of an Indicator to Clipboard
 Viewing Intelligence for an Indicator or Artifact
» Viewing Threat Hunting for an Indicator or Artifact
® "Creating an Exclusion for Artifacts and Indicators from an Incident" on page 105
® "Adding or Editing an Indicator or Artifact in loC Management" on page 107
® "Removing an Indicator from loC Management" on page 109
To view the Indicators & Artifacts page:
1. Access XDR and click Incidents > Incidents.
2. Click the incident title or hover over the incident and click >.
3. Click Indicators & Artifacts.
To edit the columns in the table, click Edit columns and select the columns.
To export the data to an excel in CSV format, click Export All (CSV).

To search, in the Search field, enter the string. The table automatically filters and shows
the content that matches with the string.

The Indicators & Artifacts tab shows a list of all indicators and artifacts involved in the
incident. The Domains, URL, IP Address and Files tabs offer a drill-down view into their
respective type and their related information:
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Column

Type

Value

Status I0C
Mgmt

XDR
Confidence

XDR Severity

Classification

Malware
Family

VT Score

Description

Indicator or an
artifact.

Value of the
indicator or
artifact.

Indicates
whether the
indicator was
enabled or
disabled in the
loC
management.

Confidence
level of the
indicator,
calculated by
XDR.

Severity level of
the indicator,
calculated by
XDR.

Threat
classification of
the indicator.
For example,
Malware or
Benign.

The malware
family
associated with
the indicator.
For example,
Invader.

VirusTotal
score reported
by
virustotal.com.

Incidents - Forensics Trees

Indicators : IP
& Artifacts Domains URL Address

Q0

Files
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Column

Related
Assets

Related
Incidents

Global Top
country

Global Top
industry

Registrar
name

Country

Owner

IP abuse

File type

File size

Description

Assets related
to the indicator
or artifact.

Incidents
related to the
indicator or
artifact.

Top country
where the
indicator was
seen in the
Check Point
telemetry.

Top industry
where the
indicator was
seen in the
Check Point
telemetry.

Name of the
registrar.

Country where
the IP address
is registered.

Organization to
which the IP
address is
registered.

Confidence of
abuse reported
by

abuseipdb.com.

Type of file.

Size of the file.

Indicators
& Artifacts

Incidents - Forensics Trees

IP

URL Address

Domains Files

o
9
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Indicators IP

Column Description & Artifacts Domains URL Address Files
Signer Authority that o
signed the
certificate of the
file.
Additional file | Other known o
names names seen for

the file's hash in
the on-boarded
product logs.

File path Path of the file. o
File origin Source o
application of
the file.
Threat Download the o
Emulation Threat
report Emulation
report for the
file.

Managing Indicators and Artifacts

Copying an Indicator or an Artifact Value to the clipboard:
1. Click Incidents:
®  Click the incident title.
® Hover over the incident and click >.

2. Click Indicators & Artifacts.

3. Atthe end of the row, hover over : .

4. To copy the indicator or artifact (of the type file) file name, click Copy file name.
XDR copies the file name to the clipboard.

5. To copy the indicator or artifact value, click Copy value.
XDR copies the value to the clipboard.

6. To copy the indicator or artifact (of the type file) file name, click Copy HASH.
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XDR copies the HASH of the file to the clipboard.

7. To view the intelligence for indicators or artifacts, and click Open in Intelligence at the
top of the table. You can select up to 20 indicators or artifacts.

XDR opens the “Intelligence" on page 210 page and shows the available intelligence for
the indicator or artifact.

8. To view Threat Hunting for an indicator or artifact, click Open in Threat Hunting

XDR opens the "Threat Hunting" on page 165 page and shows the data for the indicator
or artifact.

Creating an Exclusion for Artifacts and Indicators from an Incident

You can create exclusions for artifacts and indicators so that they are not added to the existing
incidents and do not create new incidents.

Note - You can also create exclusions from the Policy menu. See "Exclusions"” on
page 236.

To create an exclusion for an indicator or artifact from an incident:
1. Gothe Incidents page.
2. To create an exclusion:
®  From the Incidents main page:

a. Inthe Indicators and Artifacts section, hover over the indicator or artifact
and click ¢ .

b. Click Create Exclusion.

B Last Year - Priority ~ X Assign | ¥ change status | [™ Followup ~ el

LUNGEE:"\EY Action required (14393) Prevented (1) + Add filter

" Critica Jan15,2023 11:02 @ 8 Insights 13 Assets 7 Indicators And Artifacts
~ (ID 10) Possible threat classified as "Adware.294" First Jan 15,2023 11:17 @ 10.81.53.60 Q10.231.72.90 B 54
+4 reaching stage "Impact” +4 .
& 5ta8 P Last Jan 16,2023 10:40 @ 10.113.103.68 HlLmarE- [ "3
Abed Khet | €2 In progress
Copy file HASH
€ critica Dec14,2022 | 04:50 @ 31Insights 3 Assets 3 Indicat Cepyfi
(ID 10) Possible threat classified as First Dec 14,2022 04:06 Q10381410 [ DESKTOP-1U)... & hupiiiosinz ] o Eeclusion

"MSILZilla.TC.a4f1eFFW" reaching stage...

Last 0. 201 User bejnz.com  Open In Intelligence
Maksim Zhukau #* New Dec 14,2022 04:06 1 ('g & e
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® From the incident Overview page:
a. Inthe Incidents page, click the incident or hover over the incident and click >.
The incident Overview page appears.
b. Go to Assets and Indicators > Indicators and Artifacts section.
c. Hover over the indicator or artifact and click ¢ .

d. Click Create Exclusion.

€ (ID 10) Possible threat classified as "Adware.294" +4 reaching stage "Impact” +4 ( €7} Critical

<

Incident Summary Mitre
2 4 8 8 2
"‘ Priority confidence  all High
7 W & Critical | severity High Defense Evasion Credential Access  Discovery Collection Impact

ITRE
nsights & Foren: 8 . ~

*. Incident description Pawered by GenAl

Oce 10, 2023 | 09:45 Assets And Indicators Prevention
pi h ts have b d by the Threa

® From the incident Indicators & Artifacts page:
a. Inthe Incidents page, click the incident or hover over the incident and click >.
b. Go to Indicators & Artifacts tab.

c. Inthe table, at the end of the row, hover over {, and click Create Exclusion.

B addcomment | © inprogress

The New Exclusion window appears. The following fields are pre-filled:
o Exclusion type - Asset / Artifact
° Type - Type of the selected artifact.
For example, IPV4, URL
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o Exclusion value - Value of the selected artifact.

New Exclusion x

Excluded values will not generate XDR/XPR incidents.

This will not affect source product policy (i.e. endpoints, gateways)

Exclusion type *

Exclusion value *

@ single O Range O CIDR
2.2.77.46
Expiration date (UTC)
&
Comment

Cancel SAVE

3. (Optional) Select an Expiration date (UTC) for the exclusion. After the expiration date,
the artifact or indicator can create incidents.

4. (Optional) Enter Comments.

5. Click Save.

Adding or Editing an Indicator or Artifact in loC Management
1. Click Incidents:
®  Click the incident title.
® Hover over the incident and click >.

2. Click Indicators & Artifacts.
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3. To add an artifact to loC Management, in the table, at the end of the row, hover over * |
and click Add to loC Management.

o Note - Adding an artifact to loC Management changes its type from artifact to
indicator.

4. To editan indicator's setting in loC Management, in the table, at the end of the row,
hover over ° , and click Edit in 1oC Management.

The Edit Indicator pop-up appears.
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If you are using the legacy loC If you are using the New 1oC
Management Management
® XDR automatically populates Status, = XDR automatically
Action and Name fields. populates Value, Type and

Foed fieids.

This selected artifact will be added to I0C Management and marked as an

indicator

Value

Indicator Disabled

(—i;:frr‘" - Enz
Name * = Enter Confidence, Severity,

xdr.ransomware.win.honey

and Expiration date.
Note - To migrate to the New

» Advanced settings

0C Confidence *

ol e . loC Management, see
S "Migrating to the New loC

o critica - Management" on page 229.
Jul 14, 2026 [

® Expand Advanced settings, and
enter:

» Confidence

» Severity

» Blade

» Expiration date - After the
expiration date, the loC is
disabled automatically.

5. Click Save.

Removing an Indicator from loC Management
1. Click Incidents:
®  Click the incident title.
® Hover over the incident and click >.

2. Click Indicators & Artifacts.
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3. Toremove an indicator from loC Management, in the table, at the end of the row, hover
over * , and click Remove from loC Management.

o Note - If you remove an indicator from loC Management, it changes its type
from an indicator to an artifact.

4. A confirmation message appears. click Yes.

Incidents - MITRE

The MITRE ATT&CK is a framework that breaks down the cyber attack lifecycle into its
component stages and provides in-depth information about how each stage was

accomplished.

To view the MITRE page:
1. Access XDR and click Incidents > Incidents.

2. Click the incident title or hover over the incident and click >.

3. Click MITRE.

Logn Logen

MITRE ATT&CK organizes information into a hierarchy:

® Tactics: The column headers, represent adversaries' tactical goals in a cyber attack.

® Techniques: The cells under the tactic, represent the known methodologies available to
achieve each tactic.

The number in a cell indicates the number of insights associated with the tactic or technique in
the incident. Click the number to view the "Incidents - Insights & Forensics" on page 113 page
searching for the chosen tactic or technique.
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Incident Timeline

The Incident Timeline shows the timeline of all the events of an incident, starting from the time
the incident was created.

To view the Incident Timeline page:
1. Access XDR and click Incidents > Incidents.

2. Click the incident title or hover over the incident and click >.

3. Click Incident Timeline.

LY B | B Add comment | v COSQ—;aHd‘Ed | @
O Search

icar.com related to attack: 'Gen.Rep.com’ on virtual machine: 'DESKTOP-CORGALT while user ‘admin

o theincident | [ Harmony Endpoint

' on machine virtual machine 'DESKTOP-CORGALT' when user

pr pad. n machi ual machine 'DESKTOP-CORGAL7' when user
' on machine virtual machine 'DESKTOP-CORGAL7' when user

ltem Description

Legend

1 Date Date of event.

2 Time Time of event.
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3

ltem

Event type

Severity

Assets
(Applies to Insight type
only)

Indicators

Source of the incident
(Applies to Insight type
only)

Sort by time @

—~+ Add filter

Incidents - Forensics Trees

Description

Icon Description

Action generated from an Insight by
XDR.

To view the Insight details, hover
over the action and click >. The
Insights & Forensics page appears.

0, Automatic prevention action by XDR.
To view the Incident Overview page,
hover over the action and click >.

]

Manual prevention action by the user
or administrator. For example,
adding an indicator to the 1o0C
Management.

To view the Incident Overview page,
hover over the action and click >.

User action. For example, user
updated the incident status.

Severity of the event. An event is color-coded
based on its severity.

Number of assets involved in the incident.
To view the asset details, click the Assets link.
The Affected assets page appears.

Number of indicators created for the incident.
To view the indicator details, click the Indicators
link. The Indicators & Artifacts page appears.

N/A

Sort events in the chronological or reverse-
chronological order.

Filter the timeline by:

® Type
® Severity
® Data Sources
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Legend ltem Description

10 B Create Exclusion Create an exclusion for the incident. See
"Exclusions" on page 236.

11 Add a comment on the incident.

B Add comment

12 Status Status of the incident.

New

In Progress

Close - Handled
Close - False Positive
Close - Known Activity

13 Assignee name Security expert to whom the incident is assigned.

14 Search Enter free text to search in the timeline.

Incidents - Insights & Forensics

The Insights & Forensics page shows the details of insights and forensics (processes, files,
URL, domains and Registry involved in the insight) related to the incident.

To view the Insights & Forensics page:

1. Access XDR and click Incidents > Incidents.

2. Click the incident title or hover over the incident and click >.

3. Click Insights & Forensics.
To edit the columns in the table, click Edit columns and select the columns.
To export the data to an excel in CSV format, click Export All (CSV).

To search, in the Search field, enter the string. The table automatically filters and shows the
content that matches with the string.

Creating an Advanced Exclusion from an Insight

1. Access XDR and click Incidents:

®  Click the incident title.

® Hover over the incident and click >.
2. Click Insights & Forensics.

The Insights & Forensics page appears.
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In the Insights table, hover over the insight for which you want to create the exclusion,

click * and then click Create Exclusion.

Insights 5 0 0 URL/Domains

web, 2800 1012874122 hittp://b45095.com/

The New Exclusion window appears. The system automatically populates the field
details of the insight.
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New Exclusion b4

Excluded values will not generate XDR/XPR incidents.
This will not affect source product policy (i.e. endpoints, gateways)
Exclusion
Simple Advanced + Add

value (3t 1east one o1 the values be excluded) ™

traffic:forward " -
value {at least one or The values be excluded) ™

traffic:forward N -
value (4t 1east one O the values be excluded) ™

Kol Errtimr=ra AAD an ® -

4. Foreach Field, edit the values as required. XDR applies this exclusion on insights that
contain all the above fields and any of these values.

5. To add or remove a field, click + Add. The fields already selected are marked with v
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® To add, hover over the field name and click +.

® Toremove an already selected field, click the field name.

Excluded values will not generate XDR/XPR incidents.
This will not affect source product policy (i.e. endpoints, gateways)
Exclusion
Simple Advanced + Add
- D searc
W Artack family
Value (at least one of the values be excluded) ™
"  Arack name
T107
+ Elade
o v Tags
. " Mitre technigques
Mitre sub-techniques
Value (at least one of the values will be excluded) ™
File name
Endpoint TrendMicro python.exe

6. (Optional) To exclude the incidents already generated based on this insight:

a. Select the Set exclusion retroactively checkbox.

I ' | Set exclusion retroactively

Retroactive exclusions will remove related incidents

n
g
[w]
1
i
1]
T

t
(A}
T
in
=
i)
fu
it
=
m
L1
L=
m

art date (UTC) Expiration date (UTC]

b. Inthe Start date (UTC) field, select a date within the last 90 days. XDR excludes
all the incidents that were generated from this date based on this insight. To revert
the exclusion, see "Reverting a Retroactive Exclusion" on page 241.

7. (Optional) In the Expiration date (UTC) field, select an expiration date for the exclusion.
After this date, XDR generates incidents for this insight. By default, there is no expiry
date for an exclusion.

8. (Optional) In the Exclusion comment section, enter a description about the exclusion.
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9. Click Create.

After the exclusion is created, the Excluded column in the Insights table is marked with v for
that insight.

€ (ID15) Possible threat classified as “wrafficforward™ +1 ( Low ® Create Exclusion W Add comment
¢

Insights s e L] 0 URL/Domains | 5 o E o
r‘ B Edtcolumns  ¢# ExportCSV - O s
Af
i 404

B

M
Incidert Timeline ° Dec 19,2023 1317  Fortigate syszem detecied ougoing cannections from '10.128.74.98" t0: '52.119.166.204'+4 other destinations clas. 8 Forx [l

Insights & Forensics

o 0 8 6 o

The exclusion is added to the Exclusions table in Policy > Exclusions. See "Advanced
Exclusions" on page 238.
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Incidents Executions

The Executions page shows the details of alert executions related to the incident.

For more information, see Prevention Center> "Executions" on page 134.

To view the Executions page:
1. Access XDR and click Incidents > Incidents.
2. Click the incident title or hover over the incident and click >.

3. Click Executions.

Executions

Automatic

The Executions table shows:

Item Description

Time Date and time when the execution was performed.
User User who performed the execution.
Type Type of execution:

® Triage - Involves handling of alerts, such as
creating alerts or correlating them with existing
incidents.

® Prevention - Involves prevention actions taken
by XDR in response to alerts, such as creating
an loC.

Mode Mode of execution:

® Automatic - Executed automatically by XDR.
® Manual - Executed manually by user.

Action Action taken on the alert.

Details Details about the execution, such as Insight ID or
indicator value.
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Item Description

Status Status of the execution:

® Created
® Completed
® Faijled

To view the executions during a specific time period, select the required option from the list at
the top.

| Last month ~

Last 24 hours

Last week

Last 2 weeks

Last month User
Last year
2 g
(i
Custom
19 MOMNTA 2-A0-E7 DAL [ #] [ )

To export the Executions table data to a CSV file, click Export to CSV.

To search, in the Search field, enter the string and click the ﬂ icon.

To filter the Executions table:

1. Click the icon and then click Add filter.

+ Add filter

Field * Operator =
Details W Contains W a
Value *

il

el

i
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2. Enterthe Field, Operator and Value and then click Save.
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Alerts

Check Point XDR processes and triage all received alerts, and those that match one of the
detection rules are considered as Alerts. The Alerts page provides you a summary of all alerts
across the system. Extensive filtering capabilities on this page allows you to narrow the search
within the Alerts table contents. You can also view additional details for an alert by selecting a

record in the

Alerts table.

To view the Alerts page, access the XDR Administrator Portal and click Incidents > Alerts.

Alerts

B Last month ~ e
+ Add filter

Statistics

X Clearall

v Data sources

Harmony Endp... s

~ Prevented

© Prevented

© Not prevented == 90,61

~ Top 5 users

Ubunty —
Root -
_apt
Jackd
Admi it

~ Top 5 machines

Legend

< () Exportto €SV o

Alert time

Nov’5,2024 09:11:25
100% Nov 5, 2024 | 09:11:25
Nov'5,2024  09:11:25
Nov 5,2024  09:11:25
0.32%

8% Nov'5,2024 09:17:24
Nov'5,2024 09:17:24

Nov'5,2024 06:37:50

9.35%
3381%
Nov 5,2024 | 03:30:01
5.69%
058% Nov 4,2024 21:36:37
057%
Nov 4,2024 21:35:45
Nov 4,2024 21:34:52
72.53% Nov 4,2024 21:30:18

ltem

Alerts table

Alert

details

Statistics

Add filter

icon

o @ e
7389 items "
Alert details e X
Summary o Dat Confiden Severity Prevented Rul
Anti-Malware detected a malware of type mit.. & Harmony Endpoint dfl high high [ ] miti
Anti-Malware detected a malware of type
Anti-Malware detected a malware of type mit (=R y Endpoint dil high high L] t mitre_T1580_encryption_strings run by process '
an machine virtual machine 'lgarina-1' whe
Anti-Malware detected a malware of type mit (=R y Endpoint dil high high [ <] t ‘ubuntu’ was logged on
Anti-Malware detected a malware of type mi Q H y Endpaint dll high high (-] it
Anti-Malware detected a malware of type mit & Harmany Endpoint dil high high L] it
loggers
Anti-Malware detected a malware of type mit &3 Harmony Endpoint dil high high [} t
Insight Time
Anti-Malware detected a matware of type mit & Harmony Endpoint dil high high (] t Nov 5,2024 09:11:25
Data Sources
Anti-Malware detected a malware of type mi & Harmeny Endpaint dll high high (-] it
& Harmony Endpoint
Endpoint File Reputation detected a threat: 'p. & Harmony Endpoint dfl high ] Ger. Confidence .
onfidence rity
dil High High
Behavioral-Guard detected an alert ‘gen.win &3 Harmony Endpoint dL med 9 g “
Prevented Incident ID
Endpoint File Rep tected 2 threat: 'g Harmony Endpoint high ] G
s e dl © Not Prevented 18548
Behavioral-Guard detected an alert ‘behavior. & Harmony Endpoint dil high medium [ ] be

Description

Shows alerts from all the incidents. For more information, see
"Alerts Table" on the next page.

Shows additional information about the alert.

Shows different filters that you can apply on the Alerts table. For
more information, see "Statistics" on page 124.

Adds a new filter to the Alerts table. For more information, see
"Adding a New Filter" on page 125.
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Legend ltem Description
5 Time Shows the time period selected for the Alerts table.
period By default, the table shows the alerts generated in the previous
month. To view alerts during a specific time period, select the
required option from the list.
B Last month -
I Last 24 hours
Last 7 days
Last menth
Custom
6 Search Enter the search text to search for any alert data.
7 Export to Click Export to CSV to export the Alerts table data to a CSV file.
CSVv The system downloads a CSV file with the alerts data.
Alerts Table

The Alerts table shows:

Column Description

Alert time Date and time when the alert was generated.
Summary Summary of the alert.

Data sources Application from which the alert was generated.
Confidence Confidence level of alert detection.

Severity Severity level of the alert.

Prevented Shows whether the attack was prevented:

. - Attack was prevented.

® @ _ Attack was not prevented.

Rule name Name of the attack that generated the alert.
MITRE MITRE ATT&CK technique used in the attack.
Techniques
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Column Description

Indicators name
Asset name
Process name
Artifacts

Files

Email subject

Incident ID

Name of the indicators related to the alert.
Asset related to the alert.

Name of the process related to the alert.
Artifacts related to the alert.

Files related to the alert.

Subject(s) in the email that triggered the original
detection.

ID of the incident related to the alert. To view the

incident details, click the ID.
The "Incidents - Overview" on page 64 page
appears.

To view details of a specific alert, click the alert row. The system shows the Alert details tab on

the right side.

(M Exportte CSV 24483 items
Alert time Summary Data sources Confidence Severity Prevented Attack

Oct 28, 2024 07:37 Anti-Malware detected a malware of type mit & Harmony Endpoint dil high * high -] mitre_T]
Oct 28,2024 07:37 Anti-Malware detected a malware of type mit & Harmeny Endpoint dil high * high Q mitre_T
Oct 28, 2024 07:37 Anti-Malware detected a malware of type mit & Harmony Endpoint dil high * high -] mitre_T
Qct 28,2024 07:37 Anti-Malware detected a malware of type mit... & Harmony Endpaint dil high + high Q9 mitre_T
Oct 28,2024 07:37 Anti-Malware detected a malware of type mit 3 Harmony Endpaint dil high * high -] mitre_T
Qct 28,2024 07:37 Anti-Malware detected a malware of type mit... & Harmony Endpaint dil high * high 9 mitre_T
Oct 28,2024 07:37 Anti-Malware detected a malware of type mit 3 Harmony Endpaint dil high * high -] mitre_T
Qct 28,2024 07:28 Anti-Malware detected a malware of type mit... & Harmony Endpaint dil high * high 9 mitre_T
Oct 28,2024 07:28 Anti-Malware detected a malware of type mit &3 Harmony Endpaint dil high * high -] mitre_T
Qct 28,2024 07:28 Anti-Malware detected a malware of type mit... & Harmony Endpaint dill high * high 9 mitre_T
Oct 28, 2024 07:28 Anti-Malware detected a malware of type mit &3 Harmony Endpoint dil high * high ] mitre_T

Alert details X

Summary

Anti-Malware detected a malware of type
mitre_T1580_archive_library run by process ' on
machine virtual machine 'lgorina-1' when user

‘ubuntu’ was logged on

Description
Anti-malware protection safeguards the network
against various malware threats, ranging from
worms and Trojans to adware and keystroke

Ioggers

Insight Time

Oct 28, 2024 07:37
Data Sources

& Harmony Endpoint

Confidence Severity
dll High High
Prevented Incident ID

& Not Prevented 18549

You can filter the Alerts table by either including (Filter) or excluding (Filter out) specific fields.

To do that, hover over the field and click the } icon and then select the required option.
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Confidence Severity
E[U high ¢ high
dll high : * high

I:[U high Filter "high

Filter out 'high

dil high

Statistics

The Statistics panel allows you to filter the Alerts table. By default, these primary filters are
available:

® Data sources

® Prevented
® Top 5 users
® Top 5 machines

Statistics <
: = # Cleara
> Data sources 0
5> Prevented 0
> Top 5 users 0 i
> Top 5 machines 0

To apply these filters on the Alerts table data, expand the required filter and select the
parameters.
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Adding a New Filter

You can add new filters in addition to the primary filters.

To add a new filter:

1. Click the icon at the top-right corner.

2. Click Add filter above the Statistics panel.

-+ Add filter

Statl gy »

Operator *
o Artifacts v Is W

Value *

e m———— -

3. Enter these details:
a. Field - Select the alert field.
b. Operator - Select the operator to be applied.
c. Value - Enter the value of the alert field.

4. Click Save.
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The system adds the filter and applies it on the Alerts table.

Mitre Techniques Is T1204 X Confidence Isnet low X

Statistics < M Export to CSV

= | = %  Clear all Insight time Summary

Oct 28, 2024 0514 Anti-Malware det

L]

~ Data sources 0

Oct 28, 2024 0514 Anti-hMalware det
Harmony endp... D000
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Prevention Center

The Prevention Center provides a summary of prevention activities performed by Check Point
XDR across all data processed in your account.

It consists of the following sections:

® Prevention Status - Shows the statistics of prevention actions in your account, that
includes pending, active and expired actions. See "Prevention Status" on page 128.

® Executions - Provides visibility into how XDR processes alerts and executes actions in
response to the alerts. See "Executions" on page 134.
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Prevention Status

The Prevention status page provides a summary of pending prevention actions to be taken,
actions that are currently active and historical actions that have already been taken over a

specific time period.

To view the Prevention status page, access the XDR Administrator Portal and click
Prevention Center > Prevention status. It shows the prevention status for the last 30 days.

§ Prevention status () tast 30 days
OG0
Status
= e ® B
- 0 0 14 0
Prevention actions taken View Details Attacks prevented by XDR/XPR View Details
054
@ ® Quarantine il
5 % Pending user actions ) Last month
Statistics ~ Details table
10
| /\—/\ /\/
20241118 20241119 20241120 224121 2241122 20241123 0241124 20241125 2241126 2024127 202461128 20241129 20241130 2241201 20241202 20241203 20241204 20241205 20241206 20241207 20241205 202412409 20241210 20241211

Pending User Actions

The Pending user actions widget shows the recommended prevention actions from all
incidents in your account that require user action. The actions are categorized by their type (for
example, Enable |oC in loC management or Reset password).
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Pending user actions

C.

=22
#) Enable I0C in 10C management 7
@ Reset passwor 0
—_ e machine in Endpoin 8

GQuarantine machine in Gatewa: 7

QLS YYay

To view the details of a pending action, click the relevant action type. The table that appears
below the widget shows the statistics and details of the selected action.

The example below shows the table displayed when you select the action Enable IOC in IOC
management.

Statistics

Enable 10C in IOC management () Last month

Statistics  Details table

20241118 20241119 20241120 20241121 20241122 2024-11-23 20241124 20241125  2024-1126 20241127  2024-1128 20241130 20241130 20244201 20241202 20241203 20241204 20241205 20241206 20241207 20241208 2024-12-09

The Statistics tab shows the number of recommended actions created in a specific time
period. You can select the time period from the list at the top. By default, the system shows the
statistics for the previous month.
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Details Table

Enable IOC in IOC management [ Lastmonth v

Statistics  Details table

4items
Date Recommended Expiration date Type Action Value Incident
12/9/2024, 3:46:49 PM 121262024, 3:45:27 PM Enabie 10G in I0G management Enable disabled indicator 440B8612(eaBasl36de8201278a00021 Link to incident
12/9/2024, 7:48:25 AM 12/26/2024, 3:45:27 PM Enable I0C in I0C management Enable disabled indicator 4408851 2feaBabl36deB2e1278abb021 Link ta incident
12/8/2024, 3:46:46 PM 1212612024, 3:45:27 PM Enabie 10G in I0G management Enable disabled indicator 44018861 2feaBa8f360e8281278abb02¢ Link to incident

The Details table shows the details of the pending action.

Item Description

Date Date and time when XDR recommended the prevention action.

Recommended

Expiration date Date and time when the prevention action expires.

Type Type of the prevention action.

Action Description of the prevention action.

Value Indicator value/ machine name/ file name (Depends on the action

type).

Incident Link to the related incident. Click it to view the incident details.

Status

The Status widget shows the number of prevention actions taken that are currently active,
categorized by action type. In the example below, the system has 14 [oCs currently enabled in
loC Management.

Status

Machines isolated in Endpoint Machines quarantined on gateway ~ loC’s enabled in loC management Files gquarantined
0 0 14 0

0

To view the details of an action, click the widget corresponding to the relevant action type (for
example, loCs enable in loC management). The table that appears at the bottom shows the
statistics and details of the selected action.
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Prevention status (&) e
Status
3 nding
21
o Machines isolated in Endpoint Machines quarantined on gateway ® 1oC’s enabled in loC management B Files quarantined
0 14 0
@ Enable loC 4
(29 Reset password 0 Prevention actions taken View Details Attacks prevented by XDR/XPR View Details
& isolate machine in Endpoint 7
® Enable 10C in I0C man... 1954
Quarantine machine in Gateway 0 ® Resat password o
1954 Isolate machine in End... 0 o Quarantine file 5
%P terminate process 0 Actions ® Quarantine machine in.. 0
® Terminate process [
[2) quarantine file in Endpoint a
10C's enabled in IoC management [) Lestmonth v
Statistics  Details table
Indicators
® Manual 14
® Automatic 0
125
2024-11-28

To view details of the selected action, click Details table.

Prevention Actions Taken

The Prevention actions taken widget shows the total number of prevention actions taken,
including active ones, those that were deactivated by the user before they expired, and the
expired ones.

Prevention actions taken View Details

e Enable 1OC in I0C man... 1954
® Heset password
1954 |solate machine in End...

Actions , ,
® Quarantine machine in ...

Lo S e T o R |

® [erminate process

To view the action details, click View Details. The Prevention actions taken table that
appears below the widget provides information about all active and expired prevention actions.
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Date User

11/28/2024, 11:03:30 AM

11/28/2024, 11:03:30 AM

11/28/2024, 11:03:30 AM

Prevention Status

Action Mode
Enable I0C in I0C management Manual 6ceBfa1508475545beShal14{208b0ff Link to incident
Enable 10C in I0C management Manual 0064150847554 50e5bal14{2080011 Link to incident

Enable 10C in I0C management Manual 6ceBfa1508475545085ha1141208b0fF Link to incident

The Prevention actions taken table shows:

Item Description

Date

User

Action

Mode

Value

Source

Date and time when the prevention action was taken.
User who performed the action.
Prevention action taken.

Mode of performing the prevention action:

® Automatic - Performed automatically by XDR. See "Automations” on
page 232.
® Manual - Performed manually by the user.

Indicator value/ machine name/ file name (Depends on the action type).

Link to the related incident. Click it to view the incident details.

Attacks Prevented by XDR/XPR

The Attacks prevented by XDR/XPR widget shows the number of attacks blocked on different
integrated products by performing the actions recommended by XDR. The widget categorizes
the prevention actions by their type.

For example, Harmony Endpoint blocks an attack involving an indicator that was enabled
based on a recommended action in XDR.
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Attacks prevented by XDR/XPR View Details

® Quarantine file 5

To view the attack details, click View Details. The Attacks prevented by XDR/XPR table that
appears below the widget provides information about all the prevented attacks.

Attacks prevented by XDR/XPR [ Last month ~

Time Action Type Action Detalls Data Source Incident
12/3(2024, 4:05:33 M Quarantine file GoeBf415084755450e 5ba1141208b0t edr Link to incident
12/1/2024, 3:01:50 PM Quarantine file 60e6f4150847554 508 5ba1141208b0tF edr Link to incident

1211/2024, 80216 AM Quarantine file 60064150847 55450e50a1141208001F ear Link to incident

The Attacks prevented by XDR/XPR table shows:

Item Description

Time Date and time when the attack was prevented.

Action Type Type of the prevention action taken.

Action Details | Indicator value/ machine name/ file name (Depends on the action type).
Data Source | Product that blocked the attack.

Incident Link to the related incident. Click it to view the incident details.
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Executions

The Executions page provides visibility into how Check Point XDR processes the alerts
received in your account and the actions that it executes in response to the alerts.

To view the Executions page, access the XDR Administrator Portal and click Prevention
Center > Executions. By default, it shows the executions from the previous month.

08 overview Executions
v (©) Prevention Center
A Exp 8 it
Prevention status
u P Mode Detai Related incid;
Executions
11742025, 8151:32 AM 8 system Triage Automatic Alert was correlated to an existing incident 26098680-b62b-46¢5-2671-b3(T0c156233 18657
> @ nssets 1/7/2025, 8:51:31 AM 8 syst ¢ Alert t 1865
> {2 Investigate 1742025, 8:46:54 AM & system Triage Automatic Alert was c . 18664
(© evens 14742025, B:46:53 AM . Alert . 18670
7 4651 AM & Alert t 18671
(B mnteligence
1 8:46:50 AM 8 syt u lert nt 1866
> @ IoC Management
& Alert t €81d-122a-4628-a85-6 65020437804 18670
> Q7 Policy
8 syt u Alert ing incident 6172f6e3-dbd3-4751-2868-baBa136173cd 18665
> {33 settings
14742025, 8:45:45 AM 8 system Triage Automatic Alert was correlated to n existing incident 4dd1568b-2012-4c5c-961-13609d8df209 18670

The Executions table shows:

Item Description

Time Date and time when the execution was performed.
User User who performed the execution.
Type Type of execution:

® Triage - Involves handling of alerts, such as
creating alerts or correlating them with existing
incidents.

® Prevention - Involves prevention actions taken
by XDR in response to alerts, such as creating
an loC.

Mode Mode of execution:

® Automatic - Executed automatically by XDR.
®  Manual - Executed manually by user.

Action Action taken on the alert.
Details Details about the execution, such as Insight ID or
indicator value.
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Item Description

Related incident | Incident related to the execution. Click the link to view
the incident details. You can view the details in
“Incidents Executions" on page 118.

Status Status of the execution:

® Created

® Completed
® Failed

To view the executions during a specific time period, select the required option from the list at
the top.

| Last month ~

Last 24 hours

Last week

Last 2 weeks

Last month User
Last year
2 5
(i
Custom
A9 MO3NTA 2-AC0-E7 DAA (5] o

To export the Executions table data to a CSV file, click Export to CSV.

To search, in the Search field, enter the string and click the a icon.
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To filter the Executions table:

1. Click the icon and then click Add filter.

-+ Add filter

Field * Operator =
Details A Coantains - a
Value *

il

il

i

2. Enter the Field, Operator and Value and then click Save.
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Assets

An asset refers to any resource within an organization's network that requires protection. The
Assets tab provides visibility on the Usersand Devices assets protected by Check Point XDR.
It serves as a starting point for investigating incidents, allowing you to examine individual users
and devices and then pivot to related incidents for detailed analysis.

For each asset, information is collected and displayed in one of the following categories:
B Asset operational configuration (such as Asset Name, Operating System and Version)
® |ncident Priority and Related Incidents

In Check Point XDR, all incidents have a defined priority and can be associated with one
or more assets. The incident priority of an asset is derived from the incidents it is
associated with, according to the following criteria:

* Incidents that are not in Closed state and not marked as Prevented are considered
to determine the Incident Priority. These are the incidents that require action by the
user.

» Some incidents that impact a large number of assets are excluded from
determining the Incident Priority. Such incidents are considered as Filtered.

The Incident Priority is set to the highest priority of the incidents that meet the above
criteria. For example, if there are one or more associated incident(s) with Critical priority,
then the Incident Priority of the asset is set to Critical.

In addition, the Related Incidents shows the total number of incidents related to the
asset. The tool tip for the count shows the number of associated incidents in each priority
category. If applicable, it also shows the humber of the filtered incidents and the total
number of incidents, as shown in the example below.

6 Incidents by priority
Critica 1 Fittered (A1 2)
High 1 Filtered (All 2)

hedium :"_]

B Related Assets

There are interrelations between users and devices. For example, users access a
network through one or more device. These relationships are displayed in the Related
Devices / Usernames field.

® Activity Time
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When the system receives any data on an asset, it updates the Last Activity time for that

asset. When you select a time filter for asset display, filtering is done based on the Last
Activity time of the assets.

For example, if an asset has not communicated in the last week, it will not be displayed
when the time filter is selected as Last Week. However, it will be displayed when the
filter covers a period which is longer than a week.

® |dentity Provider (IdP) groups in which the asset is a member.
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Users

The Users page shows information about the user assets in your account and the details of
related devices, incidents and Identity Provider (IdP) groups.

To view the Users page, access the XDR Administrator Portal and click Assets > Users. By
default, it shows details of users whose Last activity date is within the past seven days.

ers

08 overview Users overview
> (D Incidents [RETT | Acdriter
v &P Assets Users by priority Users by related devices number
> @ Investigate e - ’ 3@“"%”\”@? i
© events
{E Intelligence o 1 items
> @ loC Management User name Full name Incidents priority Related incidents Email addresses Related devices Domains Last activi ity
> £53 Settings o - e e : N‘:A = *ED'A"‘ 3 ducks.redfarm neL: 2024
Users by Priority
Users by priority
4 ® Critical 3
Users High 1
The Users by priority widget shows the number of users based on the priority level of the
incidents they are involved in, within the selected time period.
To filter the Users overview page according to a specific priority level, click the relevant
section on the pie chart. The system filters the page based on your selection and adds this
filter to the Filter list.
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Incident Priority | Is  critical X

il Lastyear -

Users by priority

@ Critical

User name Full name
8 on NiA
2 yoni N/A
2 administrat N/A

Incidents priority

Crltical

Related incidents

14

4

1

Users by related devices number

® 3 related devices

3 ® 1related devices
Users
6 related devices
Email addresses Related devices Domains
N/A ) PicUSVICTIM3 +2 pieus.local
NiA 3 WINKEYP-1 ducks.redfarm
N/A O3 AMURA +5 ducks.redfarm

Users by Related Devices Number

Users by related devices number

\

11

Users

® 1related devices

® 4 related devices

3 related devices

® 2 related devices

Last activity

Dec 1, 2024

Sep 30, 2024

Dec 1, 2024

The Users by related devices number widget shows the total number of users and the
statistics of related devices, within the selected time period.

Users

Clear all

3items

To view information of users with a specific device count, click the relevant section on the pie
chart. The system filters the page based on your selection and adds this filter to the Filter list.

Example:

For the statistics displayed above, to view information about the two users with four related
devices, click the pink section.

Users overview

Number Of Related Devices Is 4 X

W Lastweek -

Users by priority

® Critical

& administrator N/A
& ntlocal N/A

None

Users by related devices number

® 4 related devices

Email addresses. Related devices Domains

N/A 2 HEDVA-1 +3

N/A &3 PICUSVICTIM3.P... +3 N/A

ducks.redfarm

Last activity

Dec 1, 2024

Dec 1, 2024

Clear all

2 items
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Users Table

o 10 items
Incidents priority Related incidents Email addresses Related devices Domains Last activity
14 NIA & PICUSVICTIM3 2 picus.loca Dec 1, 2024
7 N/A 3 HEDVA-1 -2 ducks.redfarm Dec 1, 2024
rone o NiA £ IGORINA-1 ubuntu Dec 1, 2024
rone o NiA £ IGORINA-1 N/A Dec 1, 2024

None [ N/A O IGORINA-1 N/A Dec 1, 2024

The Users table is sorted by the priority of incidents related to the users. It shows:

Item Description

User name
Full name

Incidents
priority

Related
incidents

Email
addresses

Related
devices

Domain

Last activity

Name of the user in the events and alerts processed by XDR.
Full name of the user.

Highest priority level among all the related incidents.

Number of incidents in which the user is involved. Hover over the count to
view the number of the filtered incidents (if applicable) and the total number
of incidents.
Note - Some incidents that impact a large number of assets are
excluded from determining the Incident Priority. Such incidents are
considered as Filtered.

6 Incidents by priority
Critieal . 1 Filtered (All 2)

High 1 Filtered (All 2)

Miedium 2

To view the incidents details, click the count. The "Incidents"” on page 57
page appears.

Email address(es) of the user.

Devices used by the user.

Domain(s) accessed by the user.

Date of last activity by the user.
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To sort the table, click the ~ icon in the Incidents priority column.

To search for a specific user in the table, enter the user name in the Search field.

Filtering the Users Page

You can filter the information on the Users overview page for different time periods. The
system shows information of users whose Last activity time is within the selected time period.

i Last week ~

Last 24 hours
Last week
Last 2 weeks
Last month

Last year

Custom

Adding Filters

To add a new filter:

1. Click + Add Filter.

-+ Add filter

Field * Operator *

Domain W Is W

Value =

Cancel

2. Enter these details:
a. Field - Select the user field.
b. Operator - Select the operator to be applied.
c. Value - Select the value of the user field.

3. Click Save.
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o Note - You can add multiple filters.

The system updates the Users overview page based on all the active filters.

Users overview

Users by priority Users by related devices number

0 o 1related devices 1
Users

0 1items
User name Full name Incidents priority Related incidents Email addresses Related devices Domains Last aetivity

& ubuntu N/A none. o N/A &3 IGORINA-1 ubuntu Dec 1, 2024

Note - You can define the filters below to specify the incidents to be considered to
determine the Incident priority and Related incidents:

® [Related Incidents]: Assignee - Allows filtering to consider all incidents or only
the unassigned ones. It helps you to prioritize incidents that have not yet been
assigned to a team member, ensuring focus on new incidents.

® [Related Incidents]: Priority - Filters incidents with a specific priority level. It
allows you to focus on incidents of a specific priority, for example, to consider
only High priority incidents while ignoring other levels.

[Related Inciderts]: Assignee Is  unassigned * [Related Incidents]: Priority ~ Is  critical >

Filter In and Filter Out in Users Table

You can filter the Users overview page by either including (Filter) or excluding (Filter out)

specific user fields in the Users table. To do that, hover over the field and click the ! icon and

then select the required option.

ubuntu Dec 1, 2024

M/A Filter ‘'ubuntu’

Filter out "ubuntu’
h_-'ﬂ-
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User Threat Hunting Details

To view the Threat Hunting details for the user:

1. Hover over the user name and click the * icon.

2. Click Open in Threat Hunting.

2 administrator M/A
% ubunty Filter ‘administrator
Filter out "administrator
2 systemd-time
Qpen in Threat Hunting
] ousnbosacd woool o Y

The Threat Hunting page appears and displays the Threat Hunting details for the user.

User - Related Devices, Incidents, Identity Provider (IdP)
Groups and Organizational Unit

To view the devices, incidents and ldentity Provider (IdP) groups related to a user, click the
user name in Users table. The system shows:

® User information

Devices used by the user

Incidents in which the user was involved

IdP groups in which the user is a member

Organizational Unit (OU) hierarchy for assets
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& CHECK POINT
ﬁ Infinity XDR/XPR

Users

N D Incidents 1 Groups Organization units
& adamam —
User info
P
T
01/07/2025 | 06:33
= L
L-Board of D E |
Mac
PO /RND / Users
User Details

The User Info section displays the user details.

2
User Info
Full name Email

| |
User name Last activity
u 16/04/2025 |':}B'Di?r
Primary device Incidents
0

Groups 2

cauth-aws-access  ad_group_DL=Citrix-... +7 others

Related davices 2

21 Laptep &1 Virtual Machine

Related Emails 1

The User Info section shows:
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Item Description

Full name Full name of the user.

Email Email address of the user.

User name Name of the user in the events and alerts processed by XDR.
Last activity Date and time of last activity by the user.

Primary device | Main device the user uses.

Incidents Number of incidents in which the user was involved during the past 30
days.

Groups The Identity Provider (IdP) groups in which the user is a member.

Related Devices the user has logged into.

devices

Related Emails | Email addresses used by the user.

Users - Device Details

The Devices tab displays the devices used by the user.

Devices 2 Groups @  Organization units

Q 2 items
Device name 0s 0S version Related usernames Domain Security agent Last activity
S ILPO-VDIRN 5§ Windows Microsoft Windows 11 Enterpr

& adamam W Harmony Endpoint Apr 16, 2025 08:59

& ADAMAM-8..

L
a
]
g
=
2
o
S
=

2 adamam W Harmony Endpeint Apr 16, 2025 09:06

The Devices table shows:

Item Description

Device name Name of the device.
OS Operating System on the device.
OS version Operating System version.

Related usernames | Users who have used the device.
Domain Domains accessed on the device.

Security agent Security agent running on the device.
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Description

Last activity Date of last activity on the device.

To view more information about a device, click the device name.

Users - Incident Details

The Incidents tab displays the incidents in which the user was involved.

Devices s Incidents 13 Organization units
Incidents by priority Incidents over time Top insights
N . The process: 'dilhost exe’ was identified destructing data on machi 1
“ I ® The process 'dilhost.exe’ was detected bypassing UAC on the host... 7
13 2 ® The non-browser-related process 'svchost.exe’ has interacted with 3
Incidents l
o T T T - 1 1 ® The process 'sc.exe’ was detected trying to create or modify a Win... 1
Mar 8 Mar 12 Mar 16 Mar 21 Mar 25 Mar 20 Apr2
havioral-Guard detected an alert 'behavioral win 10030014 m.
® Informational * Low ® Medium ® High ® Critical @ Behavioral-Guard detected an alert 'behavioral win t1003_001.a' r 18
= 13 items
Incident ID Incident title Creation date Last insight Security age... Status Priority Confidence Severity Assets Indicators & ..
18562 Possible thre Oct 7, 2024 Mar 12, 2025 W Harmony. New ® High d Medium Medium 3
18609 Passible thre... Nov 11, 2024 Apr 3, 2025 W Harmony... New @ Critical dfl High ® High 2 3
18613 Possible thre. Nov 12, 2024 Mar 11, 2025 W Harmony. MNew ® Critical dil High ® High 2 3
18617 Passible thre... Nov 12, 2024 Mar 12, 2025 W Harmony... New ® Critical dfl High ® High 2 3
18621 Passible thre... Nov 13, 2024 Mar 11, 2025 W Harmony... New @ Critical dil High ® High 2 4

The Incident tab shows:

® |ncidents by priority - Number of incidents in which the user was involved during the
past 30 days, based on their priority.

® |ncidents over time - Timeline of incidents during the past 30 days. Incidents are color-
coded based on the priority levels.

® Top insights - Top insights in which the user was involved during the past 30 days.
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® |ncidents table:

Users

Item Description

Incident ID

Incident title
Creation date

Last insight

Security
agents

Status
Priority
Confidence
Severity

Assets

Indicators &
Artifacts

ID of the incident.

To view more information about an incident, click the
ID. The "Incidents - Overview" on page 64 page
appears.

Title of the incident.
Date on which the incident was generated.

Date when the last insight was created for the
incident.

Security agent(s) running on the device

Status of the incident.

Priority level of the incident.

Confidence level of the security event detection.
Severity level of the incident.

Number of affected assets in the incident.

To view the asset details, click the count link. The
"Incidents - Affected Assets" on page 94 page
appears.

Number of indicators and artifacts involved in the
incident.

To view more details on the indicators and artifacts,
click the count link. The "Incidents - Indicators &
Artifacts" on page 101 page appears.

To filter the Incidents table, click the = icon.

Users - Group Details

The Groups tab displays the Identity Provider (IdP) groups in which the user is a member.
Each group card displays the number of users in that IdP group.
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Devices =z S rOuf QOrganization units
Op  ra-vpn-all-users 98 ad_group_ravphgeneral... Og Fa-vpn-general-access
0O ra-vpn-rnd Qo ad_branch_RND 0 ad_group_§

Qg cauth-aws-access

=)

o
A

Users

ad_group_DL-Citrix-Mar...
2591 us

ad_group_ L] - .

To view details of the users in an IdP group, click the group card. The system displays the

Users table for that IdP group at the bottom of the page.

Devices =z Groups @ QOrganization units
Og | ra-vpn-all-users 0 ad_group_ravpngeneral... Og ra-vpn-general-access o, ad_group_DL-Citrix-Mar...
o) ra-vpn-rnd Os  ad_branch_RND o) ad_group_! ) o ad_group_| =
B 618 use B 3610 8y 2o-0rou ] group

Op cauth-aws-access
O 102 users

cauth-aws-access X
By default, it shows details of users whose Last activity date is within the past seven days.
To filter the Users table, see “Filtering the Users Page" on page 142.
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Users - Organizational Units Tree Details

The Organization Units tab displays the full Organizational Unit (OU) hierarchy for assets in
the platform.

5 ® CHECK POINT
) Qa Infinity XDR/XPR

01/07/2025 | 06:33

| PO | RMND | Users

The Organizational units tab shows:
® A tree structure of OUs.
® Where the asset is located within your organization’s structure.

®m User Info section:

Item Description

Full name Full name of the user.
User name Name of the user in the events and alerts processed by XDR.

Primary device Main device the user uses.

Email Email address of the user.

Last activity Date and time of last activity by the user.

Incidents Number of incidents in which the user was involved during the
past 30 days.

Groups The Identity Provider (IdP) groups in which the user is a member.

Related devices | Devices the user has logged into.
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Description

Related Emails Email addresses used by the user.

Organization Displays the user’s path in the organization's hierarchy, for
units example, acme.com/Internationsal/India/NPO/Users.

o Notes:

® The OU tree is read-only.
® |f there are multiple domains, by default, the system selects the OU linked to the
asset.

& CHECK POINT -
g Infinity XDR/XPR S

01/07/2025 | 06:33

PO J RND / Users

® The blue line highlights the full path from the root to the asset’s organizational unit in
the hierarchy.
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Devices

The Devices page shows information about the device assets in your account and the details
of related users, incidents and Identity Provider (IdP) groups.

To view the Devices page, access the XDR Administrator Portal and click Assets > Devices.
By default, it shows details of devices whose Last activity date is within the past seven days.

08 overview

> (D Incidents & Lostweek ~
R fezan Devices by priority
Users
Devices
> @) Investigate
@ events

B intelligence

> (@ IoC Management Device name
7 © PicusvicTIM3
> 7 Policy
O wneer
> 5§33 settings
© wnpowsio
©  wiN2-E1RED.DOM

© wi-etpocio

Q PlousvicTMaL.

C 1GORINA-T

O HeDVA-1DUCKS

Devices by Priority

Devices by priority

Devices overview

+ Addfitter

3

Devices

vvvvvvv t priority

3

Devices

Devices by type

’ ® Desktop 7
o Critical 2 9
® VirtualMachine 1
High 1 Devices
Server 1
el
Related incidents os Related usernams Domains

& ntioca ! NIA
10.0-19045-5P0.0-SMP & niocal NIA NIA
o ™ 100-19045-5P0.0-SMP & administrator  +1 NiA NIA
o 10.0-19045-5P0.0-SMP & ntiocal a0 NA NA
A Linux Ubuntu 22.04.4 8 fwupd-refresh 46 N - u .
LR ft Window 10.0-17763-5P0.0-SMP. & administrato NJA N/A
- 0
® Critical 2
High 1

9 items

The Devices by priority widget shows the number of devices based on the priority level of the
incidents they are involved in, within the selected time period.

To filter the Devices overview page according to a specific priority level, click the relevant
section on the pie chart. The system filters the page based on your selection and adds this

filter to the Filter list.
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Devices overview

W Last week = Incident Priority  Is  critical

Clear all
Devices by priority Devices by type
® Critical 2 ® Desktop 2
yo) 2 items
Device name Incident priority Related incidents os 05 version Related usernames Domains Security agent Last activity
Q  PicUSVICTIM3 Critical 14 M Windows Microsoft Windows 10 P.. 8 picus.local W Harmony Endpoint Dec 1, 2024
2 winz-El critieal 1 o Windows Microsoft Windows 10 P.. & administrator  +1 red.dom W Harmony Endpoint Dec 1, 2024
Devices by 1 pe
' ® Desktop 7
9 i ’
& ‘firtualMachine 1
Devices
Sarver 1

The Devices by type widget shows the total number of devices and the statistics of device
types, within the selected time period.

To view the information of devices in a specific device type, click the relevant section on the

pie chart. The system filters the page based on your selection and adds this filter to the Filter
list.

Example:

For the statistics displayed above, to view information about the seven desktop devices, click
the blue section.
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Devices overview

W Lastweek - Device Type ' Is  Desktop X Clear all
Devices by priority Devices by type
3 ® Critical 2z
® Desktop 7
Devices High 1
yo) 7 items
Device name Incident priority Related incidents 0s 08 version Related usernames Domains Security agent Last activity
& PicusvicTIM3 Gritical 14 =] Windows Microseft Windows 10 P. & ron picus.local W Harmony Endpoint Dec1,2024
2 WiN2-E1 Critieal 1 = Windows Microsoft Windows 10 P. & adminisuator  +1 red.dom W Harmony Endpoint Dec 1,2024
2  wiNDOWS1D High 1 ol Windows. Microsoft Windows 10 P 2 ntiocal NiA Wr Harmony Endpoint Dec 1,2024
& WIN2-E1.RED.DOM None o o Microsoft Windows 10.0-19045-SP0.0-SMP & ntiocal N/A N/A Dec 1, 2024
& WIN2-E1POCLO. Nene 0 8 Microsoft Windows 10.0-18045-SP0.0-SMP & administrator N/A N/A Dec 1,2024
B PicUSVICTIM3.PI Nene [ @ Microsoft Windows 10.0-19045-5P0.0-SMP & ntlocal &0 N/A NA Dec1,2024
) HEDVA-1.DUCKS... Nene [} 8 Microsoft Windows ... 10.0-17763-5P0.0-SMP & administrator NA N/A Dec1,2024
9 items
Device name Incident pricrity Related incidents os 05 version Related usernames Domains Security agent Last activity
B ricusvicTIMS Critical 4 # Windows Microsoft Windows 10 P. & ron picus.local W Harmony Endpoint Dec 1, 2024
2 WwiNz2-E1 Critical 1 B Windows Microsoft Windows 10 P.. & administrator  #1 red.dom W Harmony Endpoint Dec 1, 2024
O wiNDows10 3 High 1  Windows Microsoft Window. & ntlocal NIA W Harmony End Dec1,2024
- crosoft Windows - - = ntlocal 7 i ec 1,
WIN2-E1.RED.DOM Nene 0 M ft Wind 10.0-19045-5P0.0-SMP & ntlocal N/A N/A Dec1,2024
2 WINZ-E1POC.LO None 0 B Microsoft Windows 10.0-19045-SP0.0-SMP & administrator N/A N/A Dec 1, 2024
B  PICUSVICTIM3PL.. Nene 0 & Microsoft Windows 10.0-19045-5P0.0-SMP & ntiocal sl N/A N/A Dec1,2024

The Devices table is sorted by the priority of incidents related to the devices. It shows:

Description

Device name Name of the device.

Incidents priority | Highest priority level among all the related incidents.
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Item Description

Related
incidents

oS
OS version

Related
usernames

Domains
Security agent

Last activity

Number of incidents in which the device is involved.
Hover over the count to view the number of the
filtered incidents (if applicable) and the total number
of incidents.

o Note - Some incidents that impact a large
number of assets are excluded from determining
the Incident Priority. Such incidents are
considered as Filtered.

6 Incidents by priority
critical . 1 Filtered (All 2)

High 1 Filtered (Al 2)

Medium 2

To view the incidents details, click the count. The
"Incidents" on page 57 page appears.

Operating System on the device.
Operating System version.

Users who have used the device.

Domains accessed on the device.
Security agent running on the device.

Date of last activity on the device.

To sort the table, click the ~ icon in the Incidents priority column.

To search for a specific device in the table, enter the device name in the Search field.

Filtering the Devices Page

You can filter the information on the Devices overview page for different time periods. The
system shows information of devices whose Last activity time is within the selected time

period.
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i Last week ~

Last 24 hours
Last week
Last 2 weeks
Last month

Last year

Custom

Adding Filters

To add a new filter:

1. Click + Add Filter.

Field *
Device name

Value =

2. Enter these details:

a. Field - Select the device field.

Operator *

L 5 o

Cancel

b. Operator - Select the operator to be applied.

c. Value - Select the value of the device field.

3. Click Save.

o Note - You can add multiple filters.

Devices
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The system updates the Devices overview page based on all the active filters.

Devices overview

W Lastweek - Ios soneof 2items X Incident Priority ' lsnot critical xI

Devices by priority Devices by type

0 ‘ a ® Desktop 3

Devices Devices ® VirtualMachine 1

0
Device name Incident priority Related incidents Related usernames Domains Security agent Last activity
) WIN2-ELRED.DOM & ntioca N/A NiA Dec 1, 2024
& winz-E1POC.LO. None o & administrator  +1 N/A N/A Dec 1, 2024
& PICUSVICTIM3PL Nene 0 & ntioca + /A NjA Dec 1, 2024
S IGORINA-1 & fwupd-refr N W Har Endpoint D 024

o Note - You can define the filters below to specify the incidents to be considered to
determine the Incident priority and Related incidents:

®= [Related Incidents]: Assignee - Allows filtering to consider all incidents or only
the unassigned ones. It helps you to prioritize incidents that have not yet been
assigned to a team member, ensuring focus on new incidents.

® [Related Incidents]: Priority - Filters incidents with a specific priority level. It
allows you to focus on incidents of a specific priority, for example, to consider
only High priority incidents while ignoring other levels.

[Related Incidents]: Assignee Is  unassigned * [Related Incidents]: Priority ~ Is  critical =

Filter In and Filter Out in Devices Table

4 items

You can filter the Devices overview page by either including (Filter) or excluding (Filter out)

specific device fields in the Devices table. To do that, hover over the field and click the *icon

and then select the required option.

BB Windows : Microsoft Wind
ilter "Wire] owsre"

II Windows Filter "Windows 4
Filter out "Windows'

BR Microsoft Winde bl
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Device Threat Hunting Details

To view the Threat Hunting details for the device:

1. Hover over the device name and click the : icon.

2. Click Open in Threat Hunting.
[—.T—] WIM2-E1 Critical

[¥] WINDOWS10 Filter "WIN2-E1
Filter out "WINZ2-E1

& WINZ-E1LRED.

Qpen in Threat Hunting

The Threat Hunting page appears and displays the Threat Hunting details for the device.

Device - Related Users, Incidents and IdP Groups

To view the users, incidents and Identity Provider (IdP) groups related to a device, click the
device name in Devices table. The system shows:

®  Device information

® Details of users who have used the device

® |ncidents in which the device was involved

® |dP groups in which the device is a member

= ADAMAM-840

Device Details

The Device Info section displays the device information.
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= ADAMAM-840

Device Info

IP address

] Windows Microsoft Windows .,

ype

&l Laptop

Groups 3
All Machines  ra-vpn-all-users
Related users 1

adamam

Devices

Sacurity a gent deploymant
& Harmony Endpaoint
Endpoint isolation status
#ONJA

A5T SCTIvITY

16/04/2025 | 09:06

ncigents

ad_branch_RKND

The Device Info section shows:

Item Description

IP address
Domain
oS

Type

Security agent
deployment

Endpoint isolation
status

Last activity

Incidents

Groups

IP address of the device.
Domain accessed on the device.
Operation System on the device.
Type of the device.

Security agent running on the device.

Shows whether endpoint was isolated (disconnected from
network).

Date and time of last activity on the device.

Number of incidents in which the device was involved during the
past 30 days.

The Identity Provider (IdP) groups in which the device is a
member.
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Description

Related users Users who have used the device.

Devices - User Details
The Users tab displays the details of users who have used the device.

Users Groups 3

1items

User name Full name Email addresses Related devices Domain Last activity

The Users table shows:

Item Description

User name Name of the user in the events and alerts processed by XDR.
Full name Full name of the user.

Email addresses | Email address(es) of the user.

Related devices | Devices used by the user.

Domain Domain(s) accessed by the user.

Last activity Date of last activity by the user.

To view more information about a user, click the user name.

Devices - Incident Details

The Incidents tab displays the incidents in which the device was involved.
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Users 2 Incidents 33

Incidents by priority

’

33 s

Incidents
Incident ID Incident title Creation date
18608 Possible threat Mov 11, 2024
18613 Possible threat ... MNow 12, 2024
18617 Possible threat .. Mov 12, 2024
18621 Possible threat ... Maow 13, 2024
18626 Possible threat .. Mov 13, 2024

The Incident tab shows:

Incidents over time

)
Mar &

® Informational = Low

Last insight

Apr 3, 2025

Mar 11, 2025

Mar 12, 2025

Mar 11, 2025

Mar 25, 2025

Mar 17

Security agents

W Harmony E

W Harmony E...

W Harmony E...

W Harmony E...

W Harmony E...

T
Mar 2

Medium ® High e Critical

Status

New

New

New

New

New

Priority

@ Critical

@ Critical

@ Critical

@ Critical

® Critical

Devices

Top insights
Endpoint Anti-Malware detected a malware of type 'ATK/Impacket-B' run by th... 21
Endpoint Anti-Malware detected a malware of type 'ATK/Impacket-B' on the m... 21

@ The process ‘wmic.exe’ was detected executing a process remotely via WM| 0.

@ The host desktop 'PICUSVICTIM3' wa

letected executing WMIC to

create a .. 2

® The process: ‘wmic.exe'was detected creating a shadowcopy on the host: des.

Confidence
df) High
di) High
o) High
df) High
df) High

Severity
@ High
® High
@ High
® High
@ High

Assets

= 33 items

Indicators & Art...

3

3

3

® Incidents by priority - Number of incidents in which the device was involved during the

past 30 days, based on their priority.

® |ncidents over time - Timeline of incidents during the past 30 days. Incidents are color-
coded based on the priority levels.

® Top insights - Top insights in which the device was involved during the past 30 days.
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® |ncidents table:

Devices

Item Description

Incident ID

Incident title
Creation date

Last insight

Security
agents

Status
Priority
Confidence
Severity

Assets

Indicators &
Artifacts

ID of the incident.

To view more information about an incident, click the
ID. The "Incidents - Overview" on page 64 page
appears.

Title of the incident.
Date on which the incident was generated.

Date when the last insight was created for the
incident.

Security agent(s) running on the device

Status of the incident.

Priority level of the incident.

Confidence level of the security event detection.
Severity level of the incident.

Number of affected assets in the incident.

To view the asset details, click the count link. The
"Incidents - Affected Assets" on page 94 page
appears.

Number of indicators and artifacts involved in the
incident.

To view more details on the indicators and artifacts,
click the count link. The "Incidents - Indicators &
Artifacts" on page 101 page appears.

To filter the Incidents table, click the = icon.

Devices - Group Details

The Groups tab displays the Identity Provider (IdP) groups in which the device is a member.
Each group card displays the number of devices in that IdP group.
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Users 1 Groups
v—~U All Machines ' ra-vpn-all-users e ad_branch_RND
- T .

2 device: '_-EU ) | e ‘__EU 8 davica

To view the details of devices in an |dP group, click the group card. The system displays the
Devices table for that IdP group at the bottom of the page.

Users 1 Groups
% All Machines = ra-vpn-all-users — ad_branch_RND
=0 0332 dev =0 jevices =0 1218 devices
ad_branch_RND
Q 1218 items
Device name Incident priarity Related incidents 05 OS version Related usernames Domain Security agent Last activity Associated IP's
2 it Mic a ‘ W Harmony End... *6
=] MiC W 1 1
(=] H n 2 W 1 E
(=] gh 8 Win 10 Ll T nd.

By default, it shows details of devices whose Last activity date is within the past seven days.

To filter the Devices table, see "Filtering the Devices Page" on page 155.
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Investigate

In the Investigate section, you can view modes of incident investigation.
® "Threat Hunting" on page 165
® "Threat Topology Map" on page 172
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Threat Hunting

Threat Hunting is an investigative tool which allows for advanced querying on all malicious and
benign forensics events collected from the onboarded Endpoint Security and Quantum
Security Gateway.

Search in Threat hunting
TO START HUNTING CLICK ON THE SEARCH BAR BELOW

Watch a short demo video here

) LASTDAY v [ HARMONYENDPOINT v & NETWORK v Let the hunt begin ... +

=

Sample Threat Hunting Query Results

NETWORK INFORMATION ASSET ADDITIONAL INFORMATION TIME

— 0 C) -

/ \ — —
/ ‘\ Sensor Socket User Administrator Name lsass.exe Date 07/11/2025
( ) =) (@) v
\ 4 Destination [P 10128.0.11 AN / Machine MAIL-SRV-21 N / Time 4:46:50 AM

\ / e e

 p— 0 C) -

/, \ amm Vo
/ \  Sensor Socket User Administrator Name Isass.exe Date 07/11/2025
{e) (@) (@) .
i\ / Destination [P 10128.0.11 N\ / Machine MAIL-SRV-21 N / Time 4:46:50 AM

\ /

f " C) -

/ \ o Vo
/ \  Sensor Socket User Administrator Name |sass.exe Date 07/11/2025
{e) (@) (@) .
A\ /4 Destination IP 10128.0.11 A / Machine MAIL-SRV-21 \ / Time 4:46:50 AM

\ /

9000
CLICK HERE

TO START THE TUTORIAL

The information collected lets you to:
® |nvestigate the full scope of an attack.
® Discover stealth attack by observation of a suspicious activity.
® Remediate the attack before it causes further damage.

® Proactively hunt for advanced attacks by searching for anomalies, and using hunting
leads and enrichment.

Threat Hunting supports:
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Threat Hunting

Data collection and enrichment - All events are collected through multiple sensors and
sent to a unified repository and enhanced by ThreatCloud, MITRE mapping and alerts
from all the prevention engines.

Rich toolset for custom queries, drill down and pivoting to suspicious activity.

Predefined queries and a MITRE dashboard which map all activity and allow a quick start
to proactive hunting.

Remediation actions per result or a bulk operation integrated in the Threat Hunting flow
(such as file quarantine and kill process).

Supported Regions

Threat Hunting is supported only for the Check Point Portal tenants (accounts) residing in
these regions:

Australia

EU

India

United Kingdom
United Arab Emirates
us

Supported Versions

For Endpoint Security, Endpoint Security Client version E84.10 and higher.

Enabling Threat Hunting

By default, Threat Hunting is disabled in Endpoint Security.

To enable Threat Hunting:

1.

2
3
4.
5

Go to Policy > Policy Capabilities.

. Click the Analysis & Remediation tab.

. From the Enable Threat Hunting list, select On.

Click Save & Install.

. After the policy is pushed to the agents, wait a few minutes until data is sent by the

agents.

Then you can go to the Threat Hunting view to start searching through events.
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Using Threat Hunting

[ LASTDAY ~

Search in Threat hunting
TO START HUNTING CLICK ON THE SEARCH BAR BELOW

Watch a short demo video here

| HARMONY ENDPOINT ~ 3 NETWORK v Let the hunt begin ... +

ol . .
@ - Predefined Queries
PREDEFINED
o m ' Detections, Leads and Alerts 3 v
MITRE ATT&CK
1
e n '0 Real World Breaches 38 v
BOOKMARKS
Hunting Query Results
L] ' MS Office Anomalies 2 v L
o Y ®
NETWORK INFORMATION ASSET NOTIFICATIONS
“ — 'O Browser Anomalies AR
hensol Socket / N User Admw@ @
(&)
yestination IP 10.128.0.11 N\__/ Machine MAIL HISTORY
'O Suspicious Scripts 5 v
" e
henso Socket {,/ ‘\\ User Admi S cerminGs
estination 1P 10128.0.11 N\ / Machine MAIL @ General Anomalies 6 v

kensol Sacket

N User Admimsrraror Fom N NarmA lesee ave LPTekL i P A8 Y A P

Item Description

1

Last Day - Time filter for the query. Users can choose between Last Day, Last
2 Days, Last Week and a Custom time period.

Data Sources - Filter events by onboarded products.
By default, all the data sources are selected.
To filter events, click Data Sources and select the required product(s).

Process - Refine your query results according to the activity type.

Let the hunt begin - Click + and define the values to search in the logs. You
can add multiple values and fields at a time.

Menu for predefined queries.

Predefined - Check Point's predefined queries, divided by category.

0 Note - Leads in Detections, Leads and Alerts are lead detections or
signatures. If an incident is raised under this category, the term Lead. is
prefixed to its protection name. For example,
Lead.Win.BrwsrPassThft.B. It does NOT indicate an attack and we
recommend that you ignore these incidents.

This is used by Check Point to analyze if a protection has to be developed.
For example, create a new signature.
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Item Description

7

10

11

MITRE ATT&CK - Shows the MITRE ATT&CK framework of tactics and
techniques. Each technique includes one or more queries, pre-defined by
Check Point Research.

Bookmarks - Shows the custom queries saved as bookmarks, either as global
(available for all users in the account) or private (available only for the user).
Users can also define email notifications for these saved queries, currently
limited to 10. For more information, see "Saving a Query as a Bookmark" on
page 171.

Notifications - Shows the list of recipients that receive email notifications if
Threat Hunting events match the custom query.
To add recipients, see Threat Hunting Email Notifications.

History - See all the queries that you used.

Settings - Change the Ul look and feel.

To hunt for threats, you can use predefined queries or by proactively creating your own

queries.

® To use predefined queries:

Go to Predefined Hunting Queries or

Click the * icon next to the search box and select Predefined.

You can quickly find all active attacks and browse through different malicious
events detected by Endpoint clients.
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2. Click the : icon next to the search box and select MITRE ATT&CK.

The MITRE ATT&CK dashboard provides real-time visibility on all the techniques
observed by Endpoint Security across your endpoints. It maps all raw events to
MITRE Tactics, Techniques, and Procedures (TTPs) regardless of status.

The MITRE ATT&CK dashboard is divided into 12 categories and each category is
a stage in an attack. Each category includes multiple attack techniques.

€ MITRE ATTCK Last Loaded 2:15:06 PM [ LasT2 DAYS ~

INITIAL ACCESS EXECUTION PERSISTENCE FRIVILEGE DEFENSE EVASION | CREDENTIAL DISCOVERY LaTERAL COLLECTION COMMAND ANG | EXFILTRATION IMPACT
ESCALATION ACCESS MOVEMENT CONTROL

When you click a technique, a window opens with an explanation about the
technique and a list of predefined queries. Run a query to get a list of the events in
which the specific technique implementation was used.

Brute Force - Technique T1110

*0 _D.O

Total Events Total Machines

© Adversaries may use brute force techniques to attempt access to accounts when passwords are unknown or when password
hashes are obtained.

Official Mitre™ page

Query 1 Oo %0 A

Logon EventID IS 4625 Connection Count 1S NOT 1

CLOSE

B To search for specific events by proactively creating your own queries:
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2.
3.

10.
11.

12.

Threat Hunting

Go to Threat Hunting.
Click the + sign next to Let the hunt begin.

From the Indicator list, select the filter.

+ Add Filter

Process Name - S e
Add a single value...

[ x i

From the Operator list, select the condition.

In the Add a single value field, enter a value for the indicator.
Click Add.

It shows the search results in a timeline. The timeline provides behavioral insights
that indicate anomalies or attacks.

To add another filter to the same query, repeat steps 2 to 6.

Note - If you have multiple filters, the system applies the logical AND
operator between the filters.

To filter events based on the timeline, click the required hexagon.

It shows detailed information about the event, together with intelligent enrichment,
such as attack classification, malware family and MITRE technique details.

To create a bookmark for a query, see "Saving a Query as a Bookmark" on the next
page.

You can also filter the results by date and process.

To take remediation action for the filtered results, click Actions and choose any of
these:

e Terminate Process

e Quarantine File

» Trigger Forensic Analysis
 Isolate Machine

To export the results to a CSV file, click Actions > Export to CSV.
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Saving a Query as a Bookmark
You can add filters to a query and save it as a bookmark. You can also send email notifications
to users if Threat Hunting activity matches the query.
To save a query as a bookmark:
1. Create a query.
2. Click 7t from the top right corner of the page.

The Create Shared/Private Bookmark pop-up appears.

+ Create Shared Bookmark

® Shared - availzble to all system users
(O Private - available only to you
Test High -

This a test description.

Send E-mail notifications to mailing list for any new

CAMNCEL SAVE

. To make the bookmark public, select Shared - available to all system users.

3
4. To make the bookmark private, select Private - available only to you.
5. Inthe Name field, enter a query name.

6

. From the Importance list, select an importance level for the query detection.
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7. Inthe Select or create tag name field, enter the tag name or select the tag name if
available.

Tags create folders to store bookmarked queries.
8. Inthe Description field, enter a description for the bookmark.

9. To send email naotifications if new activity matches the bookmarked query, select Send
E-mail notifications to mailing list for any new hits checkbox.

XDR sends email notifications to the recipients added to the Threat Hunting
Notifications page.

10. Click Save.

To add recipients to Threat Hunting email notifications:

1. Goto Threat Hunting.

2. Clickthe ® icon next to the search box and select Notifications.

3. From the Recipients list, select the users or enter the email address.

Use Case - Maze Ransomware Threat Hunting

You want to investigate the maze ransomware attack. You read about it in the internet and you
are afraid it may already have infiltrated your organization.

1. Inthe MITRE ATT&CK website: Search for Maze ransomware.

2. From the list of techniques that Maze ransomware uses, select the applicable technique.
For example: Windows Management Instrumentation

3. From the Check Point Portal > Threat Hunting, click the * icon on the right side of the
search box, and go to MITRE ATT&CK.

4. Inthe MITRE ATT&CK dashboard, search for the technique you copied from the Maze
website.

5. Click the technique to see all the events in your organization in which this technique was
used.

Threat Topology Map

Threat Topology Map is an investigative tool that allows the visualization of event data. The
visualized event data resembles the data shown in the "Events"” on page 201 page. The data
displayed on the topology map shows information on both the connections between hosts and
any threats detected on the hosts.
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To view the Threat Topology map, access the XDR Administrator Portal and click Investigate
> Threat topology map.

By default, the page shows the Threat topology map for the last 24 hours.

All Predefined Global Private B Last 24 hours ~ From: | Oct 21, 2024 11:31 O B o oct222024m:3 o B3 fel B
o + (3]
Showing partial results, please use a shorter timeframe or more specific filters to view all results x
[ 1a)] Threats and risks o °
ct:{Anti-Bot OR Anti-Virus OR IPS OR Forensles. jel
- * Filters o X
Tag
;:3 Intarnal traffic . ¥ c Show tags
e m
/57  Infected Hosts ) Host type
(_ adsaasdoanoOONOONNNN Threat typ
@ rec
= + @ vir
Legend Iltem Description
1 Views Shows filters with the predefined queries that are applied to the

data before it is displayed on the topology map. For more
information, see "Managing Views" on page 176.

2 Topology Shows the connections between hosts and any threats detected
Map on the hosts. For more information, see "Reading the Threat
Topology Map" on page 188.

3 Mini map A miniature overview of the Topology map.

4 Filters Parameters that help to filter the Threat Topology map. For
more information, see “Filtering the Threat Topology Map" on
page 198.
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Topology Map - Overview

The Threat Topology map shows the connections between hosts and any detected threats,
providing an intuitive overview of your network's security status.

Views

A View is a filter with a predefined query that is applied to the data before it is displayed on the
topology map. When a view is selected, the corresponding filter is applied, restricting the
scope of data that will be displayed and can be searched on the map.

Internal IP Settings:

Internal IP settings contain a list of predefined IP address ranges in CIDR format, that are
considered as internal. Admins can add their internal IP address ranges to this list. These are
added to the Internal traffic predefined view, allowing a focused view of internal network traffic
on the map. It also impacts the Host type displayed on the map. For more information, see
"Internal IP Settings" on page 183.

Excluded Views:

Administrators can create Excluded Views to hide specific information on the topology map.
You can either create a query to exclude certain data or define a range of IP addresses to be
excluded on the topology map. For example, to avoid monitoring test devices on the topology
map, you can create an excluded view for their IP address range.

Any data that matches an excluded view will not be shown on the map regardless of any View
or Search definitions.

For more information, see "Excluded Views" on page 185.
Visualizing Connections

Lines show the connections between the hosts. You can hover a line to see the number of
distinct connections made between the hosts. There are different representations for the Host
type, depending on whether it is an internal or external host.

There are two options that control the set of events represented on the topology map:
® Threats (Default) - Only threat-related information is reported as Alerts
= All - All event records

Color Coding

Hosts are color-coded according to the Threat type, as shown in the legends on the right side.
If a host has multiple threat types, the system displays the highest priority threat first and lists
the other threat types in descending order of priority.

Filtering and Searching
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You can configure the map's event data time frame, with optional search criteria for more
specific data retrieval. For more information on the search query syntax, see "Searching the
Threat Topology Map" on page 196.

If the data volume exceeds the display limit, the system shows a warning message and only
partial results are displayed. In such cases, it is recommended to refine your search criteria or
reduce the time frame to retrieve a more specific data set.

Hosts Grouping

Hosts can be grouped by Threat type, Host type, Country, Origin, and Subnet to reduce the
number of data points on the map and to improve readability. By default, hosts are grouped by
Threat type and Host type.

Hosts Tags and Details

You can configure tags for hosts and have it displayed on the map when you select the Show
tags option.

You can also view the related details for any selected host. The details include:
® Alerts - Alerts detected that include the host.
® Applications - Logs related to Application control.
® Matched Indicators - Indicators that matched the host.

By leveraging these features, the Threat Topology map helps you effectively monitor and
manage network security, ensuring a clear understanding of connections and potential threats.
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View Categories

Managing Views

The different View categories are:

Icon Category

) Predefined

o Global

Private

Do

Description

Views that are predefined by Check Point. These views cannot be
modified or deleted by any user.
Check Point provides these predefined Views:

Threats and risks
All traffic

Internal traffic
Infected Hosts

Views that can be used by all users. Only administrators can
add/modify/delete these views.

These Views are specific to the user. Unlike predefined views,
these views can be created, modified, or deleted by the user.
Only the user and administrators have access to view private
views.

Important - Your ability to manage Views depends on the permissions assigned to
you in Global Roles or in Specific Service Roles:

Role Description

Global Roles

Admin

Full Read and Write access to all system aspects.

Specific Service Roles

Admin Full Read and Write access to all system aspects.

Operator Full access to handle incidents, including taking prevention actions,

and read-only access to the Policy menu. Typically, your SOC
analyst.

Read-Only | Read-only access to the application.

The All tab shows an ordered list of all the Predefined, Global and Private views. To sort the

order of views, click the * icon.
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All Predefined Global Private

o - +

<|I|

Frivate views Select user w

Changing the Order of Views

You can move Global and Private views up or down within the same view type to arrange
them based on their importance.

o Note - Admins can change the order of both Global and Private views.

test Oct 16, 207~
@ z
test
Clone
est
Edit
. Delete
O TechPub_Internal_traffic Oct 17, 2¢
-
I Mowve up
erc IO O OIS OB 168G 25A ON0ME OB 17216 O 0MN72 OB

The Private views section is shown only for administrators to view the Private views created
by other users.

| All Predefined Glohbal Private

ew

jo) i +

<|I|

Private views Select user o

To search for a specific view or any fields in the view, enter the text in the Search preset field.
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Adding a New View

1. Inthe Views section, click + at the top-right corner.

i

All FPredefined Global Frivate

R 7]

Frivate views Select user o T:

test Oct 16, 2024

The Add view window appears.

Managing Views
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Managing Views

Add view

Mame *

Private Global

Description

Filter *

Cance
2. Inthe Name field, enter a name for the view.
3. Inthe View type field, select the type of the view:
® Private
= Global
Note - Admins can create both Global and Private views. Operators and Read-
Only users can create only Private views.

. (Optional) In the Description field, enter a description for the view.

In the Filter field, enter the filter query.
. (Optional) To test the query, click Test.
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The system shows a message indicating whether the query is valid and the number of

matching records, if any.

7. Click Save.

Editing a View

Administrators can edit the details of existing views, including changing them from Global to
Private and vice versa. However, all users can edit their own Private views.

The table below shows the edit permissions for different View categories and user roles:

Edit Permission

Global Only admins can edit.

Private Only the user who created the view can edit.

Predefined Editing is not permitted. However, you can clone it and save as either a
Global (only for admins) or Private view. See "Cloning a View" on the next
page.

To edit a View:

. . -
. Hover over the view and click * .

—

2. Click Edit.
The Edit view window appears.

3. Make the necessary changes and click Save.

4. To move the order of a view up or down the list, click * and then click Move up or Move
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down.
All Predefined Global Private | L
@ Test_View Oct 17, 2024
test
test
@ test Oct 16, 202"
test "
Clone
test
Edit
@ Test- B oct 24 20, DElEte
Mowve up
=ess Mowve down

Cloning a View

You can create a copy of an existing view, edit it and save it as a Global (only for admins) or
Private view.

To clone a view:

1. Hover over the view and click .

2. Click Clone.
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@ Threats and risks

, , . Clone
(product:{Anti-Bot OR Anti-Virus OR IPS OR Forensics...

The Clone view window appears.

Clone view

Mame *

Threats and risks

View type

Private Global
Description
Filter *

(product:(Anti-Bot OR Anti-Virus OR IPS OR Forensics OR "Zero
Phishing") AND NOT confidence_level:"N/A") OR verdict:Malicious OR
{product:("Application Control" OR "URL Filtering") AND app_risk:(High
OR Critical))

Cancel Test m

3. Make the necessary changes and click Save.

Deleting a View

The table below shows the delete permissions for different view categories and user roles:
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View Category Delete Permission

Global Only admins can delete.
Private Only the user who created the view can delete.
Predefined Deleting is not permitted.

To delete a Global or Private view:

1. Hover over the view and click *

2. Click Delete.
Internal IP Settings
o Note - Only admins can add/modify/delete the internal IP settings.

Internal IP settings contains a list of predefined internal IP address ranges in CIDR format.
This list is added to the Internal traffic predefined view by default. You can add your internal IP
ranges to this list.

To add an IP address range to the internal IP settings:

1. In the Views section, click * icon in the top-right corner, and then select Internal

IP settings.
| All Predefined Glabal Private B Last 24 hours
Private views | Sglect user " Internal IP settings I

Excluded views

E:?i,"z Threats and risks ‘

The Internal IP settings window appears.
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Internal IP settings

W New D Search 11 items
IP Range description

0.0.0.0
10.0.0.0/8
168.254.0.0/16
172.16.0.0/12
192.168.0.0186

127.0.0./32

AMAOAAOAAAn Anndaa

2. Click New.

3. Inthe CIDR field, enter the IP address range in CIDR format (for example,
192.168.1.0/24).
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Note - If the address range already exists in any of the predefined IP ranges, the
system displays an error message.

4. (Optional) Add a description.
5. Click Add.

To delete an IP address from the internal IP settings:

Note - You can only delete the IP ranges created by you or other administrators. You
cannot delete the predefined IP ranges.

To delete, select the IP range in the Internal IP settings table and click Delete.

Excluded Views

Administrators can create Excluded Views to hide specific information on the topology map.
You can either create a query to exclude certain data or define a range of IP addresses to be
excluded on the topology map. For example, to avoid monitoring test devices on the topology
map, you can create an excluded view for their IP address range.

Any data that matches an excluded view will not be shown on the map regardless of any View
or Search definitions.
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To view the excluded views for the topology map, in the Views section, click * icon in the top-

right corner, and then select Excluded views.

Bl
—
w
i
[
I

Al Predefined Global Private

o + :

Private views  Sglect user w Internal IP settings

I[:xc uded views

A Thraate and ricle L] 1

The Topology map excluded views page in the Settings tab appears.

Topology map excluded views

% New

Name Type Filter Description
fgfwg Filter fwgfwggw

fwgfwgfwgfwg Filter fwgfwggfwiw

hhhghwqg Filter wghwqqgwhh

ffwgwifw Filter fwafgwafwigw

Lidii Filter frff

string Filter string string
string1 IP range 182182192192/32 string

To add a specific query (filter) or IP address as an exclusion for the topology map:
o Note - Only admins can add/modify/delete Excluded views.

1. Inthe Topology map excluded views page, click New.

The Create excluded view window appears.
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x
Create excluded view

Mame *

Description

: Filter IP range

Filter *

Cancel

2. Enterthese:
a. Name - Enter a name for the view.
b. (Optional) Description - Enter a description about the exclusion.
c. Type - Select one of these:
® Filter - To add a filter query.
® |Prange - To add an IP range.
d. Filter - Enter the filter query or the IP range in CIDR format.
3. Click Save.

The system adds the view to the excluded views table and hides the corresponding data on the
topology map.
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Reading the Threat Topology Map

Legend

Item Description

Internal host. A computer in a private network, such as your organization's
network.

External host. A computer in a public network, such as the internet.

By default, the hosts are grouped by Threat type and Host type. For more information, see

"Filtering the Threat Topology Map" on page 198.

A
5
. ’
206 1Ps

Filters

1 No detection

ubnet

27 Virus infection
v Threat type

@ Recurring b
21 Virus infection @ Vvirus infection

To view the hosts on the Threat Topology map:

1. Inthe Group by section, clear the checkboxes for Threat type and Host type.

The map shows all the hosts from the events in the selected time frame and search

query.

X Clear All
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You can drag and re-arrange the hosts to view the connection in detail.
2. Toview the host details, hover over the host. The card shows:

® |P address of the host.

Country where the host is located.

® Username logged in to the host (when available)

Hostname (when available)

Tag name (when available)
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® To view more information about the host, click the host or click View details.

Alerts  Applications  Matched Indicators

IP: 10. 157 1 items
Blade Name Action Occurences Malware Action Confidence First Seen Receive d Sent Source Destination Port URL

PS RDP Buffer Overflow Detect 2 - Medium-High  Jul 17 09:41 0 0 10, 157 10 16 379

The system shows these details:

Item Description

Alerts Alerts detected that include the host.
Applications Logs related to Application control.

Matched Indicators | Indicators that matched the host.

3. To perform actions on a host, right-click the host or hover over it and click P

173. 90

Country C

‘ View details

173. 001 '£W.90

Add tag...

Go to Threat hunting

Go to Intelligence

Add to 10C...

Check Point XDR Administration Guide | 190



Reading the Threat Topology Map

Select the required action:
a. To easily identify the host on the map, add a tag:
i. Click Add tag.
ii. Enteratagname and click Save.

The system displays the tag name on the host.

!

17. 205

Country Germany

Tag dsa

View details |

Note - To display the tag name on the map, go to Filters > Tags and
enable the Show tags toggle button.

Filters x

X Clear All

v Tags

o Show tags
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b. To view the Threat Hunting information about the host, click Go to Threat hunting.

The system opens the Threat Hunting page and shows the data filtered by the host
IP address.

Exclusions

c. Toview the Intelligence information about the host, click Go to Intelligence.

The system opens the Intelligence page and shows the data filtered by the host
IP address.
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d. To add the host as an indicator to loC Management:

i. Click Add to IOC. The Add artifact window appears.

This selected artifact will be added to 10C Management and marked as an indicator

10. 60

Indicator Disabled

Name *

10. .60
v Advanced settings
10C Confidence *

1| Low

S

Expiration date (UTC)

Dec 07, 2024

ii. Enter the required details and click OK.
The system adds the host IP address as an indicator to loC Management.
4. To view the connections of a host, hover over the host.

The system highlights all the connected nodes.
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211. 70

Country Taiwan

5. To view the number of the connections between two hosts, hover over their link.

4 connections

6. To zoom in or out, scroll the mouse wheel up/down or use the zoom-in/zoom-out buttons
in the bottom-right corner.

7. To panthe map, click and hold anywhere outside the nodes and links and then move the
mouse.

8. Foran overview of the current Topology map, see the mini-map at the top-right corner.
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B Last24 hours -

From:

Jul16, 2024 15:34

© B

t0:

Jul17,202415:34

o B

0 search

O Highlight search

Filters x

E X Clear All
Host type:

Country

Origin

Subnet

~ Threat type ]

@ Recurring bot
@ virus infection
@ Malicious content
@ Vulnerable host
@ rs

@ Risky App

@ No detections

~ Host type .

B Internal host

@ External host
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Searching the Threat Topology Map

1. Tofind a host on the map, on the right pane, in the Highlight search field, enter any of
these:

Host IP address

Tag name

Username

Hostname

The system highlights the node on the map.

2. To find hosts from events in a specific time period, select the time frame at the top and

clicka icon.

3. To search for hosts with specific conditions, enter the query in the Search field and click

B icon.

The basic query syntaxis [<Field>:] <Filter Criterion>
To put together many criteria in one query, use Boolean operators:

[<Field>:] <Filter Criterion> {AND|OR|NOT} [<Field>:] <Filter
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Criterion>

o B £ 21c:169.254169.254 OR dst:169.254.169.254 X e

Bt
i
(=]
[E31]
E

o Note - If the number of events in the selected time frame exceeds the allowed
limit for display, the system shows only partial results and displays this banner.

B Last 24 hours ~ From: Jun B, 2024 13:25 © B o Jun7 20241325 () o

For accurate search results, select a short time frame or enter a specific query
in the Search field.
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Filtering the Threat Topology Map
You can filter a Threat Topology map by:
= Group by
a. Select the parameter(s) by which you want to group the hosts on the map:

e Threattype

Host type

Country

Origin
Subnet

°© Subnet A
°© SubnetB
© SubnetC

The system shows the map grouped by the selected parameters.
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b. To view the hosts in a group, click the +" icon or the grouped node.

c. To go back to the grouped view, click »“ or click anywhere within the group.

8.9.184

® Threat type

Recurring bot
Virus infection
Malicious content
Vulnerable host
IPS

Risky App

No detections

® Host type
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¢ |Internal host

o External host
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Events

The Events page provides a unified interface to view security events of products supported by
Events & AlOps. For more information, see Events & AlOps Administration Guide.

Note - Corrective action for an event must be taken in the product that generated the
event. For example, if a benign URL is blocked, then access the product and correct
the policy.

The Events page shows:
m "Statistics" on page 203
® "Events Table" on page 204
® "Card" on page 209

To view the Events page, access XDR and click Events.

Last7Days v | O Gy O = options -
Statistics 10.. Blade/Practice Type card
10,000 an 19,2023 105622 AM & @ Accept - Loginfo
L] @ Accept
- igh Time: Jan 19,2023 10:56:22 A
5,000
X - Informational
0! L © zlock
o 0 s © slock
Jan 15 Jan 18 ) Polic
~ Product Family J b © slock
(% qunn — Jan 19,2023 10:5145 AM @ Accept Action: @ Accept
[] W Harmony Jan 19,2023 10:51:27 AM - Inforr
Q 12n19,20231050:45AM &
* Cloud Service © Jsan 19,2023 105045 AM &
— a0 19,2023 105045 AM %
! © J2n 19,2023 104715 AM & @ Accept
Jan 19,2023 10:47:15 AM - @ Accept
L @ Jan 19,2023 10:4529AM & igh
-~ Blade/Practice Type © Jan 19,2023 104128 AM & Informational
a0 19,2023 104047 AM %
Jan 19,2023 10:4047 AM %
Jan 19,2023 10:40:47 AM %
@ Jan 19,2023 10:3529AM & High
@ Jan 19,2023 103404 AM & inform
Jan 19,2023 103317 AM % @ Accept

Note - The default log retention duration is 90 days. To extend the duration to 180
days or 365 days, contact Check Point Support.

Supported Products

® Quantum Self-Hosted Management

® Quantum Spark Management

Smart-1 Cloud

Endpoint Security

Mobile Security
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Harmony Connect

Browser Security

Email Security

SASE

CloudGuard Posture

CloudGuard WAF

Fortinet FortiGate Next Generation Firewall
CrowdStrike Falcon

Trend Vision One for Endpoint

Cisco Firepower Threat Defense

Microsoft 365 Defender for Endpoint

Palo Alto Networks Next Generation Firewall

Singularity Endpoint

Filtering the Threat Topology Map

Check Point XDR Administration Guide

202



Statistics

Statistics

200,000

May 12, 2024 15:00:00: 144 299

100,000

May 13
+ Product Family

[(] & CloudGuard

(] % Quantum
[(] W Harmony

* Cloud Service

] & CloudGuard Intellig...
| ¥ Quantum Smart-1 C...
| ¥ Spark Management
| W Harmony Connect

| ¥ CloudGuard Applica...
| & CloudGuard Workla...
| E CloudGuard Posture

| W Harmony Browse

| W Harmony Email & C...

~ Blade/Practice Type

(] B MNetwork Traffic [

[7] £2% Firewall
(] *%* VPN ]
(N sD-waN |

12:00

58.88%
36.85%
4.27%

58.26%
22.33%
14.49%
4.24%
0.66%
0.01%
0.00%
0.00%
0.00%

56.19%
25.04%
11.22%

2.22%

On the Statistics pane, you can:

Filtering the Threat Topology Map

® See a bar graph of the number of events for the selected time frame.

® Filter the event data in "Events Table" on the next page. For example, you can filter the
events data for a product family, a Blade/Practice Type and more.
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Events Table

Product Family Cloud Service Blade/Practice T...  Action Severity Source Destination

May 13, 2024 1:59:38 PM L Quantumn Smart-1 Cloud M@ Firewall SD.. & Accept B5 87.65 B 4321

@ May 13,2024 15927 P % Quantum Smart-1Cloud 552 Firewall @ Block 172.28.28.99 B 752.123...
@ May13,20241:5925PM ¥ Quantum Smart-1Cloud 8% Firewall @ Elock 172.28.28.99 = 00,832,172,
May 13,2024 1:5920PM 98 Quantum Smart-1 Cloud 3= VPN @ Block 10.10.1.220 10.10.1.254

© May 13,2024 15913 P %8 Quantum Smart-1Cloud 2% Firewall @ Block 172.28.28.99 B 9983172
© May 13,2024 1:59:10PM % Quantum Smart-1Cloud T Firewall SD.. & Accept B 87.65 B 43.21

@ May 13,2024 15009 P o Quantum Smart-1Cloud  E5% Firewall @ Block 172.28.28.99 B 752.123...
May 13,2024 1:5907 PM 98 Quantum Smart-1Cloud 8% Firewall @ EBlock 172.28.28.99 B 75.2.123...
® May 13,2024 1:5907FPM o8 Quantum Smart-1Cloud  E8% Firewall @ Block 172.28.28.99 B 99.83.172.
© May 13,2024 1:59:02FPM %8 Quantum Smart-1Cloud 2% Firewall @ Block 172.28.28.99 B 75.2.123..
O May 13,2024 1:58:48PM W Quantum Smart-1Cloud T Firewall SD.. @ Accept B 2765 = 43.21

May 13,2024 1:5846 PM 98 Quantum Smart-1 Cloud  S2% Firewall @ Block 172.28.28.99 S 09.83.172.
@ May 13,2024 1:58:40 P o Quantum Smart-1 Cloud &% VPN — Other =1 620120, W 100.207.1.
® May 13,2024 15840 P o Quantum Smart-1 Cloud &= VPN — Other = 620120... B 102.1292.
© May 13,2024 1:5839 P W& Quantum Smart-1Cloud T Firewall SD.. @ Accept 1722828117 IO 5217.113,
© May13,20241:5839 P % Quantum Smart-1Cloud 552 Firewall @ Block 172.28.28.99 S 09.83.172.
@ May 13,2024 1:5838 P W& Quantum Smart-1 Cloud &% VPN @ Block =1 141.2261.. = 6277.193.

Field Name Description
Default Fields
Time Time of the event.
Product Family Check Point product family.
For example, Quantum, Harmony or CloudGuard.
Cloud Service The cloud service used by the Check Point product.
For example, Quantum Gateways.
Blade/Practice Software blade that triggered the event.
Type For example, Firewall, VPN, Syslog.
Action Action enforced on the event:
® Accept
® Block
® Detect
= Other
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Field Name Description

Severity

User
Additional Fields

Alert

Destination

Direction

Domain

Log ID

Message

Origin

Source

Severity of the event:

® (Critical

® |nformational
" |ow

® Medium

® High

User logged in at the time of the event.

Type of alert generated for the event.
For example, spoof alert, mail.

Destination IP address.

Direction of the network traffic:

® |nbound
® Qutbound

Domain name sent to DNS request.

Unique identity for logs.
Includes Type, Family, Product/Blade, Category.

Message displayed for the security event.
For example, remote access client IP address and port were
changed.

Name of the first Security Gateway that reported this event.

Source IP address.

Managing the Events Table

—

. To view the details of a specific log, double-click the row.

2. Toview the default columns, right-click the table header row and click Default.

3. To modify the table columns, right-click the table header row and click Columns Profile

Editor.

4. To add a new column to the table:
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a. Click +.
Columns Profile Editor x
+
Q

Alert
Application Type
Destination
Direction
Domain

Log ID

Message

Crigin

Crigin 5IC name

Source

10 Fields 8] 4 Cancel

CK Cance

b. Select the column from the list and click OK.
The new column appears in the Events table and in the Statistics pane.
5. Toremove a column from the table:
a. Select the column you want to delete and click X.
b. Click OK.
The selected column is deleted from the Events table and from the Statistics pane.
6. To sort the columns:

a. Select the column.
® To move the column higher in the order, click o~

® To move the column lower in the order, click Vv
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b. Click OK.

The column position is updated in the Events table and in the Statistics pane.

Viewing Events for a Time Period

By default, the Events table shows events for the last 7 days.

To view Events table for a specified period, use one of these to set the time range:
® Preset Time Filter
® Relative Time Range

® Date Time Range

. 8 Last 24 Hours -
~ == Security Events & L

D W 'L. r W | C W
Log Ingestion

Logs

Searching for Events

You can search for events using free text or a filter.
® To search using free text, in the Search field, enter the text and press Enter.
For example, if you enter Block, the search results show all the blocked events.
® To search using a filter, click the Search field, select a filter and enter the text.

For example, if the filter is Blade/Practice Type and text is URL Filtering, search as
Blade/Practice Type:"URL Filtering".

The search results show all events with Blade/Practice Type as URL Filtering.

o Note - You can use logical operations AND, OR and NOT in the search.
For example, Block AND URL Filtering shows the blocked events with
Blade/Practice Type as URL Filtering.

Exporting Events

You can export events from the Events table to a CSV file or to a JSON file.
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1. In the Events window, click Options > Export.

G, O = options -

_,u Export to CSY ¢* Export >

d
[—;L Expart to JSON

+ Log Info
e marim VAT mcnae

2. Select one of these output file formats:
= Export to CSV
= Export to JSON

3. Enter the information for these fields:

® |n How many logs to export drop-down, select the number of logs you want to
export.

®= |n Exported Columns, select whether to export event data from Visible Columns
or from All Columns.

How many logs to export?

1K logs =

Exported Columns:

* Visible Columns
All Columns

QK Cance

4. Click OK.

For CSV output, system generates an Excel sheet with the file name format: Events_Logs
Date Time.xls.

For JSON output, system generates a json file with name format: Events_Logs Date
Time.json.

Example, Events Logs Oct 17 2022 01_48 24 PM.
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The Card pane shows the details for the event selected in the "Events Table" on page 204.

last7Days v | 0 se
Statistics

10,000

5000

Jan 15
~ Product Family

[J ® quantum
[ w Hamony

+ Cloud Service

[J Quantum Gateways
[ spark Management
[J Harmony Endpoint

[ Harmony Mobile

+ Blade/Practice Type

Firewall

URL Filtering

1PS

Threat Emulation
Anti-Virus
Application Control
CloudGuard laas

Log Update

Mobile Access

Jam 18

Time Product Family Cloud Service Blade/Practice Type  Acti Severity
Q@ Jan 19,2023 105622 AM Quantum Gateways Firewall & Accept
O Jan 19,2023 105621 AM % Quantum Gateways Firewall @ Accept
O Jan 19, 2023 10:55:30 AM - Quantum Gateways @ Anti-virus s High
Jan 19,2023 105434 AM % Quantum Geteways = CloudGuard 1aas Informational
Jan 19,2023 1054:10AM Quantum Gateways © Block
Jan 18,2023 105410 AM % Quantum Gateways @ Block
Jan 19,2023 10:5409 AM % Quantum Gateways Firewall @ Block
Jan 19,2023 105145 AM % Spark Management Firewall @ Accept
Jan 19,2023 105127 AM % Quantum Gateways @ Anti-Virus Informational
Jan 19,2023 105045 AM % Quantum Gateways Firewall
1an 19,2023 105045 AM % Quantum Gateways Firewall
1an 19,2023 105045 AM % Quantum Gateways Firewall
Jan 19,2023 1047:15AM % Quantum Gateways Firewall @ Accept
Jan 19,2023 1047:15AM % Quantum Gateways Firewall @ Accept
Jan 19,2023 104529 AM % Quantum Gateways @ Anti-Virus g High
1an 19,2023 104128 AM % Quantum Gateways @ Anti-Virus Informational
@ Jan 19,2023 10:40:47 AM Quantum Gateways Firewall
Jan 19,2023 104047 AM % Quantum Gateways Firewall
Jan 18,2023 104047 AM % Quantum Gateways Firewall
Q@ Jan 19,2023 10:35:29AM % Quantum Gateways @ Anti-Virus s High
Jan 19,2023 103404 AM % Quantum Geteways ~ — CloudGuard laas informational
O Jan19,20231033:17AM % Quantum Gateways = Log Update @ Accept
@ Jan 19,2023 103123 AM & Quantum Gateways €3 Anti-Virus Informational
-

Jan 19,

2023 10:30:44 AM

Quantum Gateways

Firewall

G Qo

= options -

Card
+ Log Info
Origin
Time:
Blade
Product Family:

Type:

+ Traffic
Source:
Source Port:
Destination:

Destination Count..

+ Policy
Action:
Policy Manageme.
Policy Name:

Policy Date:

SD-WAN-Branch-GW1
@ Jan 19,2023 10:54:10 A...

irewall

O Access

*, Connection

— 172.28.28.119
49068
88.221.154.122

@ Drop
Management _Service
$D-WAN-Palicy

Jan 16, 2023 1:52:28 PM GM....

Check Point XDR Administration Guide |

209




Intelligence

Intelligence

The Intelligence page shows the intelligence available for an indicator derived from internal
(Check Point's ThreatCloud, Research and Threat Emulation services) and external sources
(reliable closed and open third-party feeds). On this page, you can also upload a file to Check
Point's Threat Emulation Sandbox for analysis.

To view the Intelligence page, access the XDR Administrator Portal and click Intelligence.

Search in CP<R> Intelligence

Investigate threats with Check Point Research's comprehensive intelligence and data collection tool

&

Example reports  Analyze a file

@ omnatuor.com a @ ias5lla H @ 48056d41e62b91864ddf37780cdec8db

139.45.197.227 218.1276.159

The Example reports tab shows examples of the available intelligence. Click the tiles to view
the intelligence data.

You can use the Intelligence page to perform these actions:
" "Viewing Intelligence for Indicators" below.

® "Analyzing a File" on page 216.

Viewing Intelligence for Indicators

You can view the intelligence for a specific:
= URL
® Domain
= VD5, SHA1 or SHA256 hash of a file

® |P address
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To view the intelligence for an indicator:

1. Click Intelligence.

2. Enter the indicator name(s) in the Search field and press Enter.

o Note - To search in Incognito mode, click the - icon. This will disable actions that
trigger activity on the searched websites.

The search summary table is displayed. You can search for up to 20 indicators in a single
search. The indicators can be of the same type or different types.

@ Response @ Remove «* Export to CSV Copy Indicator 40f 4 selected

v| Indicator

v gmail.com

v amazon.com

142.250.193.133 Search Benign N/A High

52.04.236.248 Search Benign N/A High

v @ & 48056d41e62b91864ddf37780cdec8db search Malware Invader High

I« ' ° 192.168.100.201

4 Indicators

Item Description

Risk

Indicator

IP Address
(For URLs and
Domains)

File Type
(For files)

Source

The indicator's risk level based on the Check Point reputation
engine.

The higher the risk, higher the degree of maliciousness. Value
ranges from 1 to 100, where 100 indicates a higher risk level and/or
level of maliciousness.

IP address of the indicator.

Type of the file.
Forexample, .exe, .dll.

Indicates the source where you searched for the indicator.
Examples -
® |f you searched the indicator from the Search field, then the
Source is displayed as Search.
® |f you search for amazon.com and added an indicator from
Research > Communicating Files, the Source is displayed as
amazon.com > Communicating Files.
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Classification
For example, Malware or Benign.

Malware family
Check Point engines.
For example, Invader.

Confidence
Check Point engines.

Intelligence

Item Description

Threat classification determined by Check Point engines.

The malware family associated with the indicator, determined by

The confidence level of the indicator's classification, determined by

3. Toview the Intelligence Dashboard for the indicator, click the indicator row.

Intelligence Dashboard

The Intelligence dashboard shows:
® "“Indicator Information" below
® "Research" on the next page
® "Check Point Traffic Analysis"” on page 215

® "Open Source Intelligence Tools" on page 215

Creation Date:
Communicating Files 99+ Nonan 302017

Downloaded Files
Update Date

Triggered Check Point FriJun 12 2015

<« o =
1 Indicator
google.com Classification - Malware family Confid File Type ~
142.251.140.46 Benign N/A High 1 o091 v
- Check Point Traffic Analysis Open Source Intelligence Tools
5 - eolocation | Top 3 Coun
Yo ! = | kPt o
Check Point Researc| Tweets 12 Google 10 References 32
L A8 e
-' " GrindHawg
@Christo48746457
Linux Networking Commands You Should Know as a Beginner
htt camp.orgfnews/linux-networking-commands-
Research <Y BE United States 13% ® Japan 4%
. R Top industries
Whois = Domain Name
google.com & Government
Indications 7 @ Healthcare
Registrant Emai expertbeans
Subdomains 99+ selstrant e ad Manufacturing Mobile
dns-admin@google.com @expertbeans
Related URLs 00+ Events in-the-wild over time

Making Small Things BIG #UX via

Indicator Information

The Indicator Information widget displays a high level overview of the analyzed indicator.

® For domains and URLs, this widget shows a live screenshot of the website.

® Forfiles, the widget shows:
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o File hash details - MD5, SHA1, and SHA256

o Tags - The file tags from VirusTotal. Indicates the different characteristics about
the file.

For example, the signed tag indicates that the file is signed by a valid authority.
° First seen - Date the file was first seen.
° Last seen - Date the file was last seen.

o Report - Check Point Threat Emulation Report (if available).

5]

MD5: 48056d41e62b91864ddf37780cdec8db
SHA1: e49968d886d6210dfee75e058c88a7203cead493

SHA256:c449ab7272cc69d1131d565f52532059%e7f69d12e8f2a2e9f917a5bfec965
revoked-cert peexe spreader signed
First seen 27/09/2017 | Lastseen 03/12/2020

Mo report available

Research

The Research widget displays technical information about the indicator.
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® For domain and URLs, the widget shows:

Item Description

Whois data

Indications
Subdomains
Related URLs

Communicating
Files

Downloaded Files

Triggered Check
Point Protections

User Agent

Shows registered users or assignees of an Internet resource
such as a domain name or IP address block.

Summarized reputation data on this domain.
Sub-domains for this domain.
URLSs under this domain.

Files that were seen communicating with the searched domain.

Files downloaded from this domain.

Check Point protections triggered by the domain in:
e Anti-Virus
» Anti-Bot
e IPS

The user agent used to contact this domain during a malicious
event.

® Forfiles, the widget shows:

Item Description

File Names

Network
Activity

DNS
Resolutions

Parent Process
Parent Archive
Source URLs

Email Subjects

The file names observed by Check Point for this file.

The network traffic the file created during Check Point Threat
Emulation.

DNS requests the file created during Check Point Threat
Emulation.

The process that created the file.
The hash of the available file archive.
URLs from which the file was downloaded.

Email subjects that contains this file as an attachment.
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Check Point Traffic Analysis

The Check Point Traffic Analysis widget shows a global view of the indicator's network traffic
based on Check Point's global sensors. It gives a comparative view of the network traffic
across different geographies. The widget shows:

Item Description

Geolocation The indicator's usage in different geographic locations.

® Highlights the top 3 countries that have the highest number of
hits for this indicator.

® To view the hits in a region, hover your mouse over that
region.

® You can also zoom in and zoom out the map.

Top industries Top 3 industries where this indicator was seen.

Distribution Types of platforms that accessed the indicator.
For example, Web, Email.

Events in-the-wild The number of events over time for the indicator.
over time

Open Source Intelligence Tools

The Open Source Intelligence Tools widget shows the indicator information from Open
Source Intelligence (OSINT). The widget has these tabs:

Tab Description

Check Point Articles published by Check Point Research that mention this indicator
Research and/or malware family.

Tweets Any tweets that mention the indicator, based on Check Point Research's

social media crawler.

Google Google Search results for the indicator.

References Web page links that contains the indicator.

Exporting the Search Summary to a CSV
1. Click Intelligence.
2. Enter the indicator name(s) in the Search field and press Enter.

3. Inthe Search Summary table, select the indicators you want to export.
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By default, all the searched indicators are selected.
4. Atthe top, click Exportto CSV.

The system downloads a .csv file in the name format Exported Summary Report Date
Time.

For example, Exported Summary Report 2022-12-08 12-33-37.csv

Copying and Removing an Indicator from the Search
Summary

1. To copy an indicator, select the indicator in the Search Summary table and at the top,
click Copy Indicator.

You can copy the indicator name and search for the indicator in any external or internal
resources, or share the indicator name with other applications.

2. Toremove an indicator, select the indicator in the Search Summary table and at the top,
click Remove.

Analyzing a File

You can upload a file to Check Point's Threat Emulation Sandbox for analysis. For the
supported file types, see sk106123.

Example reports  Analyze a file

Upload file vestigate O Refresh el

icense colors.PNG PNG 70 KB MDS: .. 08/12/24 File is benign
SHAT: No report generated
SHA256:

www.checkpoint.com HTML 9198 MDS: 28/11/24 File is benign
SHAT: No report generated

SHAZ256:

Screenshot 2024-11-28 at 11.55.... PNG 5.6 KB MD5: 1 28/11/24 File is benign
SHAT: No report generated

To analyze a file:
1. Go to Intelligence > Analyze a file.
2. Click Upload file.

The Upload File window appears.
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Upload File X

Select your prefered upload method

® Upload from Computer Upload from URL

Browse Select a file to uploac

This file is password protected

L

Cancel ploac

3. Do one of these:
® To upload a file from your computer:
a. Click Upload from Computer and then click Browse.
b. Inthe Explorer window, select the file and click Open.
® To upload the file from a URL.:
a. Click Upload from URL.

b. Enter the URL of the file. For example,
https.//databases.about.com/library/samples/address.xls

4. If thefile is protected with a password, select the This file is password protected
checkbox and enter the password.

Upload File X

Select your prefered upload method

® Upload from Computer Upload from URL

Browse Doc_to_upload.pdf o

+| This file is password protected

Cancel Upload

5. Click Upload.

The file is added to the summary table.
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6. To refresh the summary table, click Refresh.

7. To search for a file in the summary table, enter the file name in the Search field and

press Enter.

The summary table shows these file parameters:

Item Description

File
name

Type

Size

Hash

Upload
by

Upload
date

Report

Name of the file.

Type of the file.
For example, EXE, DLL, CSV.

File size.

File hash details:
= MD5
= SHAT1
= SHA256

Email address of the user who uploaded the file.

The date on which the file was uploaded.

The verdict returned by Check Point Threat Emulation analysis.
If the file was determined as malicious, the Threat Emulation report is
available to download.

Investigating a File

You can view the intelligence information for a file and investigate it from the Intelligence

dashboard.

To investigate about a file:

1. Goto Intelligence > Analyze afile.

2. Upload thefile.

3. Inthe summary table, select the file to investigate. Click Investigate.

The intelligence information for the file is displayed.
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|OC Management

Check Point XDR supports two modes of IOC Management:
= “New loC Management" below

® "[ egacy loC Management" below

New loC Management

See loC Management Administration Guide.

Legacy loC Management

With loC Management, you can view, create and edit Indicators of Compromise (loCs) that
apply to all the products on-boarded with XDR.

To view the Legacy loC Management page, access XDR and go to |loC Management
> Legacy loC Management.

o Note - The legacy loC Management will be deprecated soon. We recommend that
you migrate to the New loC Management. For the procedure to migrate, see
"Migrating to the New loC Management" on page 229.

Note - For the tenants created from July 23, 2023 onwards, the Legacy loC
Management is disabled and only the "New loC Management" above is supported.

loC Management Overview

During the XDR onboarding process, two separate feeds for Detect and Prevent actions are
created. To configure these feeds on the Management Server, see "Configuring loC
Management" on page 224.

XDR loC management requires no new rules or policy installation. loC management works
directly on the Security Gateway. After configuration, the Security Gateway continually fetches
intelligence data stored in a .cvs file on the Check Point web server. You can use the CSV file
link with other products that support intelligence feeds from external sources, such as cloud-
based mail protection platforms.

Working with loC Management

The loC Management table shows only the latest 30 loCs added to loC Management. To view
the all IoCs, click Export > Export All. See "Exporting loCs" on page 224.
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# New & Uploadfrom File E txport @ ShowfeedURLs (O Refresh Y
° DETECT AV Phishing URL http: afirst-2viewal HIGH MEDIUM 2022-09-13 15:04 2022-09-1315:04  2032-09-13 15:02
° DETECT AV test-vikas MD5 abe0fb9cd0a6c72b280d15f62e09¢776 created by vikas HIGH MEDIUM 2022-09-27 22:03 2022-09-27 22:03 2032-09-27 22:02
0 DETECT AV PrivatelOCXDR... 1P 24.143.127.236 Low Low 2022-10-23 18:29 2022-10-23 18:29 2032-10-23 18:28
° DETECT AV XDR.Backdoor. P 24.143127.201 Low MEDIUM 2022-10-23 18:27 2022-10-23 18:27 2032-10-23 18:26
° DETECT AV XDR.SMB P 45.61.187.162 Low MEDIUM 2022-10-23 18:25 2022-10-23 18:25 2032-10-23 18:25
° DETECT AV PrivatelOCXDR... URL http://toptools100.com/cgi-bin-py/weather_... Low MEDIUM 2022-10-23 18:23 2022-10-23 18:31 2032-10-23 18:21
° DETECT AV demao DOMAIN omnatuor.com HIGH MEDIUM 2022-12-18 19:49 2022-12-18 19:49 2032-12-18 19:48
° PREVENT AV web DOMAIN 2002.discussion.communit ity HIGH HIGH 2021-03-03 00:03 2021-03-0316:32  2031-03-03 16:52
° PREVENT AV web DOMAIN 3322.0rg HIGH HIGH 2021-03-03 00:03 2021-03-03 16:52 2031-03-03 16:52
0 PREVENT AV web DOMAIN 37765128d75u9m4muli.z1.web.core window.. HIGH HIGH 2021-03-02 22:03 2021-03-03 16:52 2031-03-03 16:52
o PREVENT AV web DOMAIN 7008.xg4ken.com HIGH HIGH 2021-03-02 22:03 2021-03-03 16:52 2031-03-03 16:52
° PREVENT AV web DOMAIN 8023f3c8.sibforms.com HIGH HIGH 2021-03-02 22:03 2021-03-03 16:52 2031-03-03 16:52
° PREVENT AV web DOMAIN 6631f33cf2a31032b.com HIGH HIGH 2021-03-02 22:03 2021-03-03 16:52 2031-03-03 16:52
° PREVENT AV web DOMAIN 5088.xg4ken.com HIGH HIGH 2021-03-02 22:03 2021-03-03 16:52 2031-03-03 16:52

Item Description

Enabled Indicates whether the Action is enabled (enforced) on the 1oC.

Action The action enforced on the 10C:

® Detect
® Prevent

Blade The software blade that the 10C triggers:

® Anti-Bot(AB)
® Anti-Virus(AV)

Name Name of the loC.

Type loC type:

® Domain

® |P address

® URL

® File - MD5, SHA1 or SHA256 hash key

Value Value of the loC.

Confidence Confidence level of the 10C detection.

Severity Severity of the loC.

Created Date and time on which the 1oC was created.
Modified Date and time on which the loC was last modified.

Expires Date and time when the 1oC expires. After the 10C expires, it is deleted
automatically.
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Creating a New loC

Note - You can also add |oCs to loC Management from the Incidents tab. See
"Adding or Editing an Indicator or Artifact in loC Management" on page 107.

1. Inthe Legacy loC Management menu bar, click New.

The Add Indicators window appears.

ADD INDICATORS X

+ Advanced

Indicator Type *Value
AUTO v Blade
®  Anti-virus Anti-Bot
P
* Name
I0C name
* Confidence * Severity
LOwW v MEDIUM -
Comment
* Expiration Date
Enabled Action :
02/02/203312:38:12 2]
. ® Detect Prevent - °

2. Enterthese:
® |ndicator Type - Select the loC type.
® Value - Enter the value of the loC.

® Name - Enter a name for the 10C.
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= (Optional) Comment

This name and comment appears in the log created when the relevant blade
detects or prevents the loC.

® Enable an Action - Detect or Prevent.
3. Click Advanced.
® Select a Blade that the 10C triggers.
® Select Confidence and Severity levels for the trigger.

® Select an Expiration Date. After the expiration date, the loC is deleted
automatically.

If the values for these fields are not defined, indicators are added with default
values, as shown in the previous screen.

4. Click Add.

Adding loCs by Uploading a CSV File

1. Inthe Legacy loC Management menu bar, click Upload from File.

The Upload CSV File window appears.
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UPLOAD CSV FILE X

Choose file

+ Info

Field Name Required Possible Values

Value
Name
Type
Status
Action
Blade
Confidence
Severity
Expires

Comment

+

+

SHAT/SHAZ256/MDS/DOMAIN/URL/IP
Enabled/Disabled

Detect/Prevent

AV/IAB

LOW/MEDIUM/HIGH
LOW/MEDIUM/HIGH

YYYY/DD/MM Date Format

string

* A file can have up to 100 indicators.

* Optional fields that are not filled will have default values.

2. If you have the CSV file to upload:

a. Click Choose file.

b. Browse the select the file and click Upload.

3. If you do not know the format of the CSV file:

a. Click Info > Download CSV Format.

The system downloads Upload_Format.xls.

Download CSV Format

Default Value

Auto detect
Enabled
Detect

AV

LOW

LOW

10 years from updating

UPLOAD

b. Enter the loC information in Upload_Format.xls and upload this file.

Editing and Deleting an 1oC

1. Toeditan loC, select the loC in the loC Management table.

2. Inthe Legacy loC Management menu bar, click Edit.
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In the Edit Indicators window, enter the details and click Update.

3. Todelete an loC, select the 1oC and click Delete.

Filtering 1oCs

1. Inthe Legacy loC Management menu bar, click T :
The Filter pane appears.
2. Select the parameter to filter the loCs.

The loC Management table refreshes and shows only the |0Cs relevant to the applied
filter.

Exporting l1oCs
1. Inthe Legacy loC Management menu bar, click Export.
2. Select one of these export options:
® Export All - To export information of all the 10Cs in the loC Management table.
® Export Filtered - To export information of the 10Cs relevant to the applied filter.

= Export Selected - To export information of only the selected 1oCs in the 1oC
Management table.

System downloads a CSV file with the 1oC information.

Configuring loC Management

After you successfully onboard to XDR:

Check Point XDR Administration Guide | 224



Intelligence

1. Inthe Legacy loC Management menu bar, click Show feed URLSs.

The Feed URLS window appears.

FEED URLS x

Prevent URL:
https://feeds.now.checkpoint.com/public_feeds/hS74xp_MgMhGWweYLrPAkg.csv [

Detect URL:
https://feeds.now.checkpoint.com/public_feeds/pTLaozGyPmPBEpYfZHuswWuUA.Csv l_.'

To configure 10C management on GW versions before R21 copy both cormmands and run them on the

GW CLI. For more information please see this SK

Regenerate LRL's CONFIRM

When you onboard to XDR, two feeds in .cvs format are created for Prevent and Detect
actions. To create these files again, click Regenerate URLs.

2. Copy the Prevent URL and the Detect URL to a text file.

For example:

https://feeds.now.checkpoint.com/public feeds/XXXXXXXXXX.CSV

https://feeds.now.checkpoint.com/public feeds/XXXXXXXXXX.CSV
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3. In SmartConsole:
a. From the left navigation panel, click Security Policies.
b. Inthe middle top pane, click Threat Prevention > Indicators.

c. From the top toolbar, click New > External loC Feed.

The Indicator window appears.

Indicator CL 9 x

v Active

Feed URL: 2
Action: W Prevent v

+ lse gateway proxy for connection
Authentication v
Custom feed settings v

Test Connectivity

# Add Tag

QK Cancel

d. InFeed URL, enterthe Prevent URL from step 2.
e. InAction, select Prevent and click OK.
f. Create a new External l1oC Feed (Follow steps a to c).

g. InFeed URL, enter the Detect URL from step 2.

=

In Action, select Detect and click OK.

You have now created loC feeds for Prevent and Detect actions.

Indicators *- @ N X Q Search.

Name ~  Actions File Name/Feed

:\"3 10C ' Prevent https://feeds.now.checkpaoint.com/public_feeds/ /000000000 0sv
:\*3 N R 10C Detect https://feeds.now.checkpaoint.com/public_feeds/smoooo000. csv-
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i. Install the Threat Prevention policy on this Security Gateway.

For more information, see Importing External Custom Intelligence Feeds in
SmartConsole.

4. In XDR, go to Legacy loC Management and click Show Feed URLs.
Copy the full Security Gateway commands for Prevent and Detect.

Example:

ioc feeds add --feed name InfinitySOCPrevent --transport https
--resource "https://feeds.now.checkpoint.com/public
feeds/xxxxxxxxxxl.csv" --feed action Prevent

ioc feeds add --feed name InfinitySOCDetect --transport https
--resource "https://feeds.now.checkpoint.com/public
feeds/xxxxxxxxxx2.csv" --feed action Detect

5. In SmartConsole:
a. From the left navigation panel, click Gateways & Servers.

b. Right-click the Security Gateway object and click Actions > Open Shell.

Alternatively, connect to the command line on the Security Gateway through a SSH
client.

6. Runthe commands you copied in step 4 from XDR:

Example:

ioc feeds add --feed name InfinitySOCPrevent --transport https
--resource "https://feeds.now.checkpoint.com/public
feeds/xxxxxxxxxxl.csv" --feed action Prevent

ioc feeds add --feed name InfinitySOCDetect --transport https
--resource "https://feeds.now.checkpoint.com/public
feeds/xxxxxxxxxx2.csv" --feed action Detect

7. Close the shell after the operation completes successfully.

Note - If you generate the URLs again, the old feeds are no longer accessible. You
must update the feeds on the Security Gateway and the indicator URL in
SmartConsole.
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Intelligence

Testing loC Management

As a simple test, block access to a website.

If the site is still accessible after you update the loC feed:

—

. Connect to the command line on the Security Gateway for each Cluster Member.

Log in to the Expert mode.

Fetch feeds in debug mode:

SFWDIR/bin/ioc feeder -d -f

. Examine this configuration file:

SFWDIR/conf/ioc feeder.conf

If the file is corrupt, delete the feed, make the required changes in the feed, and add the
feed again.

Examine these files for errors:

B SFWDIR/log/ioc feeder.elg

For example:

Feed log External IOC - External Indicators processing
failedInfinitySOCPrevent: Failed to fetch feed. Resource:
https://feeds.now.checkpoint.com/public
feeds/PersonalFeed.csv, Reason: Peer certificate cannot
be authenticated with given CA certificates

InfinitySOCDetect: Failed to fetch feed. Resource:
https://feeds.now.checkpoint.com/public
feeds/PersonalFeed.csv, Reason: Peer certificate cannot
be authenticated with given CA
certificateshttps://supportcenter.checkpoint.com/supportc
enter/portal?eventSubmit
doGoviewsolutiondetails=&solutionid=sk132193

B SFWDIR/log/ext ioc push.elg
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Migrating to the New loC Management

Prerequisite

You must have Admin role in Global Roles or Specific Service Roles.

Changes to l1oCs During Migration

® |n the new loC Management, enforcement of the loC depends only on the Threat

Prevention policy protection mode set in the related product. For more information, see

"New loC Management" on page 219.

® The legacy loC Management is disabled.

Procedure

To migrate to the New loC Management:

1.

On the Overview page, click the link in the banner at the top.

o ® CHECKPOINT
e Infinity XDR/XPR

= You are currently using an outdated version of I0C Management, clic 0 migrate and activate. Note that this requires updating the new 10C feed on the Gateway, see the Infinity XDR/XPR admin guide for more information

Prevented (0) priority: (€ritical V) ( High Medium Informationa

The Migrate to New loC Management pop-up window appears.
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Migrating to the New loC Management

Migrate to new I0C management x

The new 10C Management has several new and improved features, such as support of third
party 10C feeds and cross-product enforcement. As part of the migration process, all
indicators will be moved from the old I0C Management to the new.

© Addthe feed URL to your Quantum Gateway, see the Import external loC feed admin
guide. Do not remove the old 10C Management's feed until the migration is successful.

New feed URL:
|

What's changing in the migration?

The new I0C Management does not support an explicit action, enforcement of the
Indicators of Compromise will be according to the action defined for the entire feed, in

the Quantum Gateway Policy.

Existing indicators confidence will be updated:

.2 .

After the migration is completed, all indicators in the old 10C Management will be

updated to status “Disabled”

I've completed all the necessary actions for migration to the new I0C Management

2. If you are using the Check Point Security Gateway as an enforcer, then click I-..to copy
the New Feed URL and add it as an loC feed in the SmartConsole. For more
information, see Importing External Custom Intelligence Feeds in SmartConsole.

3. Select the I've completed all the necessary actions for migration to the new loC
Management checkbox.

4. Click Start Migration.
To view the progress of the migration, go to Settings > Audit logs.

After the migration is successful, a confirmation message appears, and the legacy loC
Management and its l10Cs are disabled.

ACCOUNT CONMECTED TO NEW I0C MANAGEMENT x

Your sccount is connected to the new I0C Management! Click here to use the feature.

Now, your Check Point Portal tenant is configured to use the new loC Management.

5. If you are using the Check Point Security Gateway and if you have performed step 2,
then remove the old feed URLs.
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Migrating to the New loC Management

Policy

In the Policy section, you can:

® Configure automatic response when XDR detects an loC with a specified severity. See
"Automations” on page 232.

B Save queries as a rule to generate XDR incidents when a Threat Hunting event matches
the rule. See "Custom Rules" on page 233.

® Configure exclusions for assets, artifacts and insights that are not malicious. See
"Exclusions” on page 236.
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Automations

In the Automations page, you can configure XDR to take prevention actions automatically
when an incident is generated with a specified confidence and severity. Currently, the
automatic response supports adding indicators to loC Management.

Automations

@ Enabled

Automatic 10C management

Indicators from XDR/XPR incidents are added automatically to 10C Management as "Disabled”.

You can activate automatic addition of indicators to 10C Management directly with the "Enabled” setting, setting the thresholds below.
Indicators that do not meet the defined thresholds will be added as "Disabled" and can be changed manually in the I0C Management tab.
@ Files that meet this threshold will be quarantined by Harmony Endpoint

Confidence Severit

dl Medium and above - High and above

For example, you can configure the automatic response that all loCs with severity High and
above must be added to loC Management with the Enabled status.

o Notes:

® By default, XDR automatically adds all the indicators to loC Management with
the Disabled status.

® For the tenants created from July 23, 2023 onwards, the "Legacy loC
Management" on page 219is disabled and only the "New loC Management" on
page 219is supported.

To configure an automatic response:
1. Goto Policy > Automations.
2. Enable the toggle button.
3. Select the required threshold (Confidence and Severity level).

o Note - If the |oC is a file that matches the configured threshold, and if it is detected in
a machine with Endpoint Security Security client installed, the file will be quarantined
by Endpoint Security.
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Custom Rules

Custom Rules allows you to save queries as a rule to generate XDR incidents when a Threat
Hunting event matches the rule.

To create a custom rule:

1.

© ® N o O

10.

Go to Investigate > Threat Hunting.

Run a query and click the e icon from the top right corner of the page.
A ¥ LASTDAY v B HARMONY ENDPOINT v @ NETWORK v Process Name IS cmd.exe + X e Ing e H

ADD CUSTOM RULE A

[ Enabled

In the Rule name field, enter a rule name.
In the Attack name field, enter a name. For example, Emotet.

The system prefixes XDR.CUSTOM to the attack name, for example
XDR.CUSTOM.Emotet. This is useful in finding insights and incidents generated by a
custom rule.

From the Confidence field, select a confidence level for the detection.
From the Severity field, select a severity level for the incident.

In the Description field, enter a description for the rule.

(Optional) In the Comment field, enter comment, if any.

To generate incidents if the Threat Hunting events match the custom rule, toggle Status
to On. Otherwise, the custom rule is only saved and does not generate incidents upon
matching activity.

Click Add.
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11. To view all custom rules created, go to Policy > Custom Rules.

Column Name Description

Status

Rule Name
Confidence
Severity

Attack Name
Description
Creator
Creation Date
Date Last Edited

Comment

Indicates whether the custom rule is enabled or not.
Name of the rule.

Confidence level of the detection.

Severity of the detection.

Name of the attack.

Description of the rule.

Name of the person that created the rule.

Date and time when the rule was created.

Date on which the rule was last modified.

Comment about the rule.

To export the rules to an excel in CSV format, click Export All (CSV).

Managing Custom Rules

To edit a custom rule:

1. Go to Policy > Custom rules.

2. Select the rule you want to edit and click Edit in Threat Hunting.

The system redirects you to the Threat Hunting page that shows the custom rule and the

query.

3. Editthe custom rule and click Update.

To delete a rule:

1. Select the rule you want to delete and click Delete.

2. Click Yes in the confirmation dialog.
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Running a Custom Rule

To manually run the Custom Rule:
1. Go to Policy > Custom rules.
2. Select the rule and click Run in Threat Hunting.

The system redirects you to the Threat Hunting page that shows the custom rule and the
query.
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Exclusions

Exclusions allow you to exclude assets, artifacts and insights from generating incidents.

Note - These exclusions affect only the creation of incidents in Check Point XDR and
do not affect the policies of the on-boarded products.

Simple Exclusions

Simple exclusions allow you to exclude assets and artifacts, so that XDR excludes them from
both current and future incidents. For example, an asset that represents an approved network
scanner.

To create a Simple exclusion for the XDR incidents:
1. Go to Policy > Exclusions.
2. Click New.

The New Exclusion window appears. The Simple exclusion tab is displayed by default.
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Exclusions

MNew Exclusion ®

Excluded values will not generate XDR/XPR incidents.

his will not affect source product policy (i.e. endpoints, gateways)

Exclusion
Simple Advanced

Field *

Haost

Value *
Expiration date (UTC]

=]

3. From the Field list, select the type of asset/ artifact:
® To add an exclusion for a machine:
i. Select Host.

ii. Inthe Value field, enter the host name or the IP address.

® To add an exclusion for an email address, select Email address and enter the

email address.
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® To add an exclusion for a URL, select URL, and enter the URL.

® To add an exclusion for a file MD5 key, select File MD5, and enter the file MD5
key.

® To add an exclusion for IP address:
i. SelectIPv4.
ii. Inthe Value section:
» To add single IP address, select Single and enter the IP address.

» To add a range of IP address, select Range and enter the From and To
IP address.

e To add the IP address in CIDR, select CIDR and enter the Subnet and
Prefix.

4. (Optional) In the Expiration date (UTC) field, select an expiration date for the exclusion.
After this date, XDR starts creating incidents for this asset/artifact. By default, there is no
expiry date for an exclusion.

5. (Optional) In the Exclusion comment section, enter a description about the exclusion.

6. Click Create.

Advanced Exclusions

Advanced exclusions allow you to exclude insights so that XDR excludes them from
generating future incidents. Optionally, you can also exclude insights generated in the past. If
all the standalone insights of an incident are excluded, then the incident is also excluded.

o Note - You can also create Advanced Exclusions from the:

® QOverview page. See "Creating Advanced Exclusions from an Incident" on
page 76.

® Insights & Forensics page. See "Creating an Advanced Exclusion from an
Insight" on page 113.
To create an Advanced Exclusion:
1. Goto Policy > Exclusions.
2. Click New.
The New Exclusion window appears.

3. Click the Advanced tab.
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New Exclusion b 4

Excluded values will not generate XDR/XPR incidents.

his will not affect source product policy (i.e. endpoints, gateways)

Exclusion

Simple Advanced + Add

b
Value (at least one of the values be excluded) *
-
et exclusion retroactively
Retroactive exclusions will remove related incidents and insights. This may take some

Ewniraticom date T

cxpiration date (U 1L
5]

Exclusion comment

4. From the Field list, select the insight field(s) to be excluded. Fields are the column
names in the Insights & Forensics page.

5. To add or remove a field, click + Add. The fields already selected are marked with v
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® To add, hover over the field name and click +.

® Toremove an already selected field, click the field name.

Excluded values will not generate XDR/XPR incidents.
This will not affect source product policy (i.e. endpoints, gateways)
Exclusion
Simple Advanced + Add
- D searc
W Artack family
value {at least one of the values be excluded) ™
"  Arack name
T107
+ Elade
~ v Tags
. " Mitre technigques
Mitre sub-techniques
Value ::5: edst one of the values will be excluded) ™
File name
Endpoint TrendMicro python.exe

In the Value field, enter the field values to be excluded. XDR applies this exclusion on
insights that contain all the above fields and any of these values.

Repeat steps 5 and 6 to add another field and value.
(Optional) To exclude the incidents already generated based on this insight:

a. Selectthe Set exclusion retroactively checkbox.

I +' | Set exclusion retroactively

Retroactive exclusions will remove related incidents anc nsignts. 1Nis may take some
Com s e T Dot T T
23t date (UL Expiration aate (Ui

E 22
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b. Inthe Start date (UTC) field, select a date within the last 90 days. XDR excludes
all the incidents that were generated from this date based on this insight. To revert
the exclusion, see "Reverting a Retroactive Exclusion" below.

9. (Optional) In the Expiration date (UTC) field, select an expiration date for the exclusion.
After this date, XDR generates incidents for this insight. By default, there is no expiry
date for an exclusion.

10. (Optional) In the Exclusion comment section, enter a description about the exclusion.
11. Click Create.

The exclusion is added to the Exclusions table.

in the Start Date column indicates that the system has successfully executed the
retroactive exclusion. @ indicates that the system failed to execute the retroactive exclusion.

+
9
]

10 Acack famify (utmwebfilier) 10 Aack neme (utmewebfliter URL be! 372 Active A Mor13,204  pec17,2083 ©

Reverting a Retroactive Exclusion

You can revert a retroactive exclusion to restore the incidents excluded by this exclusion.

To revert a retroactive exclusion:
1. Go to Policy > Exclusions.
2. Inthe Exclusions table, for the exclusion you want to revert, hover over the Start Date,

click * and then click Revert retroactive exclusion.

=tart Llat

m

Mar 17, 2024 reverted

Jan 2, 2024 s

Revert retroactive exclusion

If the revert is successful, reverted message appears in the Start Date column.
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If revert fails, revert failed message appears.

v TE - a e =
v =0 I A me (utm cti Dec17.2023 @
...... v te0 1 Asackname (i a

Editing an Exclusion

To edit an exclusion:
1. Goto Policy > Exclusions.
2. Select the exclusion and click Edit.
The Edit Exclusion window appears.

3. Make the necessary changes for the exclusion and click Submit.

o Note - You cannot edit an exclusion for which retroactive or revert operation is in
progress.

Exporting Exclusions

To export the exclusions:
1. Goto Policy > Exclusions.
2. Click Export All (CSV).

The system downloads the report in the CSV format.
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Settings

In the Settings section, you can:

View the integrated third-party security products. See "Integrations" on page 244.

View the volume of product logs processed by XDR and compare it with the actual
entitlement. See "Log Processing" on page 333.

View XDR activity report. See "Reports"” on page 350.

Send email, Slack and Microsoft Teams notifications when an incident with a specified
priority is generated. See "Notifications"” on page 358.

View the record of activities in XDR. See "Audit Logs" on page 369.
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Integrations

Check Point XDR (formerly Infinity XDR/XPR) allows you to integrate third-party security
products for unified security coverage. It analyzes the security events from the third-party
security products and generates incidents with an appropriate priority based on the severity
and confidence level of the detection, and provides automatic mitigation to the incident.

i)

Note - Check Point XDR fetches alerts from the third-party integration and creates
incidents based on its detection rules. While alert details are the same in both
systems, incident information may differ. For more information about the incident,
refer to the third-party system.

Check Point XDR supports integrations with these third-party security products:

"Microsoft 365 Defender for Endpoint" on page 245
"Fortinet FortiGate Next Generation Firewall" on page 249
"CrowdStrike Falcon" on page 263

"Singularity Endpoint" on page 271

"Palo Alto Networks Next Generation Firewall" on page 282
"Trend Vision One for Endpoint" on page 305

"Cisco Firepower Threat Defense" on page 311

"Okta" on page 328
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Microsoft 365 Defender for Endpoint

Microsoft 365 Defender for Endpoint is an enterprise endpoint security platform designed to
help enterprise networks prevent, detect, investigate, and respond to advanced threats.

XDR analyzes the alerts generated in Microsoft 365 Defender for Endpoint and takes relevant
corrective action, such as quarantine a file, terminate a process, or isolate a machine
automatically through Check Point Playblocks.

For more information on suggested preventive actions, see Incidents Overview > "Prevention”
on page 70.

Prerequisites

® Active subscription to Microsoft 365 Defender for Endpoint.

®  Administrator privileges to add integration to Microsoft 365 Defender for Endpoint.
Integrating Microsoft 365 Defender for Endpoint

1. Log in to the XDR Administrator Portal.
2. Goto Settings > Integrations.

3. Inthe Available integrations section, in the MS 365 Defender Endpoint widget, click
Integrate.

Available integrations

Harmony Email & Collaboration Quantum Gateway

Integrate with Harmony Email & Collaboration Integrate with Quantum Gateway

View admin guide to integrate View admin guide to integrate >

FortiGate E] MS 365 Defender Endpoint
Not integrated Not integrated

Integrate Integrate
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4. In the Microsoft authentication pop up, log in to the relevant user account with

administrator credentials.

5. Accept the required permissions and click OK.

Permissions requested

Review for your organization

Horizon XDR/XPR

This application is not published by Microsoft.

This app would like to:

Read organization information
Sign in and read user profile
Run advanced gueries
Read machine information
Isolate machine

Stop and quarantine file
Read all alerts

Read file profiles

Stop and quarantine file
Isclate machina

Read all machine profiles

Run advanced gueries

L LKL LK

Run advanced hunting queries

After successful authentication, XDR integrates successfully with Microsoft 365

Defender for Endpoint.

6. To check if the integration is successful, in the XDR Administrator Portal:
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® Go to Settings > Integrations.

Microsoft 365 Defender for Endpoint

In the Integrated products section, verify if MS 365 Defender Endpoint is listed as

Active.

Integrations
Integrated products

Harmony Email & Collaboration

& Active

[ Falcon Endpoint

@ Active

Notes -

(@] Harmony Endpoint

& Active

=2 Firepower

D Harmony Mobile

@ Active

0 FortiGate

A Quantum Gateway

@ Active

[ Ms 365 Defender Endpoint

@ Active

Account name
Check Point demo

» The widget will display Inactive status until XDR begins receiving

logs from Microsoft 365 Defender for Endpoint.

« If the integration failed, the widget shows the status as Failed. For
assistance, contact Check Point Support.

[Mm] MS 365 Defender Endpoint

E:] Failed
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Microsoft 365 Defender for Endpoint

® Go to the Overview page and in the Connectivity widget, verify if MS 365
Defender Endpoint is listed as connected.

Connectivity

@ . . o ) 2 65 d
@ Singularity Endpoint = MextGen Firewall [ M5 =6- LEETLE
Endpoint
< SentinelOne Falo Alto Metworks Microsoft >
] . ] . & Harmony Email &
8 Falcon Endpoint FortiGate -
2 P S Collaboration

Crowd Strike Fortinet Check Point

IOC Management

You can manage Indicators Of Compromise (loCs) on Microsoft 365 Defender for Endpoint.
You can import a list of loCs to it in CSV format. For more information, see Microsoft Defender

documentation.

Deleting the Integration

1. Go to Settings > Integrations.

2. Inthe MS 365 Defender Endpoint widget, click :,
3. Click Delete.

The Delete Integration window appears.

DELETE INTEGRATION? b4

Deleting this integration will disconnect Infinity
XDR/XPR from Microsoft Defender. This action can not
be reverted. To reconnect you will need to re-

integrate the product.

No Yes

4. Click Yes.
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Fortinet FortiGate Next Generation Firewall

Fortinet FortiGate Next Generation Firewall

Check Point XDR analyzes the syslogs from FortiGate Next Generation Firewall for malicious
activity and enforces the preventive or corrective action through the firewall.

Integrating FortiGate Next Generation Firewall

1. Log in to the XDR Administrator Portal:

a. Go to Settings > Integrations.

Integrations

J MS 365 Defender Endpoint =_= Fortigate

eceive logs from Microsoft Defender Receive logs from Fortinet/Fortigate logging device

Integrate Integrate

b. Inthe Fortigate widget, click Integrate.

Check Point XDR Administration Guide | 249



Fortinet FortiGate Next Generation Firewall

c. Click Download all to download the zip file that includes these certificates:
® checkpoint-syslogs-cert.pem
® checkpoint-syslogs-key.pem

® checkpoint-syslogs-ca.pem

Fortigate Integration x

Steps for integration

Integrate with Fortigate by downloading certificates and
uploading them in Fortigate to ensuring a two-way trust for
secure communication.

View Admin guide for details.

Certificate &, Download all

(::,) Checkpoint-syslogs-cert.pem
1

et e vt e A
Expiration Date: Nov 6, 2024

(::,) Checkpoint-syslogs-key.pem
1

et e vt e A
Expiration Date: Nov 6, 2024

(::,) Checkpoint-syslogs-ca.pem
1

et e vt e A
Expiration Date: Nov 6, 2024
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d. Click Close.

The Fortigate widget status changes to Active.

Integrated

® Active

Fortigate

LA

Certificate expiration date
Mowv 6, 2024

FortiGate VM64-

@ Dashboard

a. Go to System > Certificates.

2. Loginto the FortiGate Next Generation Firewall Administrator Portal:

SK Security Fabric >
$ Network >
o]

£ System

Administrators

Admin Profiles
Firmware

Settings

HA

SNMP

Replacement Messages
FortiGuard

Feature Visibility

B Policy & Objects >
& Security Profiles

& User & Authentication >
Il Log & Report >

[ Local CA Certificate @
B9 Fortinet_CA_SSL

¥ Fortinet CA Untrusted

B9 CheckpointSyslogs
B9 Fortinet_Factory

B9 Fortinet_Factory_Backup
B Fortinet_SSL

¥ Fortinet SSL_ 1) i
9 Fortinet_SSL_M Yt
& ForametssL 1IN
BF Fortinet_SSL_1 1 1 i
B9 Fortinet SSLE| [ 1M1 ]

5

Fortinet_SSL_II I1/1
55 Fortinet SSLATII I
& Fortinet SSL_||| 111 11

C = US, ST = California, L = Sunnyvale, Q = Fortingt. OU = Certificate Aut...

4 # Edit [ Delete | 3 Import~ | @ View Details Search ‘ Q ‘
Name & Subject = Comments =

This is the default CA certificate the SSL Inspection will use when genera...

C = US, ST = Callifornia, L = Sunnyvale, O = Fortinet, OU = Certificate Aut...

C=US, ST = LA, L= New Orleans, O = tenant-id, CN = logs.ghn.me, email...
C=US, 8T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C=US, 8T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C=US, 8T = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...
C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate, CN ...

This is the default CA certificate the SSL Inspection will use when genera...

1Yl [ Local Certificate €@

This certificate is embedded in the hardware at the factory and is unique...
This certificate is embedded in the hardware at the factory and is unique...
This certificate is embedded in the hardware at the factory and is unique...
This certificate is embedded in the hardware at the factory and is unigue...
This certificate is embedded in the hardware at the factory and is unigue...
This certificate is embedded in the hardware at the factory and is unigue...
This certificate is embedded in the hardware at the factory and is unigue...
This certificate is embedded in the hardware at the factory and is unigue...
This certificate is embedded in the hardware at the factory and is unigue...
This certificate is embedded in the hardware at the factory and is unigue...

This certificate is embedded in the hardware at the factory and is unigue...
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b. From the Import list, select Local Certificate:

Q | Import Certificate x
Type Local Certificate | PKCS #12 Certificate

. Certificate file © checkpoint-syslogs-cert.pem

will Key file © checkpoint-syslogs-key.pem

il Password @

. Certificate Name | CheckpointSyslogs

acto
acto Cancel
acto
acto
acto

i. Inthe Type field, select Certificate.

ii. Inthe Certificate file field, click @ and upload the checkpoint-syslogs-
cert.pemfile.

iii. Inthe Key file field, click © and upload the checkpoint-syslogs-key.pemfile.
iv. Inthe Certificate Name field, type CheckpointSyslogs.

v. Click OK.
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c. From the Import list, select CA Certificate:

0S|
), | Import CA Certificate x

Type Online SCEP QEIE
I Upload =~ @ checkpoint-syslogs-ca.pem

Il'd

il

o

rto

i. Inthe Type field, select File.

ii. Inthe Upload field, click © and upload the checkpoint-syslogs-ca.pemfile.
ii. Click OK.
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d. Click B icon in the right top corner to open the CLI terminal and run:

config log syslogd setting

0 Note - If you have used sys1ogd with another integration, use
syslogd?2, syslogd3, or syslogd4

set status enable

set format cef

set server<Production server IP address of the region. For EU, it is
20.76.50.141. For US, itis 20.22.126.247. For UAE, itis 20.174.45.149>

set mode reliable
set enc-algorithm high

set certificate CheckpointSyslogs

Note - Make sure the certificate name matches the name entered in the
Certificate Name field. See step 2.b.iv in Integrating the Fortinet
FortiGate Next Generation Firewall.

set port 6514

end

CLI Console (1)

FGVMBeeeees82597 # config log syslogd setting
FGVMEBeBeee82597 (setting) # set status enable
FGVMEBeBeee82597 (setting) # set format cef
FGVMeeeseees82597 (setting) # set server || Il |l ||

FGVMEeeeeee82597 (setting) # set mode reliable
Port changed to default (6514)

FGVMEBeeeee82597 (setting) # set enc-algorithm high
Port changed to default (6514)

FGVMEBeeeee82597 (setting) # set certificate CheckpointSyslogs

FGVMBBBBRPB82597 (setting) # set port jf||

FGVMBOBBRARBB2597 (setting) # end]]
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e. GotoLog & Report > Log Settings in the left pane and make sure the Send logs
to syslog toggle button is turned on.

& User & Authentication > 5000MB

I Ll Log & Report ~ 000 Me
Forward Traffic 40.00 MB
Local Traffic 30.00 MB
Sniffer Traffic 20,00 ME
Events 1000 MB
AntiVirus on
Web Filter 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 o
SsL M Disk Usage
DNS Query

Remote Logging and Archiving

File Filter

Send logs to FortiAnalyzer/FortiManager @ Enabled = RBEE ]
Application Control

Intrusion Prevention

Send logstosyslog @ &

Anomaly IP Address/FQDN RREARE
Log Settings w
Threat Weight @ Cloud Logging Settings

UUIDs in Traffic Log @

Address (B
3. Tocheck if the integration is successful, in the XDR Administrator Portal:

® Go to Settings > Integrations.

In the Integrated products section, verify if FortiGate is listed as Active.

Integrations

Integrated products

Harmony Email & Collaboration E] Harmony Endpoint D Harmony Mobile
Q Active Q Active Q Active
@ Falcon Endpoint =9 Firepower /A FortiGate
o Active Q Active Q Active
Certificate expiration date Certificate expiration date
Nov g, 2024 MNov 6, 2024

Note - The widget will display Inactive status until XDR begins receiving
logs from FortiGate Next Generation Firewall.
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® Go to the Overview page and in the Connectivity widget, verify if Fortigate is listed
as connected.

Connectivity

S & _ & :

Bs Harmony Email =  Quantum Gateway B Defender Endpoint
&

& Harmony Endpoint Iﬁ? Fortigate

Disabling the Integration

You can disable the integration to stop XDR from reading the FortiGate Next Generation
Firewall's syslogs.

1. Login to the FortiGate Next Generation Firewall web portal and do one of these:
= Click B icon in the right top corner to open the CLI terminal and run:
config log syslogd setting
set status disable

end

® GotoLog & Report > Log Settings and turn off the Send logs to syslog toggle
button.

2. Tore-enable the integration:
a. Loginto the FortiGate Next Generation Firewall web portal.
b. Click Eicon in the right top corner to open the CLI terminal and run:
config log syslogd setting
set status enable
set certificate CheckpointSyslogs

end

o Note - Make sure you use the latest certificate name.

Check Point XDR Administration Guide | 256



Fortinet FortiGate Next Generation Firewall

Regenerating the Certificate

If you revoke a certificate, you must regenerate and upload the certificate to the FortiGate Next
Generation Firewall web portal within two days.

1. Log in to the XDR Administrator Portal:

a. Go to Settings > Integrations.

b. Inthe Fortigate widget, click E.
c. Click Regenerate Certificate.

The Regenerate Fortigate Integration window appears.

Regenerate Fortigate Integration b4

Steps for integration

Integrate with Fortigate by downloading certificates and
uploading them in Fortigate to ensuring a two-way trust for
secure communication.

The active certificate will be revoked in 2 days.

View Admin guide for details.

Certificate 4. Download all

@ Checkpoint-syslogs-cert.pem
. N PR

Expiration Date: Nov 15, 2024

Expiration Date: Nov 15, 2024

@ Checkpoint-syslogs-key.pem
f 15

@ Checkpoint-syslogs-ca.pem
. N PR

Expiration Date: Nov 15, 2024

d. Perform steps from 1.c until the end in "Integrating FortiGate Next Generation
Firewall" on page 249.
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Deleting the Integration

1. Go to Settings > Integrations.

2. Inthe Fortigate widget, click .
3. Click Delete.

The Delete Integration window appears.

Delete integration? *

Delete this integration to disconnect from Fortigate?
0 The active certificate will be revoked immediately.

Mo Yes

4. Click Yes.

Configuring loCs

You can use the Public Blend URL in the loC Management to enforce 1oCs on the FortiGate
Next Generation Firewall.
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Fortinet FortiGate Next Generation Firewall

To configure loCs:
1. Log in to the XDR Administrator Portal:

a. Go to Settings > Integrations.

b. Inthe Fortigate widget, click : and select Configure loC.

Integrations

ntegrated
0 Microsoft Defender : ="a Fortigate '
Regenerate Certificate
Bt Active
© Acive o Delete
Configure lolC
Account name Certificate expiration date
Redalice MNow 29, 2024

The Configure loC window appears. It lists three indicator links generated
automatically using the All Indicators link from the Public Blend URL in the 1oC
Management.

c. Click to copy the indicator link.

Configure loC *

For loC configuration instructions please follow this configuration guide.
URL indicators link [l Copy
P indicators link [ Copy
File indicators link  [ij Copy

Please copy the above links into your device to the corresponding indicator type.

For more details please follow the configuration

[Ny}

ide

Close

d. Click Close.

2. Loginto the FortiGate Next Generation Firewall Admin Portal:
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Fortinet FortiGate Next Generation Firewall

a. Go to Security Fabric > External Connectors.

Physical Tapology

Logical Topology

Security Rating

b. Click Create New.
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c. Scroll down and in the Threat Feeds section, select FortiGuard Category.

Threat Feeds
A,
WWw
X127
FortiGuard IP Address Domain Name Malware Hash
Category

The Connector Settings window appears.

New External Connector

Threat Feeds

P
DA

FortiGuard
Category

Connector Settings
Name @

URI of external resource @

HTTP basic authentication @

Username

Password @
Refresh Rate 5 Minutes (1-43200)
Comments 40/255
Status O
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d. Do these:
i. Name - Name of the threat feed.
ii. URI of external resources - URL indicators link copied in the step 1.i.
iii. Turn off the HTTP basic authentication toggle button.
iv. Turn on the Status toggle button.
v. Click OK.
e. Repeat steps 2.b through 2.d with these details:

FortiGate Threat Feed Configure 10C link (from step 1.i)

IP Address IP indicators link

Malware Hash File indicators link

The Threat Feeds widget appears in the External Connectors page.

-5 FortiGate VM64-AWS  FGVM000000082597

@ Dashboard > | % CreateNew | ¢ Edit T Delete

NX Security Fabric v

Threat Feeds
Physical Topology

Logical Topology @ E
< 3 §

Security Rating
Automation FortiGuard Category Threat Feed Malware Hash Threat Feed

Fabric Connectors © Checkpoint [x) [ o) Checkpoint File V] © checkpoint ip (V]
b Network

£ System (1)

B Policy & Objects

>
>
>
& Security Profiles >
>
>

& User & Authentication
Ll Log & Report
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CrowdStrike Falcon

Check Point XDR analyzes the logs from CrowdStrike Falcon management portal for
malicious activity, and suggests preventive actions, which you must manually enforce on the
endpoint.
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Integrating CrowdStrike Falcon
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CrowdStrike Falcon
1. Log in to the CrowdStrike Falcon web portal:

a. Go to Support and resources > API clients and keys.

= Support and resources

el Support and resources

Support ~
oint security
dentity
Exposure management

unter Adv
- Rescurces and tools -~

Support and resources

The API Clients and Keys window appears.

= = supportandresources | APIclients and keys [ Q Ssearch

API Clients and Keys

FDR AWS S3 Credentials and SQS Queue (D For Falcon Data Replicator

(® Create new credentials See action log
Feed Created 3 identifier SQs URL Client ID Actions
SumoLogicl Jan. 6, 2023 20:34:51 = ®
OAuth2 API Clients (D For all OAuth2-Based APIs (@ Base URL: https://api.crowdstrike.com See action log
Client name < Created

©  Last modified <  ClientID <  Actions
Device Fetch Feb. 13, 2023 14:59:51 Feb. 13, 2023 15:05:10

ElC ®
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b. Click Add new API client.
The Create API client window appears.

Create API client X

Tines

AP client for Tines

Scope Read | ‘Write
Alerts [ |
Custom I0A rules

Detections [ -]
Davice control policies

Hosts

Annals

c. Enterthese:
i. Client name
ii. Description
d. Select the relevant scopes checkbox(s).
e. Click Create.
The API client created window appears.

AP client created

Caopy this secred o a sale locstion This is the only time we'll show it If losi, it st
be reset and & now secret generated

Capy 15 clipt

&

(w]

(wl
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f. Click E to copy Client ID, Secret Key and Base URL.
g. Click Done.

2. Loginto the XDR Administrator Portal:
a. Go to Settings > Integrations.

b. Inthe Falcon widget, click Integrate.

™ Falcon

Mot integrated

Integrate

The Falcon Endpoint integration window appears.

Falcon Endpeint integration

Integration with Crowd5Strike requires adding an API key

Copy your Secret Key & Client |D in CrowdStrike and paste it here to set up
the integration.

View Admin guide for details.

LA

Base URL *

beeps AT T TEUITING i =
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c. Enterthese:
i. ClientID
ii. Secret Key
iii. Base URL
d. Click Add.

The Falcon widget status changes to Active.

=~ Falcon :

ﬁ Active

Jan 30, 2024 14:52

3. Tocheck if the integration is successful, in the XDR Administrator Portal:

Check Point XDR Administration Guide | 268



CrowdStrike Falcon

® Go to Settings > Integrations.

In the Integrated products section, verify if Falcon is listed as Active.

Integrated products

Harmony Email & Collaboration EI Harmony Endpoint
@ Active @ Active
IE] Falcon Endpoint : Firepower
@ Active @ Active
Certificate expiration date
Nov 6, 2024

Note - The widget will display Inactive status until XDR begins receiving
logs from CrowdStrike Falcon.

® Go to the Overview page and in the Connectivity widget, verify if Crowd Strike is
listed as connected.

Connectivity

] ] &
M Crowd Strike Mo cAfee Ah Sonic Wal
( Falcon hMcAfee LonicWa >
& & ]
B Trend Micro 2 Palo Alto Networks M centingl One
Trend Vision One dextzen Firewa

Wa SNEUISINIT

Note - If the connectivity status is disconnected for more than 30 minutes,
verify the Client ID, Secret Key and Base URL.
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IOC Management

You can manage Indicators Of Compromise (loCs) on CrowdStrike Falcon and you can import
loCs to it. For more information, see CrowdStrike documentation.

Deleting the Integration

1. Go to Settings > Integrations.

2. Inthe Falcon widget, click E.
3. Click Delete.

The Delete Integration window appears.

DELETE INTEGRATION? x

Delete this integration to disconnect Infinity XDR/XPR
from CrowdStrike Falcon. This action can not be
o reverted. To reconnect you will need to re-integrate

the product.

4. Click Yes.

Supported Preventive Actions

When XDR detects any malicious activity, it generates an incident and recommends
preventive actions to mitigate it. The supported preventive action is to isolate a machine. For
more information, see Incidents Overview > "Prevention" on page 70.
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Singularity Endpoint

Singularity Endpoint

Check Point XDR analyzes the logs from Singularity Endpoint management portal for
malicious activity, and recommends preventive actions to isolate affected endpoints.

Integrating Singularity Endpoint

To configure Singularity Endpoint to send logs to XDR:

—

. Log in to the SentinelOne web portal.
Select your site.

In the left navigation pane, click ==.

> W N

Click the Integrations tab.

™ s st/ 1]
Search in network.

CONFIGURATION NOTIFICATIONS USERS INTEGRATIONS SITES

< Backto My S I Syslog
i
[0
Site * 1Group 2 endpaints SMTP
@D Disable 5YSLOG
Default Group 2 SYSLOG

S50

Host Your syslog host | B 1]

TLS (") Use TLS secure connection

1%

Formatting Information format CEF - Add SIEM Token

lle
I
h

it

DISCARD CHANGES

5. From the Types list, select SYSLOG.
6. Turn off the Disable SYSLOG toggle button to enable syslog.
7. Inthe Host field, enter your syslog server IP address and port:
a. For EU region, enter 20.76.50.141 and port 6514
b. For US region, enter 20.22.126.247 and port 6514
8. Inthe TLS field, select the Use TLS secure connection checkbox.

9. Inthe Formatting field, from the Information formatlist, select CEF.
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10. Click Test.
11. Click Save.

To receive response on Singularity Endpoint from XDR:

Note - This section is optional. Do these steps if you want to issue responses from
XDR on Singularity Endpoint.

1. Login to the SentinelOne web portal.
2. Goto Settings > Users and then click Roles.
3. Create a new role or use an existing one, such as IR Team.

If you are creating a new role, ensure that it includes permissions for Endpoint Threats
and Unquarantine.

Create New Role

Upsiate Fxtwrral Tichet i

Uipsiabe Anabyst Yol

Lrapuw s=firw

Tharmat St

Wty Theeat

Mark Susgicican

Foich Theoat File

Create Shem Threat

4. Create a Service User:
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i. Goto Service Users and click Create New User.

ii. Enter the user details and in the Role section, assign the new user to the IR Team
role or the custom role created in the previous step.

Add a new user

5. Enable API Token Generation:
a. Open the user details.

b. From the Actions list, select APl Token Operations > Allow API Token
Generation.

XDR-Team
Ecit Uper Dietads
Change Paseword
Change Scope of Aotes
B Team

Crmated Ot OF, 2024 1 A Sethngs

Fpines. oy 08, 2004 1

A Taken I.'!.;u-.-lr::h

Ericric AFY Tokoen Casnewabann

feope of Accr Send Reset Paasaord Emasl

CHERCRAMN e Ritart Paitwnrd on Login Bieseniee APY Token

6. Generate the API token and copy it.

o Important - The token is valid for 30 days. You must regenerate it after this period.
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To integrate Singularity Endpoint in XDR Administrator Portal:
1. Log in to the XDR Administrator Portal and go to Settings > Integrations.

2. Inthe Singularity Endpoint widget, click Integrate.

@ Singularity Endpoint

Mot integrated

The Singularity Endpoint Integration window appears.

SINGULARITY ENDPOINT INTEGRATION p 4

Steps for integration
o LOG INTEGRATION ; ] . . . e
Integrate with Singularity Endpoint by downloading certificates

and uploading them in Singularity Endpoint to ensuring a two-way
trust for secure communication.

View Admin guide for details.
Certificate 3, Download all

@ Checkpoint-syslogs-cert.pem
L}

Expiration Date: Nov 7, 2025

@ Checkpoint-syslogs-key.pem
L}

Expiration Date: Nov 7, 2025

@ Checkpoint-syslogs-ca.pem
.

Expiration Date: Nov 7, 2025

Please download the certificates and install them in the Singularity
Endpoint device.

Please follow the Admin guide to perform the steps.

NEXT
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3. Inthe Log Integration section, click Download all to download the zip file that includes
these certificates:
® checkpoint-syslogs-cert.pem
® checkpoint-syslogs-key.pem
® checkpoint-syslogs-ca.pem
4. Click Next.

5. (Optional) To issue responses on Singularity Endpoint, in the API Integration section:

SINGULARITY ENDPOINT INTEGRATION X

APl integration with Singularity Endpoint
o LOG INTEGRATION . ) )
In order to issue responses on the Singularity platform an API

connection is required. Create an access token at Singularity platform

and paste it here to create the APl integration, view Admin guide for

details,
e API INTEGRATION

Access token *

ase JRL *

m

Back FINISH

a. Inthe Access token field, enter the API token copied from the SentinelOne web
portal.
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b. Inthe Base URL field, enter the SentinelOne URL for your account, in this format:

account-name.sentinelone.net

where account-name is the name of your account in SentinelOne web portal.
6. Click Finish.

The widget shows Inactive status until XDR begins receiving logs from Singularity
Endpoint.

(W8] Singularity Endpoint

9 Inactive
Certificate expiration date
Mow 7, 2025

After that, the status changes to Active or Partially active, depending on whether you
have configured APl integration.

7. To check if the integration is successful:
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® |n the Integrated products section:
« If you have configured APl integration, verify if Singularity Endpoint is listed
as Active.

@8] Singularity Endpoint

« If you have not configured API integration, verify if Singularity Endpoint is
listed as Partially active.

[@8) Singularity Endpoint

Partially active

.......

To configure APl integration, click the link in the tooltip or click * andthen
click Edit API credentials.
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« If the access token expired, the integration status appears as Partially active.

@ Singularity Endpoint

Fartially acthve

To make it active, you must generate a new API token in the SentinelOne
web portal and then re-configure API integration.

®  Go to the Overview page and in the Connectivity widget, verify if Singularity
Endpoint is listed as connected.

Connectivity

o o o

=a  Firepower " Singularity Endpoint =3 MNextGen Firewa
& Trend Vision One O G

C 'I_'rﬂ”::l :_I ne " Falcon Endpoint = FortiGate

a SIrke Fortinet

Regenerating the Certificate

If you revoke a certificate, you must regenerate and upload the certificate to the SentinelOne
portal within two days.

1. Log in to the XDR Administrator Portal:

a. Goto Settings > Integrations.

b. Inthe Singularity Endpoint widget, click E.
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c. Click Regenerate Certificate.

The Singularity Endpoint Integration window appears.

SINGULARITY ENDPOINT INTEGRATION

Steps for integration
o LOG INTEGRATION ) . . . " .
Integrate with Singularity Endpoint by downloading certificates

and upleading them in Singularity Endpeint to ensuring a two-way
trust for secure communication.
View Admin guide for details.

@ LT S AT Certificate 3}, Download all

@ Checkpoint-syslogs-cert.pem
L]

Expiration Date: Nov 7, 2025

@ Checkpoint-syslogs-key.pem
L]

Expiration Date: Nov 7, 2025

@ Checkpoint-syslogs-ca.pem
L}

Expiration Date: Nov 7, 2025

Please download the certificates and install them in the Singularity

Endpoint device.

Please follow the Admin guide to perform the steps.

NEXT

d. Perform steps 3 to 7 in Integrating SentinelOne with XDR.

Deleting the Integration

1. Go to Settings > Integrations.

2. Inthe Singularity Endpoint widget, click =.
3. Click Delete.

The Delete Integration window appears.
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Delete integration? X

Delete this integration to disconnect Infinity XDR/XPR
from SentinelOne Singularity Endpoint?. The active

certificate will be revoked immediately.

No Yes

4. Click Yes.

Supported Preventive Actions

When XDR detects any malicious activity that involves SentinelOne Endpoint, it generates an
incident and recommends preventive actions to mitigate it. The supported preventive action is
to:

Isolate potentially infected SentinelOne device (enforced by Endpoint)

Quarantine potentially infected SentinelOne device (enforced by Gateway)

Isolate Endpoint device

Add malicious file indicator Identified by SentinelOne to 10C feed

To view the recommended preventive actions for the incident:
1. Goto Incidents page and click the incident title or hover over the incident and click >.
2. Intheincident Overview page, go to Prevention widget.

The system shows the recommended preventive actions in the Recommendations
section.

3. Toisolate the host, click Isolate.
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Prevention

Prevention (1) Rejected & Expired (3 Audit log

Recommendations

solate 1 host via SentinelOne

4. Click Yes.

Isolate hosts

Isolate hosts via SentinelOne?

solating hosts will disconnect them from the network. This will limit hosts' access to many applications.

NO YES

The host will be disconnected from the network.
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Palo Alto Networks Next Generation Firewall

Check Point XDR analyzes the syslogs from Palo Alto Networks Next Generation Firewall for
malicious activity, and suggests preventive actions, which you must manually enforce on the
endpoint.

Integrating Palo Alto Networks Next Generation Firewall

1. Log in to the XDR Administrator Portal:

a. Goto Settings > Integrations.

Integrations

J MS 365 Defender Endpoint 8.5 FortiGate %2 NextGen Firewall ™~ Falcon

||||| Singularity U McAfee coumesoon ¢ Sonic Wall commssoon
Receive logs from McAfee logging device Receive logs from SenicWall logging device
Not integrated Not inzegrated
-

¥ Symantec counssoon |4 Barracuda cowsscon I Cisco  commesoon ) Helix  comnasoon
Receive logs from Symantec logging device Receive logs from Berracuda logging device Receive logs from Cisco logging device Receive logs from Helix logging device
g Intercept X Endpoint comneseon @ Radius comesons @ Azure Active Directory coumesaon okta Qkta coumesoon

Receive logs from Radius logging device Receive logs from Azure Active Directory logging Receive logs from Okia logging device
Integrate Sophes Endpoint with Check Paint device
XDRIXPR
o Onelogin couneson e Ping comssasn (5 Google Workspace commasoon o Duo CE=m
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b. Inthe NextGen Firewall widget, click Integrate.

The NextGen Firewall Integration window appears.

MNextGen Firewall Integration

Steps for integration
ntegrate with NextGen Firewsall by downloading certificates and
uploading them in NextGen Firewall to ensuring a two-way trust
for secure communication.

View Admin guide for dewails.

Certificate

Please download the certificates and in

Checkpoint-syslogs-certpem

Expiration Date: Feb 5, 2025

Checkpoint-syslogs-key.pem

Expiration Date: Feb 5, 2025

Checkpoint-syslogs-ca.pem

Expiration Date: Feb 5, 2025

h

3 Download all

tall them in the NextGen Firewall device.

Please follow the Admin guide to perform the steps.

c. Click Download all to download the zip file that includes these certificates:

® checkpoint-syslogs-cert.pem

B checkpoint-syslogs-key.pem

® checkpoint-syslogs-ca.pem
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d. Click Close.
The NextGen Firewall widget status changes to Active.

waw

%2 NextGen Firewall

2. Login to the Palo Alto Networks Next Generation Firewall Administrator Portal:

a. Goto Device > Certificate Management > Certificates.

b. Click Import.

DEVICE

NETWORK

ACC MONITOR POLICIES OBJECTS

O PA-220 DASHBOARD
Oitems ) 3 ¥

Default Trusted Certificate Autheorities

Device Certificates
USAGE

D NAME SUBJECT ISSULR CA KEY EXPIRES STATUS ALGORITHM

& Import HAKey gL Export HA Key
#» paloalte

e
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c. From the Import list, select Certificate.

The Import Certificate window appears.
Import Certificate 6]

Certificate Type @ Local SCEP Cloud

Certificate Mame | CPSyslog

Certificate File | 0l ke phpaiees pyskop orrsee Browse, ..
File Format | Basedd Encoded Certificate {PEM) o

|:| Private key resides on Hardware Security Madule

Import Private Key
[ ] Block Private Key Export

Key File | & ifalmrpd e borek i o e oy g e Browse...
Passphirase  sessse

Confirm Passphrase | sessss

d. Inthe Certificate Type field, select Local.
e. Inthe Certificate Name field, enter CPSyslog.

f. In the Certificate File field, click Browse and upload the checkpoint-syslogs-
cert.pemfile.

g. From the File Format list, select Base64 Encoded Certificate (PEM).
h. Select the Import Private Key checkbox.
i. Inthe Key File field, click Browse and upload the checkpoint-syslogs-key.pemfile.

j- Inthe Passphrase field, enter a password. The minimum supported character is
SiX.

k. Click OK.
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I. Click the certificate name.

The Certificate information window appears.

Certificate information

Name New_server_cert
Subject /CN=10.73.108.130
Issuer | /CN=Root_Cert

Mot Valid Before Jun 1

[==]

17:08:38 2020 GMT
Mot Valid After  Jun 18 17:08:38 2021 GMT
Algorithm  RSA
Certificate Authority
Forward Trust Certificate
Forward Untrust Certificate
Trusted Root CA

[V certificate for Secure Syslog

Select the Certificate for Secure Syslog checkbox to use the certificate for SSL
handshake.

Click OK.

Click Import.

O PA-220 DASHBOARD ~ ACC  MONITOR  POLICIES  OBJECTS  NETWORK  DEVICE

| Device Certificates | Default Trusted Certificate Authorities
@ High Availability —_—
By Confiz Audit Q Ditems | 3 ¥
O

& Fassword Profiles . . . . :
NAME SUBJECT ISSULR [ KEY EXPIRES STATUS ALGORITHM USAGE

Administrators

B9 certificates
B Certifeate Profite
2 ocser
& SSLTLS Senvice Profile
O scep
# S5L Decryption Exclusk
7 S5H Service Profile
B Respanse Pages
[ Log Settings
Eﬂ' Server Profiles

a e - "_ ¥ o= Import i rate xport & Import HAKey o Export HA Key (B POF/CS
Legout | Last Legin Time: 11/14/2022 21:17:44 | Session Expire Time: 12 g

onder

g

g
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p. From the Import list, select Certificate Authority (CA).

The Import Certificate window appears.
Import Certificate 6]

Certificate Type (@) Local SCEP Claud

Certificate Mame | CPCAsyslag
Certificate File | L8 meopmer i S ot Ty RO -25 [ Browsa.
File Format | Basedd Encoded Certificate {PEM) o

|:| Private key resides on Hardware Security Madule
[ ] Import Private Key

Key File
Pazsphrasze

Confirm Passphrase

g. Inthe Certificate Type field, select Local.
r. In the Certificate Name field, enter CPCASyslogs.

s. Inthe Certificate File field, click Browse and upload the checkpoint-syslogs-
ca.pemfile.

t. From the File Format list, select Base64 Encoded Certificate (PEM).
u. Click OK.

3. To configure syslog monitoring:
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a. Goto Device > Server Profiles > Syslog.

& Commit & [E Save Q Search

paloalto - e

3 semup
High Availability

B Config Audit

€F Password Profiles

8 administrators

£ Admin Roles

&, Authentication Profile
B Authentication Sequence
User Identification

[EJ WM Information Sources
v (g Certificate Management
& Certificates

&= Certificate Profile
P OCSP Responder
& SSL/TLS Service Profile
B Response Pages
B Log Settings
v Server Profiles.
) SNMP Trap

) Email
) Netflow
[ rRaDIUS

v EBlLocal User Database
S Users
& User Groups.
[ Scheduled Log Export
@aSoftware
@, GlobalProtect Client
@3 Dynamic Updates

. Licenses.

(BAdd |-Jpelete | )Clone

b. Click Add to create a new profile.

The Syslog Server Profile window appears.

Syslog Server Profile

Name

Servers Custom Log Format

NAME SYSLOG SERVER TRANSPORT FORMAT FACILITY

= = SRS (e i EL LOG_USER

(B Add O Delete

Enter the IP address or FQDN of the Syslog server

“ cancel

c. Inthe Name field, enter XDRIntegration.
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d. Click the Servers tab:
i. Inthe Name field, enter a name for the syslog server.

ii. Inthe Syslog Server field, enter your production server IP address:
® For EU region, enter 20.76.50.141
® For US region, enter 20.22.126.247
® For UAE region, enter 20.174.45.149

iii. From the Transport list, select SSL.

iv. Inthe Port field, enter 6514.

v. From the Format list, select BSD.

vi. From the Facility list, select LOG_USER.
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e. Totranslate PAN log format to CEF log format, go to Custom Log Format and in
the Threat field, paste this syntax:
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CEF:0|Palo Alto Networks|PAN-OS5|$Ssender sw

version| $threatid| $type| Snumber-of-severity|rt=Scef-
formatted-receive time deviceExternalld=$serial src=Ssrc
dst=$dst sourceTranslatedAddress=S$natsrc
destinationTranslatedAddress=Snatdst csllLabel=Rule csl=$rule
suser=S$srcuser duser=S$dstuser app=Sapp cs3Label=Virtual
System cs3=$vsys csd4lLabel=Source Zone cs4=$from
cs5Label=Destination Zone cs5=S$to
deviceInboundInterface=$inbound if
deviceOutboundInterface=Soutbound if cs6Label=LogProfile
cs6=Slogset cnlLabel=SessionID cnl=$sessionid cnt=Srepeatcnt
spt=S$sport dpt=Sdport sourceTranslatedPort=Snatsport
destinationTranslatedPort=%natdport flexStringlLabel=Flags
flexStringl=$flags proto=S$Sproto act=Saction request=Smisc
cs2Label=URL Category cs2=S$Scategory
flexString2Label=Direction flexString2=$direction
PanOSActionFlags=S$actionflags externalld=$segno cat=S$subtype
fileId=$pcap id PanOSDGll=Sdg hier level 1 PanOSDGl2=$dg
hier level 2 PanOSDG1l3=8Sdg hier level 3 PanOSDGl4=$dg hier
level 4 PanOSVsysName=Svsys name dvchost=$device name
PanOSSrcUUID=$src_uuid PanOSDstUUID=$dst uuid
PanOSTunnelID=S$tunnelid PanOSMonitorTag=S$Smonitortag
PanOSParentSessionID=S$parent session id
PanOSParentStartTime=S$parent start time
PanOSTunnelType=$tunnel PanOSThreatCategory=Sthr category
PanOSContentVer=$contentver PanOSAssocID=Sassoc_ id
PanOSPPID=Sppid PanOSHTTPHeader=S$http headers
PanOSURLCatList=Surl category list PanOSRuleUUID=Srule uuid
PanOSHTTP2Con=$http2 connection
PanDynamicUsrgrp=Sdynusergroup name PanXFFIP=$xff ip
PanSrcDeviceCat=$src category PanSrcDeviceProf=$src profile
PanSrcDeviceModel=$src model PanSrcDeviceVendor=$src_vendor
PanSrcDeviceOS=$src _osfamily PanSrcDeviceOSv=$src osversion
PanSrcHostname=$src_host PanSrcMac=$src_mac
PanDstDeviceCat=$dst category PanDstDeviceProf=$dst profile
PanDstDeviceModel=$dst model PanDstDeviceVendor=$Sdst vendor
PanDstDeviceOS=3dst osfamily PanDstDeviceOSv=$dst osversion
PanDstHostname=5dst host PanDstMac=3$dst mac
PanContainerName=Scontainer id PanPODNamespace=$pod
namespace PanPODName=Spod name PanSrcEDL=$src_edl
PanDstEDL=Sdst edl PanGPHostID=Shostid
PanEPSerial=$serialnumber PanDomainEDL=Sdomain_ edl
PanSrcDAG=$src_dag PanDstDAG=$dst dag
PanPartialHash=Spartial hash PanTimeHighRes=Shigh res
timestamp PanReasonFilteringAction=$reason
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PanJustification=S$justification PanASServiceType=$nssai sst

@

Svyslog Server Profile
Mame
Servers {Lustam Log Farmat
L= TYPE CUSTOM FORMAT
Config Default
System Drafault
Threat CEFQ[Pala Alta Metwarks|PAM-0585|$fsender_sw_version|$threatid| $oype | $number-of -
severity|re=feef-formatted -receive_time deviesExternalld=$serial sre=fsre dst=$dst
sourceTranslated dddress=$natsre destinationTranslatedAddress=$natdst csllabel=Rula
csd=Frule suser=Fsrcuser duser=$dstuser app=%app cs3label=\irtual System cs3=Fways
codlabel=5ource Zone cod=$from coSlabel=Destination Zone osS5=$to
devicelnboundinterface=$inbound_if device Outbound|nterfaee=$outbound _if
esblabel=LogProfile s6=%logset enllabel=SessionlD cnl=fsessionid cnt=Frepeatent
spt=fsport dpt=$dport sourceTranslatedPort=4natsport
destinationTranslated Port=fnatd port flexString 1Label=Flags flexString 1=$flags
nrotn=tnratn art=%artinn reansst=Fmise o2 abel=L IRl Cate ean o5 2=%eate eans
3
[JEstaping

-

f. Click OK to save the profile.

4. To configure security policy rule action as log forwarding:

a. GotoPolicies > Security.

{ PA-VM DASHBOARD ~ ACC  MONITOR  POLICES ~ OBJECTS  NETWORK  DEVICE

& Searlty

=000 Source Destination

2 qos

B Policy Based Fonvarding NAME Tags TYRE zone ADDRESS user DEvICE zonE ADDRESS DEVICE APFLICATION | SERVICE AcTIoN PROFILE o

" Deeryprion
1 Allow-DropBiox-Uplo.. none universal Internal any any any. External any. any e application-d. @ Allow (Gl E

£ Tomet nspcion - - & s © s Clg E

B Applieation Override

& /:)Zh:mcamn soosle base

3 Dos Protecti

@ sowan 2 Stop-Upiosd none universal P nernal any any any P2 Excernal any any 5 uplead 2 application-0.. [ brop [Blalel 2
3
4 Oubound wivesd  pminena o any an B o any any 2 aslicaiond.. @ Alow EElC) q
5 IGCamemsl nore e sy ay any any BBl B XDRlntegration Y any 38 senvcerhips | [B] peny rene g
6 inumonedefalt  none intrazone any any any any (inteazone) any ay any any Q@ Ao none of
7 interone-defaule iterzone  any any any any any any any any any Bl oeny nane
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b. Select a rule for which you want to enable log forwarding.

The Security Policy Rule window appears.

Security Policy Rule @

General Source Destinaticn Application Service/URL Categery | Actions Usage

Action Setting Log Setting
Action | Allow v Log at Session Start
Log at Session End
Log Forwarding | b s srdag
Profile Setting
Prefile Type | Profiles Other Settings
Anitivirus | default . Sehedule | None

Yulherability Protection | default QoS Marking | Mone

[\ Disable Server Response Inspection
Anti-Spyware | None
URL Filtering | ALERT ALL
File Blocking | None

Data Filtering | None

WildFire Analysis | None

c. Click Actions.
d. Inthe Log Setting section, select the Log at Session End checkbox.

e. From the Log Forwarding list, select XDRIntegration syslog profile to which the
logs to be forwarded.

f. Click OK.
5. To verify log forwarding:
a. Go to Monitor > Logs > System.

b. Make surethe Syslog connection established to server <IP
Address> message is displayed and error messages are not listed.
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MONITOR POLICIES DBJECTS NETWORK DEVICE

O PA-VM

v [ Logs 2
B Trathic RECEIVETIME | TYPE | SEVERITY EVENT orECT DESCRIPTION
[ Threat
0308 11:3324  general
[ URL Filtering
0306 11:3304  url-
5} WildFire Submissions B i
Filtering 0206112234 syslos I Syslog connection established to server] I
P Mateh
02/06 11:22.34  syslog
lotalPrateet
02/06 112203 url-
Tag fltering
B User-l 0308 113401 url-
2 Decryption filtering
) Tunnel Inspeetion 0206112027 | general
B} Configuration 02/0611:20:14  general
2 System Qzes1LAL | url-
R Alarms fltering
Authentication 0208 1118637 dns-
security
'S Unified
2 Packet Caprure 02706 11:17.34 | syslog
« (B App Seope 02/06 11:17:08  syslog
[aal] Summary 0206 111632 url-
fltering
[ change Meniter
G0 Threat bronitor OIS |
@ Threat o 02006111631 url-
(B Netwark Moniter filtering
(@ Trafhic Map 0296 111631 url-
fltering
£9 Session Browser
& Batnet 0206111631 url-
filtering
~ [} POF Reports
e 02/06 111631 url-
[y Manage POF Summary filtering
£ User Activity Report 0306 111631 url-
@) Saa8 Applicatin Usage filtering
[, Report Groups 02/08 111631 url-
fltering
th Email Seheduler
) Meanage Custam Reports
[@ Reports
» [] Resoive hostname

To check if the integration is successful, in the XDR Administrator Portal:

® Go to Settings > Integrations.

In the Integrated products section, verify if NextGen Firewall is listed as Active.

Integrations

ntegrated products

Harmony Email & Collaboration

(@8 Harmony Endpoint

D Harmony Mobile

=8 Quantum Gateway

@ Acive @ Active @ Acwe @ Acive
== Firepower == FortiGate (@) MS 365 Defender Endpoint = NextGen Firewall
@ Acive @ Acive @ Acive

Note - The widget will display Inactive status until XDR begins receiving

logs from Palo Alto Networks Next Generation Firewall.
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® Go to the Overview page and in the Connectivity widget, verify if Palo Alto
Networksis listed as connected.

Connectivity

E-.*..G owed Strike E‘.*-G McAfes .'.’}.G Sonic Wa
< o >
& - )

Regenerating the Certificate

If you revoke a certificate, you must regenerate and upload the certificate to the Palo Alto
Networks Next Generation Firewall portal within two days.

1. Log in to the XDR Administrator Portal:

a. Goto Settings > Integrations.

b. Inthe NextGen Firewall widget, click E.
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Click Regenerate Certificate.

#% NextGen Firewall : I fl
Regenerate Certificate .
Delets

ﬂ' Active :

Configure loC

The Regenerate NextGen Firewall Integration window appears.

Regenerate MextGen Firewall Integration

Steps for integration

ntegrate with NextGen Firewall by downloading certificates and
uploading them in NextGen Firewall to ensuring a two-way trust
for secure communication.

The active certificate will be revoked in 2 days.

Wiew Admin guide for details.

Certificate 4. Download al

Q Checkpoint-syslogs-cert.pem

Expiration Date: Feb 15, 2025

@ Checkpoint-syslogs-key. pem
Expiration Date: Feb 15, 2025
Checkpoint-syslogs-ca.pem

@ Expiration Date: Feb 15, 2025

Please download the certificates and install them in the MextGen Firewall device.

Please follow the Admin guide to perfarm the steps.

Perform steps from 1.c until the end in "Integrating Palo Alto Networks Next
Generation Firewall" on page 282.
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Configuring loCs

You can use the Public Blend URL in the loC Management to enforce 1oCs on the Palo Alto
Networks Next Generation Firewall.

To configure loCs:
1. Log in to the XDR Administrator Portal:
a. Goto New IOC Management > Output (Blends) > Feeds & Configuration.

b. Turn on the Show public blend link toggle button.

Default Blend

Feeds & Configuration Indicators

Introducing 10C Management Blend

Blend Details

Feeds by priority

Default Feed

XDR Feed © 27

c. Goto Settings > Integrations.
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d. Inthe NextGen Firewall widget, click : and select Configure loC.

¥ NextGen Firewall : I il
Regenerate Certificate

& P Celets :

Configure loC

n
_rom
O
1
1

o
(L)}
[ =]
n 0

The Configure loC window appears. It lists three indicator links generated
automatically using the All Indicators link from the Public Blend URL in the [oC

Management.

e. Click to copy the indicators link.

Configure loC b

For loC configuration instructions please follow this configuration guide.
URL indicators link [l Copy
P indicators link (W Copy
File indicators link Il Copy

Please copy the above links into your device to the corresponding indicator type.

ide

For more details please follow the configuration

[Ny}

Close

Note - The Palo Alto Networks Next Generation Firewall do not support
the File indicators link.

f. Click Close.

2. Login to the Palo Alto Networks Next Generation Firewall Administrator Portal:
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a. Go to Objects > External Dynamic Lists.
b. Click Add.

The External Dynamic Lists window appears.

External Dynamic Lists ®

Namel = |

Create List List Enfries snd Exceptions

Type | IP List e

Descripticn

Bource = n B = [ ] . [ :

Serer Authentication

Certificate Profile | Mane e

Check for updates | Ewery five minutes e

Test Source URL Cangel

c. Inthe Name field, enter the name of the External Dynamic List.

d. Click the Create List tab.
e. From the Type list, select IP List.

f. In the Source field, paste the IP indicators link copied in the step 1.e.
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g. Tocheck if the source url is accessible, click Test Source URL.

If the source url is accessible, the Test Source URL window appears with a
message:

Source URL is accessible

Test Source URL

Source LRL is accessible.

h. Click Close.
i. Click OK.
j. Repeat steps 2.b through 2.i with this detail:

Type Source

URL List | URL indicators link (Configure 1oC link from step 1.e)

k. Click Commit at the top right corner to commit your changes.
3. To create a security policy with External Dynamic List (EDL):

a. Goto Policies > Security.

b. Click Add.
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c. Click the Source tab.

Security Policy Rule @
General Saurce Destination Application Service/URL Category | Actions Usage
[ any 4 2y any w~ any w
[ | source zoNE ~ [] source ADDRESS ~ [ | souRcE UsER ~ [0 source Device ~
] BA nternal
() Add () Add () Add () Add
[ Megate

d. Inthe Source Zone column, click Add and from the list, select a source zone.
e. Inthe Source Address column, select the Any checkbox.

f. Click the Destination tab.

Security Policy Rule @

General Source Dastination | Application Service/URL Category | Actions Usage

select w [ any any w
D DESTINATION ZOME D DESTIMNATION ADDRESS -~ D DESTINATION DEWICE
[ = esternal (] [ ¥DR-Integration
() Add () Add ) Add
[ Megate

g. Inthe Destination Zone column, click Add and from the list, select External.

h. Inthe Destination Address column, click Add and from the list, select your
External Dynamic List name.
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profile Type  Resetserver

Reset both client and server

Security Folicy Rule @
General Source Destination Application Service/URL Category Actions \Usage
Action Setting Lo Setting
Action || w [] Log at Session Start
Deny Log at Sessian End
Allaw Log Fonwarding | Mone v
Drop Other Settings
Profile Setting Reset client

Schedule | Mone
QoS Marking | None

\:| Disatle Server Response [nspection

j- Inthe Action Setting section, from the Action list, select one of these:

= Allow
® Deny
= Drop
® Reset client

= Reset server

® Reset both client and server

k. Click OK.

The newly added EDL appears in the policy table.

NAME TAGS TYRE ZONE

1 nane universal g Intermal

Seurce Destination
ADDRESS usER DEVICE ZonE ADDRESS DEVICE APFLICATION | SERVICE ACTION
any any any [P External B any any any [®] peny

I. Click Commit at the top right corner to save your changes.

4. To verify the IP addresses that are newly created in EDL:

a. Go to Objects > External Dynamic Lists.

b. Select your EDL.
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c. Click Import Now at the bottom.

The Import window appears.

Import

Import task has been added to the queue.

Close

d. Click Close.
e. Click Commit at the top right corner to save your changes.
f. To check the available IP addresses on the XDR external feed, select your EDL.

g. Click the List Entries and Exceptions tab.

External Dynamic Lists ®

Name|p____ EoE ™ |

Create List List Entries And Exceptions

List Entries Manual Exceptions
Q Jitems | % W Q, Litem | =3 %
LIST EMTRIES (] | uisT ENTRIES
(] [ oo
L]
L]
N
() Add

Test Source URL Cancel
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Deleting the Integration

1. Go to Settings > Integrations.

2. Inthe NextGen Firewall widget, click E.

3. Click Delete.

The Delete Integration window appears.

Delete integration? x

Delete this integration to disconnect Infinity XDR/XPR
from Palo Alto Networks NextGen Firewall?. The active

certificate will be revoked immediately.

No Yes

4. Click Yes.
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Trend Vision One for Endpoint

Check Point XDR analyzes the alerts generated in Trend Vision One for malicious activity, and
suggests preventive actions, which you must manually enforce on the endpoint.

Integrating Trend Vision One for Endpoint

1. Log in to your Trend Micro Vision One portal:
a. Go to Administration > User Accounts.
b. Select the account that is associated with your XDR Administrator Portal.
The Edit Account window appears.

c. Make sure that the Access level is set to Trend Micro Vision One™ console and
APIs.

Trend Micro Vision One™  user accounts @QUTC+00:00 4 [aelladata
Edit Account

Account Type:

SAML account

licro Vision One™ console and APIs

Authe: oken:

oy e vy g o e e g Y ]

{5} Administration

Single Sign-On

Description:

User Roles

Product Cannector

Third-party Integration

Alert Notifications

Audit Logs

Remote Support

License Information

=

d. Inthe Authentication token field, click '® to copy the token. If the API token is
missing, click Generate new authentication token to generate the token and then
click 'm.

e. Click Add.

2. Loginto the XDR Administrator Portal:

Check Point XDR Administration Guide | 305



Trend Vision One for Endpoint

a. Go to Settings > Integrations.

Integrations
Available integrations

Q MS 365 Defender Endpoint 2.2 FortiGate ¥% NextGen Firewall ™ Falcon

Not integrated Not integrated Not integrated Not integrated

||||| Singularity U McAfee counesoon € SonicWall counssoon
Receive logs from McAfee logging device Receive logs from SonicWall logging device
Not integrated
-

¥ Symantec counesoon | Barracuda cowssseon il CisCo  cownesoon ) Helix  commasoon
Receive logs from Symantec logging device Receive logs from Barracuda logging device Receive logs from Cisco logging device Receive logs from Helix logging device
g Intercept X Endpoint <emnesoon ‘ Radius cownesoon @ Azure Active Directory <ownesoon okta Okta coumesoon

Receive logs from Radius logging device Receive logs from Azure Active Directory logging Receive logs from Okta logging device
Integrate Sophos Endpoint with Check Paint evice
XDRIXPR
o Onelogin  counezeon PG Ping counaseon G Google Workspace  couasson o Duo coumeseon

b. Inthe Trend Vision One widget, click Integrate.

The Trend Vision One Endpoint integration window appears.

Trend Vision One Endpoint integration

Integration with Trend Micro requires adding a token

Create an access token at Trend Micro platform and paste it here to set up
the integration.

View Admin guide for details.

Region *
Australia -

c. Inthe Access token field, paste the authentication token copied in step 1.d.

d. From the Region list, select your region.
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e. Click Add.

The Trend Vision One widget status changes to Active.

@ Trend Vision One :

3. Tocheck if the integration is successful, in the XDR Administrator Portal:
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® Go to Settings > Integrations.

In the Integrated products section, verify if Trend Vision One Endpoint is listed as
Active.

Integrations

Integrated products

Harmony Email & Collaboration (@] Harmony Endpoint
& Active & Active

Firepower : FortiGate

& Active & Active

Certificate expiration date Certificate expiration date

Mow 6, 2024 Mow 6 2024

(@) Trend Vision One Endpoint

& Acive

Note - The widget will display Inactive status until XDR begins receiving
logs from Trend Vision One Endpoint.
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® Go to the Overview page and in the Connectivity widget, verify if Trend Micro is
listed as connected.

Connectivity

] ] &
B Crowd Strike M picAfee AL SonicWal
< Fa McAfee LonicWa >
] ] ]
B Trend Micro B Palo Alto Networks By  Sentinel One
Trend Vision One MextGen Firews Singularity

IOC Management

You can manage Indicators Of Compromise (loCs) on Trend Vision One for Endpoint. You can
import loCs to it through different methods including CSV, OpenlOC, and STIX files. For more
information, see Trend Micro documentation.

Deleting the Integration

1. Go to Settings > Integrations.

2. Inthe Trend Vision One widget, click E.

3. Click Delete.

The Delete Integration window appears.

DELETE INTEGRATION? b 4

Delete this integration to disconnect Infinity XDR/XPR
from Trend Micro Trend Vision One Endpoint. This

0 action can not be reverted. To reconnect you will need
to re-integrate the product.

NO Yes

4. Click Yes.
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Supported Preventive Actions

When XDR detects any malicious activity, it generates an incident and recommends
preventive actions to mitigate it. The supported preventive action is to isolate a machine. For
more information, see Incidents Overview > "Prevention" on page 70.
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Cisco Firepower Threat Defense

Check Point XDR supports integration with Cisco Firepower Threat Defense (FTD) firewall by
using syslog-ng (Log Management Solution) to collect its syslogs. XDR analyzes the syslogs
for malicious activity and suggests preventive actions, which you must manually enforce on
the firewall.

Integrating Cisco Firepower

1. Log in to the XDR Administrator Portal:

a. Go to Settings > Integrations.

Integrations

J MS 365 Defender Endpoint 2.2 FortiGate ¥% NextGen Firewall ™ Falcon

tegrated
Integrate.

) Singularity %) Trend Vision One McAfee coumesoon ¢ SonicWall coumesoon
[ gularity L]

Receive logs from McAfee logging device Receive logs from SonicWal logging device

4 Barracuda comnszas ol CiSCO (coumEsan ) Helix commasonn

Receive logs from Barracuda logging device Receive logs from Cisco logging device Receive logs from Helix logging device

g Intercept X Endpoint  <emnesoon ‘ Radius commesoon @ Azure Active Directory cowneseon okta Okta cownesoon
Receive logs from Radius logging device Receive logs from Azure Active Directory logging Receive logs from Okta logging device
Integrate Sophos Endpoint with Check Paint device
XDRIXPR
o Onelogin  counezeon PG Ping couneso (& Google Workspace counaseon o Duo coumeseon
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b. Inthe Cisco widget, click Integrate.

The Cisco Firepower Integration window appears.

Cisco Firepower Integration X

Steps for integration

Integrate with Cisco Firepower by downloading certificates and
uploading them in Cisco Firepower to ensuring a two-way trust for
secure communication.

View Admin guide for details.

Certificate 4. Download all

@ Checkpoint-syslogs-cert.pem
Na  Expiration Date: Feb 19, 2025

@ Checkpoint-syslogs-key.pem
MR Expiration Date: Feb 19, 2025

Checkpoint-syslogs-ca.pem
NA  Expiration Date: Feb 19, 2025

Please download the certificates and install them in the Cisco Firepower device.

Please follow the Admin guide to perform the steps.

Close

c. Click Download all to download the zip file that includes these certificates:
® checkpoint-syslogs-cert.pem
B checkpoint-syslogs-key.pem

® checkpoint-syslogs-ca.pem
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d. Click Close.

The Cisco Firepower widget status changes to Active.

‘e Cisco Firepower

& Active

Certificate expiration date

Feh 19, 2025

ENF L

2. Toinstall syslog-ng on your internal machine:

a. Depending on the Operating System, use the appropriate package manager to
install syslog-ng. For Ubuntu or Debian systems:

i. To update the list of available packages, run:
sudo apt-get update
ii. Toinstall syslog-ng and any of its subpackage, run:
sudo apt-get install syslog-ng
b. To create a directory to store your TLS certificates, run:
sudo mkdir -p /etc/syslog-ng/cer

c. Unzip the zip file downloaded in step 1.c and copy the .pemfiles to
/etc/syslog-ng/cer in yourinternal machine.

Note - You can use Secure Copy Protocol (SCP) or any secure method to
transfer these files.

d. To set permissions for certificate files to ensure that they are secure and
accessible only by syslog-ng, run:

sudo chmod 600 /etc/syslog-ng/cer/*
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e. Navigateto /etc/syslog-ng/syslog-ng.conf, open the syslog-ng.conf file
in a text editor and paste this configuration:

@version: XXX
source s_cisco {
network(
transport("udp")
port(514)

)

}s

log {
source(s_cisco);

destination(d_remote_syslog);

}s

destination d_remote_syslog {

syslog(

"20.4.164.135" transport("tls")

port(6514)

tls(
key-file("/etc/syslog-ng/cer/checkpoint-syslogs-key.pem")
cert-file("/etc/syslog-ng/cer/checkpoint-syslogs-cert.pem")
ca-file("/etc/syslog-ng/cer/checkpoint-syslogs-ca.pem")
peer-verify("required-trusted")

)

)

¥

To find the current version, run syslog-ng --version and search for the
current version installed on your machine. Note that this is tested and working on
v4.3.

f. Replace the IP address 20.4.164.135 with the appropriate IP address for your
region:

Region IP Address

EU 20.76.50.141
us 20.22.126.247
India 4.187.145.23
UAE 20.174.45.149

g. Save the changes and exit the text editor.
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h. Restart the syslog-ng service to apply the changes:
sudo systemctl restart syslog-ng
i. To check the syslog-ng service status, run this:
sudo systemctl status syslog—-ng
3. Log into your Cisco Firepower Management Center (FMC) portal:

a. Goto Devices > Platform Settings.

Overview  Analysis  Policies [s = Integration

Device Management NAT Qos Platform Settings FlexConfig Certificates PN Y Troubleshoot v Upgrade v

b. To create a new Firepower Threat Defense (FTD) policy, click New Policy and
select the Threat Defense Settings device type. If you already have a policy, in the

policy table, scroll to the end of the row and click ¢ to edit the policy.

The New Policy window appears.

c. Enter Name and Description.

d. Inthe Targeted Devices section, in the Available Devices search field, search for
the FTD appliance to which you want to apply this policy.

e. Click Add to Policy.
f. Click Save.
The system creates the policy.
g. Click & .
h. Go to Syslog and click the Syslog Servers tab.
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i. To add remote syslog servers, click Add.

The Add Syslog Server window appears.

SURMEEERGICEEN Devices NOIEEEMBERIIEY ~dd Syslog Server ? % System Help v Global \ admin v
Device Management ~ NAT QoS Platform Settings  Fl 1o si50000r Yo
Syslog—Fwd Protocol TP ®uop | @ cancel |
Enter Description Port

Log Messages in Cisco EMBLEM -
format(UDP only) [ Policy Assignments (

ecure syslog.
ARP Inspection Logging Setup  Logging D Reachable By

Device Management Interface
DNS (anInw user trafg;:to pass v
e

® security Zones or Named Interface

Fragment Settings Available Zones/Interfaces & Selected Zones/Interfaces

ssL Add

UCAPL/CC Compliance

j- From the IP Address list, select the network object that has the syslog-ng server

installed in step 2.a. If you have not created a network object, click ¢ to create a
new object.

k. Inthe Protocol field, select UDP.
I. Inthe Port field, enter 514.
m. Make sure that the Enable secure syslog checkbox is not selected.

n. Inthe Available Zones/Interfaces search field, search for the security zones over
which the syslog server is reachable.

0. Click Add and then click OK.

p. Click the Syslog Settings tab.
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g. Selectthe Enable syslog device ID checkbox.

Ll Devices e

Device Management MAT QoS Platform Settings FlexConfig Certificates WP v Troubleshoot » Upgrade »

Syslog-Fwd

ARP Inspection Logging Setup  Logging Destinations  Email Setup  Event Lists  Rate Limit Svslog S Syslog Servers

Banner
DNS Facility LOCAL4(20) v

External Authentication Enable tirnestarmp on syslog messages O

Fragrment Settings

N Timestamp Format Legacy (MMM dd yyyy HHimm:ss) A
CCESS
ICMP Access Enable syslog device 1D User Defined 1D e cp_cisco_syslog
NetFlow _
SSH Access MNetFlaw equivalent syslogs U
SMTP Server @ Add
SHMP
sl Syslog ID Logging Level Enabled
» Syslog 106015 (default) x & @
Tirmeouts
106023 (default) ® FE
Time Synchronization g
Time Zone 302013 (default) X &
UCAPL/CC Compliance 02014 (default) . Y
Performance Profile
302015 (default) x il
ansni g (default) 4 PZa: T

r. From the list, select User Defined ID and enter cp_cisco_syslog.
s. Click Save to save the configuration.

t. Click Save and then click Deploy to start deployment of the platform setting.
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u. Goto Policies > Access Control > Access Control.

V.

o Note - Make sure that you have logged in under Global configurations.

bal \ admin v

fccoss ControlPoliey  vomain status

hhhhhh

In the policy table, scroll to the end of the row and click «
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w. Click the Logging tab.

s Policy # (e =~

.....................

Note - Make sure that:
® Cisco Firepower logs include the SrcIP and DstIP fields.
® Source IP and destination IP are not the same.

x. Select the Use the syslog settings configured in the FTD Platform Settings
policy deployed on the device Syslog Severity checkbox.

y. From the list, select ALERT.
z. Click Save and then click Deploy.

4. To check if the integration is successful, in the XDR Administrator Portal:
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® Go to Settings > Integrations.
In the Integrated products section, verify if Cisco is listed as Active.

Integrated products

Harmony Email & Collaboration (@8] Harmony Endpoint
@ Active @ Active
[:.i:] Falcon Endpoint Firepower
& Active & Active
Certificate expiration date
Mov 6, 2024

Note - The widget will display Inactive status until XDR begins receiving
logs from Cisco Firepower.

® Go to the Overview page and in the Connectivity widget, verify if Cisco is listed as
connected.

Connectivity

E:P Sonic Wa .-:F Symantec EP Cisco
& & &
[ centingl One £ Barracuda £ Helix

SINEULErTy DarraCuda Fire

Regenerating the Certificate

If you revoke a certificate, you must regenerate and upload the certificate to the Cisco
Firepower Management Center portal within two days.

Check Point XDR Administration Guide | 320



Cisco Firepower Threat Defense

1. Log in to the XDR Administrator Portal:
a. Go to Settings > Integrations.
b. In the Cisco Firepower widget, click :.

c. Click Regenerate Certificate.

e Cisco Hrepower
Regenerate Certificate
Celete

Configure loC

The Regenerate Cisco Firepower Integration window appears.

Regenerate Cisco Firepower Integration

Steps for integration

Integrate with Cisco Firepower by downloading certificates and
uploading them in Cisco Frepower to ensuring a two-way trust for
SeUre communication.

The active certificate will be revoked in 2 days.

View Admin guide for details.

Certificate & Download al

@ Checkpaint-syslogs-cert.pem
N Ex 20, 2025

ypiration Date: Feb 20, 2025

@ Chieckpaint-syslogs-key.pem
&R E 20, 2025

wpiration Date: Feb 20, 2025

e

wpiration Date: Feb 20, 2025

Checkpaint-syslogs-ca.pem
m E

Please download the certificates and install them in the Cisco Firepower device.

Please follow the Admin guide to perform the steps.

d. Perform steps from 1.c until the end in Integrating the Cisco Firepower.

Check Point XDR Administration Guide | 321



Cisco Firepower Threat Defense

Configuring loCs

You can use the Public Blend URL in the loC Management to enforce loCs on the Cisco
Firepower Management Center.

To configure loCs:

. Log in to the XDR Administrator Portal:

a. Goto New IOC Management > Output (Blends) > Feeds & Configuration.

b. Turn on the Show public blend link toggle button.

Default Blend

Feeds & Configuration Indicators

Introducing 10C Management Blend

Blend Details

Feeds by priority

Default Feed

XDR Feed © 27

. Go to Settings > Integrations.

. Inthe Cisco Firepower widget, click : and select Configure loC.

Cisco Firepower
Regenerate Certificate

nnnnn

Configure loC

The Configure loC window appears. It lists three indicator links generated
automatically using the All Indicators link from the Public Blend URL in the |oC

Management.
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e. Click to copy the indicators link.

Configure loC ®

For loC configuration instructions please follow this configuration guide.
URL indicators link [l Copy

P indicators link W Copy

File indicators link [l Copy

Please copy the above links into your device to the corresponding indicator type.

ae.

For more details please follow the configuration

[nji]

Close

f. Click Close.
2. Login to the Firepower Management Center (FMC) portal:
a. Go to Objects > Object Management > Security Intelligence.

b. Select Network Lists and Feeds.

m Help v Global \ admin v

Object Management  Intrusion Rules

© Add Hetwork - | [ Filter |

) Show Unused abjects

Netwark

A network object represents one or mare 1P addresses. Network objects are used in various places, including access control policies, networlk variables, intrusion rules, identity rules, network discovery rules, event searches,

BEET - fipomein velve = vt |
55 1Pv4 Prefix List 00.0.000
5 TPy Prefix List any Glabal i Group X Maom
i Raute Map
4 1) Security Intelligence any-ipvé Global 0.0.0.0/0 HNetwork x mHa @
Y DNS Lists and Feeds any-ipve Glabal i Hast X Haom
=) Network Lists and Fee
L URL Lists and Feeds IPud-Benchmark-Tests Global 196.18.00/15 Metwark ® RN |
sinkhel
W sinkhole IPvd-Lirk-Local Global 169.254.0,0/16 Metwork x [a o
& 5L Monitor
& Time Range IPvd-Multicast Global 224.0.0.0/4 Network x FRECC" ]
Time Zone
G‘.!)T i IPud-Private-10.0.0.0-6 Global 10.0.0.0/8 Metwork x Qo
7 Tunnel Zone
@ uRL IPv4-Private-172,16.0.0-12 Global 172.16.0.0/12 Metwark x RIS ]
Wariable Set
LAN Tas IPud-Private-192.168.0.0-16 Global 192.168.0.0/16 Hetwark ® Ha
4@ ven 10.0.0.0/8 o
e TR N o e - o -
f Certiicate Map Displaying 1 - 16 of 16 rows Page[l Jof1 [

The Network Lists and Feeds window appears.
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c. Click Add Network Lists and Feeds.

The Security Intelligence for Network List / Feed window appears.

Security Inteligence for Network List / Feed

d. Inthe Name field, enter a name for the feed
e. Inthe Feed URL field, paste the IP indicators link copied in the step 1.e
f. From the Update Frequency list, select 2 hours.
g. Click Save.
h. Click Save and then click Deploy.
i. Repeat steps 2.b through 2.e with this detail:

Security Intelligence Feed URL

URL Lists and Feeds URL indicators link (Configure loC link
from step 1.e)
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j- Once the feed is configured and validated, deploy it on your FTD devices:
i. Goto Policies > Access Control Policies.
ii. Selectthe policy to which you want to add the feed.

iii. Click Security Intelligence.

il Policies k3

s Control  Netwaork Discaver) 'y Application Detectors  Correlation  Actions v

55 Control » A
) Return to Access Control Policy Management @0 switch to Legaey UT
' Chicago-Policy # Analyze v
+ @ Prefiter Rulss + @ Decryption + @ Security Inteligence + @ Identity o @ Acsess Contral | © Mors Targsted: 1 device

Inherited from (Policy) @

DNS Protection
DMNS Protection blocks traffic fram knawn threats by the damain name. Intelligence for these threats is derived from bath TALOS and Ciseo Umbrells
DMS Policy | Default DNS Palicy v]Q [ Umbrella DNS Palicy |None ~]a @

Network and URL Block List

Available Objects (45) Available Zones Do-Not-Block List (4) Block List (5)

a [zl L x
SNG>RS R . -

. e w X

iv. From the Available Objects search field, search and select your newly
created feed.

v. Click Save.
vi. Click Save and then click Deploy.
Deleting the Integration

1. Go to Settings > Integrations.

2. Inthe Cisco Firepower widget, click :,
3. Click Delete.

The Delete Integration window appears.
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Delete integration? x

Delete this integration to disconnect Infinity XDR/XPR
from Cisco Firepower?. The active certificate will be
revoked immediately.

Mo Yes

4. Click Yes.
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Microsoft Entra ID

Microsoft Entra ID integration has been deprecated and is no longer supported in Check Point
XDR.
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Okta

Check Point XDR analyzes the Check Point Identity Next logs from Okta for malicious or
abnormal activity, generates an incident and suggests preventive actions.

Integrating Okta
1. Access the XDR Administrator Portal:
2. Goto Settings > Integrations.

3. Inthe Available integrations section, in the Okta widget, click Integrate.

Integrations

ntegrated products

Harmony Email & Collaboration

@ Acive

FortiGate

@ Harmony Endpoint

@ hane

. MS365 Defender Endpoint

Quantum Gateway

@ Acive

NextGen Firewall

@ Falcon Endpoint

Firepower

@ Aave

- Trend Vision One Endpoint

@ acive

A Microsoft Entra ID A Okta ﬂ Azure Active Directory counssoon XGS Firewall comnssoon
Notintegrated Integrate with Azure Active Directory ntegrate with XGS Firewal

The Okta Integration window appears.

4. Click the link to integrate Okta with Check Point Check Point Portal.

Okta Integration x

Setting up Okta integration

CIil:l: integrate with Okta through the Infinity Portal's |dentity & Access page.
Once the setup is complete, click the 'Close’ button to refresh this page and the integration
will be active.

See the Admin guide for further details.

The Identity & Access page in the Check Point Portal appears.
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General

Identity & Access

Services & Contracts

»
-]
B Audis
R
L[]

APl Keys

[E, EventForwarding

Identity Providers
Unigue Login URL®  https://s portal.checkpeint.com/signin/

Add identity provider(s) to authenticate your organization’s users with 550,

Setting up an Identity provider(s) would also allow you to set permissions & policies based on organization identities.

) azure
Microsoft Entra ID

@ Enabled
£ Directory sync: Manual
4 paired: all services @

checkpoint.com

Test Connectivity

Auto Match Roles for Services

This feature allows to automatically assign specific service roles to users based on their IdP group names. Read more.

This feature is supported for the fellowing I1dPs: Okta, ADFS, and OneLogin.

wn

Enable auto match role for Specific

Sessions
Force Login After

Idle Session Timeout After

15 minutes i

5. Set up the Okta integration with Check Point Portal. For instructions, see SSO
authentication with Okta.

After the integration is completed, permissions to reset passwords are granted by

default.

The system displays the Okta integration card in the Identity & Access page.

2 General

@@ Identity & Access

1 \Users

ar  User Groups

B Audits

@ Services & Contracts
Wl APl Keys

[, Event Forwarding

Identity Providers

Unigue Lo;

URL® https://g.portal.checkpoint.com/signin/

Add identity provider(s) to authenticate your organization’s users with 550.

Setting up an Identity pri er(s) would also allow you to set permissions & policies based on organization identities.
) test_xdr Mz test okta
Microsoft Entra ID %!ﬁ Okta

Test Connectivity

Auto Match Roles for Services

ridP group names. Read more.

Enable auto match role for

6. To check if the integration is successful, in the XDR Administrator Portal:
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® Go to Settings > Integrations.

Okta

In the Integrated products section, verify if Okta is listed as Active.

Integrat
[ Harmony Endpoint £ Quantum Gateway [ ralcen Endpoint
) © Inacs o
£, oxa @ Trendv One Endp
@ @ i

& Firepower & rorticate
=3

[ WS 365 Defender Endpoint £ Microsoft entra D

@ inaciive] Lastsyne AugE 2024 | Reconnecs © e

D NextGen Firewall [ Singularity Endpoint
Mot mgraces e

Note - The widget will display Inactive status until XDR begins receiving

® Go to the Overview page and in the Connectivity widget, verify if Okta is listed as

logs from Okta.
connected.
Connectivity
I__,‘_.E3 Falcon Endpoint l’—-ia Qua
¢ ck Po
& s 365 Defende o
B ot B Ha

Deleting the Integration

1. Go to Settings > Integrations.

2. Inthe Okta widget, click the Eicon and then click Delete integration.

The Delete Okta window appears.
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Delete Okta b 4

To delete this integration, go to the Infinity Portal's Identity & Access page to remave this
integration.

3. Click the Identity & Access link.

The Identity & Access page appears.

4. On the Okta integration card, click the *icon and then click Remove.

¥ Manage Accounts
= = dentity Providers

Unique Login URL®  heips:f/q.portal.checkpoint.cam/signin/cp/e0fc1 204

R Geners Add identiny provider(s) o authenticate your organization's users with 550,
BB Identiy & Access Setting up an Identity provider{s) would also allow you to set permissions & policies based on organization identities.
1 Users .

) entraldResponses H M Okta Test
it User Groups Microsoft Entra ID W& Ok

Edit

B Audis @ Enabled @ Erabled
£ Services & Contracts & Directory Sync: Manua S Directory Sync: Manua Test Cannectivity
@ APk % Paired: 0 Services @ 4 Paired: 0 Disable 550 login
F. Event Forwarding

Auto Match Roles for Services

Supported Preventive Actions

When XDR detects malicious activity that involves Okta IDP, it generates an incident and
recommends preventive actions to mitigate it.

The supported preventive actions include resetting the user's Okta password and revoking the
session through Okta.

o Important - You cannot revert the reset password action.

To view the recommended preventive actions for the incident:
1. Go to Incidents page and click the incident title or hover over the incident and click >.
2. Inthe incident Overview page, go to Prevention widget.

The system shows the recommended preventive actions in the Recommendations
section.

3. Toreset the user password, click Reset.
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Prevention

Prevention (1) Rejected & Expired (1) Audit log

Recommendations

=t T user password and revoke sessions on all connected identity providers

o Note - To ensure security, XDR resets password for all the connected identity
providers integrated through Identity Next.

Once the password is reset, the end-user receives an email notification to reset the Okta
password.

4. To view the preventive action taken, see the Prevention History section.

Prevention

Prevention (2)

Prevention History

T—' 1 password was reset and user sessions revoked on all connected identity providers

For more information, see IncidentsOverview > "Prevention"” on page 70.
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Log Processing

The Check Point XDR license provides an entitlement for analyzing and processing data from
your subscribed products, based on data volume in gigabytes (GB). The Log processing page
shows the currently processed data volume and this information is used to compare the data
utilization to the entitlement.

You can also define Processing Exceptions, that exclude the data from selected products or
Quantum devices from being processed by XDR. The system will not generate any incidents
based on the data from the excluded items. These exceptions reduce the processed data
volume. The log processing data volume displayed is the volume after considering the active
processing exceptions during the display period.

The Log processing page:

® Shows the total volume of logs processed in the designated time interval assuming the
currently active processing exceptions. It also calculates the average data utilization to
compare with the actual entitlement.

® Compares the data utilization across the different product types and Quantum devices
that provide data.

® Allows you to assess potential changes to data utilization when specific products or
Quantum devices are excluded from being processed by XDR, to optimize your data
usage. After assessment, you can exclude their data from processing.

Note - The Log processing page displays the calculated data utilization with a two-
day time delay.

To view the Log processing page, access the XDR Administrator Portal and go to Settings >
Log processing.

08 overview Log processing

> (D Incidents Weekly log processing Top weekly usage by products Top Weekly Usage by Quantum Devices
> @ hsse 85.8GB
et ® Quantum Gateway 85.70GB (e0%) ® cp_mgmt 64.83GB (75%)
Fh Average dally usage H Email & Collaboration 0.05GB (0%) @ SD-WAN-Core-Router-GW 7.50GB (85
> @ Investigate armony Email & Collaboration (0% “WAN-Core-Router-GW 7. %)
@ 12.3GB
SD-WAN-HQ-GW1 177GB (2%)
(© Events Daily Entitlement
10GB Others 1163GB (13%)
(B mteligence
> loC Management Average log processing @ Data utilization up to: Dec 3,2024 (1] Last week ~
> [ Poliey Processing by product ~ Assess exceptions
v £3% settings 2068

18GB

Integrations 1668

14GB

Log processing 1208

10GB

Reports son

6GB
Notifications

4GB

Audit logs 268

oce

MNov 27 Nov 28 Nov 29 Nov 30 Dec1 Dec2 Dec3

Getting started
@ Quantum Gateway ® Harmony Email & Collaboration

Check Point XDR Administration Guide | 333



Log Processing

Weekly Log Processing

Weekly log processing

85.8GB LD

Average daily usage

-f 12.3GB

Daily Entitlement

10GB

The Weekly log processing widget shows:

® Weekly log processing - Volume of logs processed in the previous week and
comparison with the usage from the week before.

® Average daily usage - Average volume of logs processed in a day.

® Daily Entitlement - The maximum volume of logs entitled to be processed in a day.

Note - Average daily utilization from the previous week is used to ensure that both
weekdays and weekends are included.

Top Weekly Usage by Products

Top weekly usage by products

® Quantum Gateway 110.1GB (99%)
2 ® Harmony Email & Collaborati... 0.05GB (0%)

products

The Top weekly usage by products widget shows the data utilized by products in the previous
week. The system shows the top three product names and the rest are shown as Others.

Top Weekly Usage by Quantum Devices

o Note - The widget shows data only if you have subscribed to Quantum Gateway.
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Top Weekly Usage by Quantum Devices

® cp_mgmt 4.507GB (25%)

7“ ® SD-WAN-HQ-GW1  2.441GB (13%)
devices l SD-WAN-Branch-Paris 1.493GE (2%)
® Others 9GB (51%)

The Top Weekly Usage by Quantum Devices widget shows the data utilized by Quantum

devices in the previous week. The system shows the top three device names and the rest are
shown as Others.

Average Log Processing

Processing by Product

The Processing by product section shows the data processed by each product over a specific
time period and the entitled volume of data that can be processed. The red dotted line
represents the entitlement, allowing you to compare current usage to the entitlement.

o Note - Currently, XDR does not enforce the entitlement limit and continues
processing data even when the limit is reached.

By default, it shows the data usage in the previous week. You can select the required time
period from the top right corner.

Average log processing @O Data utilization up to: Dec 3, 2024 [ Last week v

Processing by product ~ Assess exceptions

2068
18 GB
16 GB
14GB
12c8
10 GB
sGB
6G8
4GB

2068

0Ge
Now 27 Now 28 Nov 29 Nov 30 Dec 1

® Quantum Gateway @ Harmony Email & Collaboration

To view the data usage on a specific date, hover over the date.
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Average log processing

Processing by product  Assess exceptions

12 GB

Sep 2
Bl Quantum Gateway: 10GB Toial: 10.10GB

10 GB

3GB

6 GB

4GB

2GB

0GB
Sep 1 Sep 2 Sep 3

Assess Exceptions

The Assess exceptions section shows the total data volume processed by all the products.
Additionally, you can assess the data usage after excluding specific products or Quantum

devices from being processed by XDR. After assessment, you can exclude their data from
processing.

When assessing the processing exceptions, the system always shows the data from the

previous week. This ensures that the data from the most recent week is used to determine the
current data utilization.

To assess the data utilization after excluding a product or Quantum device:
1. Clickthe = icon.

The Assess processing exceptions window appears.

Average log processing

Data utiization up to: Nov 16,2024 Last week Assess processing exceptions
Processing by product  Assess exceptions E ER R X Clear All
see ~ Products
14ce Quantum Gatewsy (7368)
12Ge Harmony Email & Collaboration.
1068 Harmony Mobile (0.05G8)
sG8
= ~ Quantum Devices
4c8 cp_mgmt (50.68GB)
268 SD-WAN-HQ-GW1 (2.8868)
oce SD-WAN-Branch-Israel (0.6G.
Nov 10 Nov 11 Nov 12 Nov 13 Nov 14 Nov 15 Nov 16
© Total log processing SDWAN-Er
SD-WAN-B
SD-WAN-Cor
— SD-WAN-Eranch-Germany (...
v Processing Exception List (0) [+ Addproce: except
Active o Audit Log 236 =+ Add processing exception o 0 item:
Name Creation date Created by Comment

2. Select the product(s) or the Quantum device(s) you want to exclude.
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Average log processing

Processing by product ~ Assess exceptions

¥ Quantum Devices

cp_mgmt (59.68G8)

Vv Processing Exception List (0)

Audit Log 3 + Add processing exception o Oitems

The system shows the total volume of data usage and the reduced data usage after
exclusion as dotted lines.

3. To add the selected products or Quantum devices to the Processing Exception list, see
adding to processing exception list.

Processing Exception List

After you assess the data usage by excluding specific product(s) or Quantum device(s), you
can exclude their data from being processed by XDR. The Processing Exception List section
shows the list of products and Quantum devices that are excluded from processing.

~ Processing Exception List (2)

A Audit Log 18 —+ Add processing exception 0 2 items

MName Creation date Created by Comment

cp_mgmt Nov 14, 2024 11:38

Quantum Gateway Nov 18, 2024 07:44

The Active tab shows the exceptions that are currently active.

The Audit Log tab shows the history of exceptions that were previously defined but are no
longer active. This is important data to review because while the exceptions were active, no

incidents would have been created based on the excluded items.

o Note - The Log processing page shows information based on the active exceptions.
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Adding a Processing Exception
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To add products or Quantum devices to the Processing Exception list:
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1. To assess the data usage and then add to the exception list:
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a. Inthe Assess processing exceptions panel, select the required products/devices
and click Save as exception.

Average log processing Data utilization up to: Nov 17,2024 Last week Assess processin g exceptions
Processing by product  Assess exceptions = Cles
9GB v Products 1
goe Harmony Endpoint (45.268)
76B
Quantum Gateway (0.05GB)
=
568
v Quantum Devices o
=
L= gt (0.05GB
268
168
Uy S A SR RSP
Nov 11 N Nov 13 Nov 14 Nov 15 N N
Total log pi g O Pra g without selected
 Processing \g Exception List (0) + ocessing exceptior
AuditLog 25 + Add processing exception Jel 0 item:
Name Creation date Created by Comment it

The Add processing exception window appears and shows the assessed
product/device and its data usage.
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x
Add processing exception

This will exclude the selectad entity from all processing and reduce your

average daily processing

Products
+ Add 1items

Product Processing

Harmony Endpoint 45.2 GB ]El

Devices
+ Add 0 items

Device Processing

Mo Content

Comment

Cancel Add filter
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2. Todirectly add products or Quantum devices to the Processing Exception list, in the
Processing Exception List section, click + Add processing exception on the right-side
or above the table.

~ Processing Exception List (2)

Audit Log 18 Jo) 2 items

Name Creation date Created by Comment

cp_mgmt Mov 14, 2024 11:38

Quantum Gateway Nov 19, 2024 07:44

The Add processing exception window appears.
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X
Add processing exception

This will exclude the selected entity from all processing and reduce your
average daily processing
Products

- Add O iterns

Product Processing

Devices

- Add O iterns

Device Processing

Comment

Cancel

3. To add a product, in the Products section, click +Addand select the product(s).
4. Toadd a Quantum device, in the Devices section, click +Addand select the device(s).

5. (Optional) Add a comment.
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6. Click Add filter.

The system adds the selected products and Quantum devices to the active Processing
Exception list, so that XDR no longer process their data. These products/devices will
appear grayed out in the Assess processing exceptions panel.

Average log processing Data wilization up t0: Nov 17,2024 Last week Assess processing exceptions x

Processing by product  Assess exceptions = B X Clear Al

v Products

/\//\/ —_—

v Quantum Devices

1]

2 2 0 2 2 2@ © 0 O ©

“ Processin \g Exception List (2) + Addp

AuditLog 22 + Add precessing exception Je) 2 items

Name Creation date Created by Comment t

cp_mgmt Nov 19, 2024 08:35 Karthika S

Harmony Endpoint Nov 19,2024 08:35 Karthika S

Managing the Processing Exception List

To edit an active exception:

a. Inthe Processing Exception List section, select the product/device and then click
Edit.

b. Make the necessary changes and click Save.

2. To delete active exception(s):

a. Inthe Processing Exception List section, select the products/devices and then
click Delete.

b. Inthe confirmation box, click Save.
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Network Inventory

The Network Inventory page allows you to add details about your organization's internal
networks. This information helps Check Point XDR to:

® |dentify trusted internal traffic and distinguish it from external or suspicious activity.
® Make more informed decisions when analyzing events.

Events involving internal networks could appear in incidents; however, the system classify
them as artifacts rather than Indicators of Compromise (loCs). This distinction ensures that
internal artifacts do not trigger automatic blocking actions via IOC management, helping to
avoid disruptions caused by blocking trusted internal resources.

To view the Network Inventory page, access the XDR Administrator Portal and go to Settings
> Network Inventory.

OF overview Private networks

Created

ntegrations

Note - You can also access the Network Inventory page from Settings > Getting
Started.

Private Networks

The Private networks tab displays the details of internal IP addresses or IP ranges (CIDR)
used within your organization.

Adding a new Private Network

To add IP addresses or a network range (CIDR) manually:
1. Go to Settings > Network Inventory.
2. Click New.
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-

B New 2, Upload file

IP range Description

o Note - If you have not added any network, you can click New network.

l--\I.
.-I

—

L.l-\.J

Add your private network
It looks like you haven't created any networks yet. Start by adding
your first private network to ensure the XDR system can handle your
internal assets effectively.

2w network

The New network window appears.

New network

Cancel

. Inthe IP/CIDR field, enter a single IP address (example, 192.168.1.10) or a network
range in CIDR notation (example, 192.168.1.0/24) corresponding to your internal

network.

. (Optional) Enter a description for the network for easy identification.

. Click Save.
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To add a list of IP addresses or a network range (CIDR) from a CSV file:

1. Click Upload file.

a5 New T, Upload file
IP range Description
The Upload network window appears.
Upload network
Cancel

Network Inventory

2. Click Upload and select the CSV file that contains the list of IP addresses and/or ranges.

Important -

® The CSV file must contain two columns: one for the IP address or CIDR,
and one for a description (can be empty or up to 200 characters).
® The file must not include a header row. Otherwise, the system displays an

error.

3. Click Upload.

Upload network

&) PrivateMetworks.csv
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The system adds the IP addresses from the CSV file to the Private networks table.

P range

aaaaaa

The Private networks table shows:

Item Description

IP range IP address or CIDR of the private network.
Description Description of the private network.
Created Shows the user who added the network and the date of creation.

You can search for an IP address, range, or creator by entering the relevant text in the Search
box above the table.

Managing Private Networks

1. To edit the details of a network:

a. Select the network in the table and click Edit.

b. Make the necessary changes and click Save.
2. Todelete a network:

a. Select the network in the table and click Delete.

b. Click Yes in the confirmation box.
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Reports

XDR/XPR Reports
XDR/XPR Configurable Activity Report

Configurable Activity Report is the XDR activity report for a specific time period.
It contains information about:

® Connected products

® Prevention statistics

® |ncidents

® Exclusions

® |ntelligence

You can configure the report content, download the report on-demand or schedule it daily,
weekly and monthly, and email it to recipients.

XDR/XPR reports

XDR/XPR configurable activity report

Email report settings

Define the email recipients for each timeframe & Preview Email

Weekly

Generating an Activity Report

To generate an activity report:
1. Log in to the XDR Administrator Portal.
2. Goto Settings > Reports.
3. Click Generate Report.

The Generate report window appears.
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Generate report

Set report time frame and content

Select time frame

Last 24 hours -
* | Connect Product * | Incidents
+ CP Products + Open Incidents By Priority

| Active Engines Top 10 assignees closing incidents

_ Incidents By Status
* | Prevention

] ) Incidents Cver Time
| Automatic Action

_ Top 5 Incidents
+  Manual Action

) ) Mumber Of Incidents By Product
+|  Unigue Prevention

Top 10 Assets

* &) i
Exclusions Correlated Products

- :
Exclusion Top 10 Insights

* | Intelligence Top 10 Indicators

~ Top Cyber Mews Closed Incidents

SN S Y S B S B B £ S £ 4

MITRE

Feset to default GEMERATE REPORT

a. Select the time frame for the report.

b. Select the content for the report.
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c. Toresetthe content to the default values, click Reset to default.
d. Click Generate Report.

When the report is ready, a pop-window appears.

Report Ready
Your requested report has been generated.
Click Download to get your PDF report.

Download

e. Click Download.The system downloads the report in the PDF format.
f. (Optional) To view and download previous reports:
i. Click Go to view history.
The Audit logs page appears.

B Lastweek - @ Export All (CSV) o

Oct31,2023  11:06 K5 XORNXPR a Activity report for 7d generated. downlos:

Oct 31,2023 | 11:02 K XDRIXPR a

Activity report for 7d generates

Oct31,2023  10:46 Ks XDR/XPR a Actwity report for 30d generated, download

Oct31,2023  10:43 Ks XDR/XPR activity report generate Actiity report for 1d generated, downloz

ii. Forthe report you want to download, click download.

Scheduling an Activity Report

To schedule an activity report:
In the Email report settings section:
1. To preview the email content, click Preview Email.
2. Select the frequency to send the report.
® Daily - The report is sent every day at 00:00 hours.
® Weekly - The report is sent on every Monday at 00:00 hours.
® Monthly - The report is sent on 1st of every month at 00:00 hours.
3. To define the report content, click Define report content.

The Report content window appears.

Reports

Completed
Complated
completed

Completed
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XDR/XPR activity report

+. Generate report
Connect Product * ¥/ Incidents

raducts v < By Priority
Email report settings CP Product: Open Incidents By Priority

. . . . Vi 3 v 0 assignees closing le
Define the email recipients for each timeframe Preview Email » Active Engine: Top 1 ignees closing incidents
¥ Incident;
v ¥ Prevention
N incidents Over Time
| Automatic Action
. ~ Topsincidents
@ rpaily Define report content ¥ Manual Action
¥ Number Of Incidents By Product
~| Unique Prevention
Top 10 Assets
v E s
‘‘‘‘‘‘‘‘ ¥ Correlated Products
v e
Srelusien Top 10 Insights
ntelligence Top 10 Indicators
Top Cyber News ¥ Closed Incidents
“| MITRE
Weekly Define report content
Monthly

Reset to default SAVE CHANGES

4. Select the content for the report.

o Note - The report content differs depending on the frequency selected to send
the report.

To reset the content to the default values, click Reset to default.
Click Save Changes.

Enter the email addresses.

© N o O

Click Save Changes.
XDR/XPR system report

. Generate repor 3 Go to view histor

Email report settings

Define the email recipients for each tmeframe

The system sends the report in PDF format to the recipients.

9. (Optional) To view and download previous reports:
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i. Click Go to view history.
The Audit logs page appears.

B Lastweek ~ ©* xport All (C5V) ol

Oct31,2023 11:06 Ks XDRAXPR activity report generated Activity report for 7d generated, downloa Completed
Oct31,2023  11:02 Ks XDRAXPR activity report generated Activity report for 7d generated, downloa Completed
Oct31,2023  10:46 Ks XDRAXPR activity report generated Activity report for 30d generated, download Completed
Oct31,2023  10:43 Ks XDRAXPR activity report generated Activity report for 1d generated, downloa Completed

ii. Forthe report you want to download, click download.

XDR/XPR Predefined Activity Report

The XDR/XPR predefined activity report provides a summary of key events and updates in
XDR over the past seven days. You can configure the report to be sent automatically to
specific users every week. To configure the email settings, see "Weekly XDR/XPR Summary
Email Settings" on page 357.

XDR/XPR predefined activity report

Weekly XDR/XPR Summary Email settings

Define the email recipients for each week = Preview Emall

Add users email addresses [ distribution lists

PN EE BB E EeS S e e 1] - R AR By e R X

The system sends the weekly report email every Monday.

Sample weekly report:
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From: d heckpaint.com <do-n

Sent: Monday, 14 April 2025 16:12
To:
Subject: Infinity XDR/XPR weekly report for

C/D infinity XDR/XPR G‘cnzcx POINT

Weekly update from Infinity XDR/XPR

Account: 7 April 2025 - 13 April 2025

Dear

Below is your weekly Update on the activities performed on the Infinity XDR/XPR over the past week 1o increase the
level of security and improve the efficiency of the security operations

Efficiency

Prevention

1) 1 @ 1445K

Unique response actions by XDR Slocked lerts

Detection

The table below describes the contents of the weekly report:

Item Description

Efficiency

Events
Processed

Alerts
Processed

Critical/High
Incidents
Created

Incidents
prevented

Alerts do not

require any
user action

Total number of events processed by XDR in the report time frame.
To view events details, click the count link. The Events page appears.

Total number of alerts processed by XDR in the report time frame.
To view alerts details, click the count link. The Alerts page appears.

Total number of incidents with Critical and High severity levels created by
XDR in the report time frame.

To view incidents details, click the count link. The Incidents page appears,
filtered by Critical and High priority levels.

Percentage of incidents prevented by XDR in the report time frame.
To view incidents details, click the count link. The Incidents page appears,
filtered by Prevented incidents.

Percentage of alerts during the report time frame that required no user
action.

To view alerts details, click the percentage link. The Alerts page appears,
filtered by No Action Required verdict.
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Item Description

Prevention

Unique
response
actions by
XDR

Blocked alerts

Detection

Alerts
detected using
XDR's Al
models

Total number of prevention actions taken by XDR in the report time frame
(for example, add an indicator to loC Management). To view actions
details, click the count link. The Prevention Status page appears.
Note - This section displays data only if automatic response is
enabled. Otherwise, the report displays No data.

@, Mo data

Automatic response actions are currently
disabled. enable

To enable automatic response, click the enable link. The
Automations page appears.

Total number of alerts automatically blocked by XDR in the report time
frame.

® Total number of alerts detected by XDR's Al model in the report time
frame.
To view alerts details, click the link. The Alerts page appears,
displaying the alerts generated only by XDR, excluding the alerts
from connected components.

® The graph shows the statistics of detection in the report time frame.

Unsubscribing from weekly report email

To unsubscribe, click the unsubscribe link in the email.

To unsubscribe from weekly updates, click here,

The system displays a message if you have successfully unsubscribed.

o Note - If any error occurs, the system displays Unsubscribe error.
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Weekly XDR/XPR Summary Email Settings
Prerequisite

To configure the weekly XDR/XPR summary email settings, you must have Admin role in
Global Roles or Specific Service Roles.

To configure the weekly XDR/XPR summary email settings:
1. Go to Settings > Reports.

2. To add email recipients for the weekly report, in the Weekly XDR/XPR Summary Email
settings section, enter the email address of users or the required distribution list.

@ Note - If a user unsubscribes from the weekly updates via the link in the email, the
system automatically removes the user's email address from this list.

XDR/XPR predefined activity report

Weekly XDR/XPR Summary Email settings

Define the email recipients for each week B Preview Email

Add users email addresses [ distribution lists

y DAL . A Nl < rEEE - - o EE R SRR D R W

3. (Optional) To preview the email template, click Preview Email.

4. Click Save Changes.
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Notifications

You can send email, Slack and Microsoft Teams notifications when the system generates an
incident with a specified priority.

Notifications @ Enabled

Trigger

Informational and above ~

Content

Predefined tenant name -

ipients and channels for each platform you would like to enable notifications for:

B3 Email
Y slack

i Microsoft Teams

To send notifications for XDR incidents:
1. Log in to the XDR Administrator Portal.
2. Goto Settings > Notifications.
3. Enable the toggle button.
4

In the Trigger section:

Trigger

Informational and above -

a. Select the priority level to trigger notifications. The system sends a notification
when a generated incident matches the selected priority level.
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b. To send notifications only for incidents that were not prevented, select the Only
when not prevented checkbox. If not selected, the system sends notifications for
all incidents that match the selected priority level.

5. In the Content section, choose if you want to include tenant name in email notifications.

Content

Select one of these:
® None - No prefix is added.
® Predefined tenant name - Adds the Check Point Portal tenant name as a prefix.
® Custom - Adds a custom tenant name as a prefix.

Enter a name in the Tenant name field.

Content

The tenant name appears as a prefix in the email Subject. Adding the tenant name helps
to easily identify the account associated with the generated incident.
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Email Preview "

Recipients

I

Message

subject

{tenant_name}: {priority_level} priority XDR/XPR incident created

Body
A {priority_level} priority XDR/XPR incident was created.
Details:
- {num. assets at the time of incident creation} assets invalved

- {num. responses pending user action} responses pending approval

Click here to view more details.

6. Select these:

® Related assets - Choose whether to include the number of related assets or list
their names (up to 5) in the notification.

® Related indicators - Choose whether to include the number of related indicators or
list their names (up to 5) in the notification.

Related assets

® Count (0 List
Related indicators
@ Count O List

7. Click Save Changes.
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Sending Email Notifications

1.

2
3.
4

Enable the Email toggle button.

. Enter the email addresses of users and/or distribution lists.

To view how the email subject and body appears, click Preview Email.

. Click Save Changes.

Sending Slack Notifications

1.
2.

Enable the Slack toggle button.

Click Edit.

Slack Channels pop-up appears.

Enter the Channel name and its URL.

To add multiple channels, click Add Channel and enter the Channel name and its URL.
Click Save.

To view how the Slack notification appears, click Preview Message.

Click Save Changes.
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Sending Microsoft Teams Notifications

1. Create a workflow in Microsoft Teams:

o Note - As a prerequisite, create a team and channel in Microsoft Teams to
receive notifications.

a. Open Microsoft Teams and click + Apps.

b. Expand Workflows and click Notifications.

Wi
f"l Apps
@ search apps and more Q
Cha
EEB EB Apps v
—ore
.e Workflows ~
Calends
QD Categories
=l All templates
[ Approval
neanE Calendar
%‘g Data collection
= Editors' picks
. Instant

0365 Learn...

Matifications I

Productivity
Remote work
Shifts
Social media

Sync
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Send webhook alerts from specific people to a
channel

Generate a webhaok URL that lets specific people send
extemal systems updates into a channel using rich adaptive...

Iy

Send webhook alerts to a channel

Generate a webhook URL that lets anyone send external
systems updates into a channel using rich adaptive cards.

Notify a chat when Planner tasks are completed

Task completions announce themseives. Each “Done” triggers
2n update in the chat, keeping stakeholders effortlessly..

€0

Notify a channel when Planner tasks are
completed

Task completions announce themselves. Send task
completion nofification in the channel, keeping stakeholder...

The workflow window appears.

m? Send webhook alerts to a channel
Workflows via Power Automate

Generate a webhook URL that lets anyone
send external systems updates into a
channel using rich adaptive cards.

Name

c. Select the Send webhook alerts to a channel workflow.

[T

Send webhook alerts from people in an org to a
channel

Generate a webhook URL that lets people from your org
send external systems updates inta a channel using rich..

Post a channel message when a new RSS feed is
published

Send industry news, blog posts, or release notes straight to a
channel so everyone stays informed.

Notifications

[T

Send webhook alerts from people in an org to a
chat

Generate a webhook URL that lets peaple from your org
send external systems updates into a chat using rich adapti...

a

Remind me

Get reminded at exactly the right moment so important
thoughts don't get lost.

Send webhook alerts to a channel

Connections *

For this workflow to run, all apps must have a valid connection.

.9 .
Microsoft Teams b

s@checkpoint.c... ©

d. Inthe Name field, enter a name for your workflow.

e. Click and select your Microsoft Teams account.
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f. Click Next.

The workflow Details window appears.

‘1? Send webhook alerts to a channel X
Workflows via Power Automate
Details
Generate a webhook URL that lets anyone
send external systems updates into a * Microsoft Teams Tearmn
| | usi ich adapti ds. ]
channel using rich adaptive cards ‘ Select an item ) ‘
* Microsoft Teams Channel
‘ Select an itam . ‘
¢ Back Add workflow

g. From the Microsoft Teams Team list, select your team.
h. From the Microsoft Teams Channel list, select your channel.
i. Click Add workflow.

The system creates the workflow.
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Copy the workflow link and click Manage your workflow.

oL send webhook alerts to a channel
l  Workflows via Power Automate

Your workflow has been created. Run it by making a POST request to

hittps;

defaults12a528989a845¢c2 a4 0df36fadbbd3. 7 cenvironment. api.pow

srplatform.com:443/powerautomat... [0

Want to make changesyManage your workflow

The Home tab in the Workflowspage appears.

Click Edit.

El Workflows Home Create Chat About

& Edit

£y Share B Save As [i] Delete

Flows > test-work

Details

Flow
test-work

Description

Primary owner

B> Run [y Sendacopy '~ Export

Post card to channel in Microsoft Teams when webhook request is received

) Tumoff £l Repair tips off

Status
On

Created

Aug 19, 12:39 PM
Modified

Aug 19, 12:39 PM

Type
Instant

Plan
The user who runs the flow
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I. Click Send each adaptive card > Post card in a chat or channel.

When a Teams webhook request is received e

Send each adaptive card e

* Select an output from previous steps

body.attachme... x
& :
Post card in a chat or channel

: Add an action

+ Mew step Save

m. From the Post as list, select User.

% Post card in a chat or channel Tt
*Post as User W
*Postin Channel hd
*Team Infinity XPR Area e
*Channel General hl
* Adaptive Card E Current item x
Subject Add message subject
Show advanced options

n. Inthe Adaptive Card field, select Current item.

o. Click Save.
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2. Inthe XDR Administrator Portal, go to Settings > Notifications and enable the Microsoft
Teams toggle button.

3. Click Edit.

Teams Channels window appears.

Teams Channels ®

Manage your teams channels

Channel name URL

= https:/ PG00 K . webhook. office.comiy OO0 'l
playblocksTestChannelt hitps:/ o000 webhook. office.comHCOOOOOTON 00K 'l
test hitps:/ FRoOOO0OO 00000000 logic. azure.comfworkflow: 'l
test webhook hitps:/ o000 webhook. office.comHCOOOOOTON 00K 'l
Test workflows hitps:/ FRoOOO0OO 00000000 logic. azure.comfworkflow: 'l
[]

+ Add Channe

Cancel SAY

Enter the Channel name and in the URL field, paste the workflow URL copied in step 1.j.
Click Save.

To view how the Microsoft Teams notification appears, click Preview message.

R L

Click Save Changes.
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Testing Notifications

To test the configured email, Slack, and Microsoft Teams notifications:

1.
2.
3.

Click Settings > Notifications.
Click Send Test.

In the Test Platforms section, select the platforms you need to test (Email, Slack,
Teams).

In the Test section, select the users.

® To send the notifications to all the configured email addresses or channels, click All
recipients.

® To send the notifications to specific users or channels, click Specific and enter the
required Recipients.

. Click Send.
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Audit Logs

The Audit logs page allows you to view the activities in Check Point XDR.

Note - Only high level activities that affect Check Point product security are shown.
Changes in incident management (such as assignee, status and comments) are not
shown.

To view the Audit logs, go to Settings > Audit logs.
XDR creates Audit logs only for these activities:

® |ncident status (Created/Closed)

loC Management (Added/Edited/Deleted)

Notifications
» Policy changes (Enabled/Updated/Disabled)

* Notifications sent

Manual or automatic action taken
* |solate host on endpoint or gateway
« Kill process on Endpoint

e Quarantine file on Endpoint

Automatic response (Enabled/Updated/Disabled)

Exclusions (Created/Updated/Deleted)
To search for a specific activity, enter the name in the Search field.

To export the data to an excel in CSV format, click Export all (CSV).

Column Name Description

Date Date and time the activity was started.

User Name of the user who initiated the activity.
System indicates that the activity was performed by XDR.

Action Type Type of activity performed.

Details Details of the activity.
For activities on incidents, it shows a link to the relevant incident.
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Column Name Description

Status Status of the activity.

® |n progress
® Completed
® Failed
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Topology Map Excluded Views

In this section, administrators can create Excluded Views to hide specific information on the
Threat Topology map. Any data that matches an excluded view will not be shown on the map
regardless of any View or Search definitions.

Topology map excluded views

W New

MName Type Filter Description
Filter fwgfwggw

fwafwgfwgfwg Filter fwafwggfwiw

hhhghwg Filter wghwaqggwhh

ffwowifw Filter fwafgwgfwigw

ffff Filter fiff

string Filter string string

string? IP range 192192192192/32 string

For more information, see "Excluded Views" on page 185in Threat Topology map.
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Al Copilot

Al Copilot is Check Point's GenAl assistant, that boosts security effectiveness of
administrators and SOC analysts.

To access Al Copilot, click Al Copilot from the top banner, which opens the Copilot's chat
window.

- ® CHECK POINT _
¥ Q) e —

General Actions

To perform the general actions, access Al Copilot from the top banner.

CO Al Copilot : 8 X

o Check Point Al Copilot is powered by Al, so surprises and mistakes are possible. w
Please share feedback so we can improve!

Terms Privacy

Hi , what can | do for you today?

11:40

204

.
Click * in the Copilot's chat window to perform these actions:
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CO AlCopilot : 8 X

42 New chat

o Check Point Al Copilot is powered by
Please share feedback so we can imj

Terms Privacy (C) Chat history

& Suggested questions
Hi= =8, what can | do for you today?

15:10
Prompt security Basic v

Terms & privacy

Action Description

New chat | Starts a new chat.

Chat View chat history by month.
history
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Action Description

Prompt
security

Scans the user prompt and response for protection, such as Data Loss
Protection (DLP), Advanced Context Check (out-of-context and inappropriate
text), and Jailbreak Check (prompts that try to bypass the Al engine security to
obtain confidentially sensitive information in response).

It supports three modes:

Data Loss Advanced .
! Jailbreak
Protection Context Check
(DLP) Check
Basic User Prompt Q
Response
Optimized User Prompt 0
Response

Strict User Prompt 0 0
Response 0

000

Providing Feedback on the Response

You can provide feedback on the copilot's responses. This feedback is monitored by Check
Point for continuous improvement of the Copilot's responses.

To provide feedback:

1. After you get a response, click one of these:

® |f the response needs improvement, click = .

® |fyou like the response, click 1.

The Provide additional feedback window appears.
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5 Provide additional feedback X
Glad we could help!
What made this answer helpful?
Accurate Comprehensive Informative Clear Beneficial
Resourceful
Submit feedback

Al Copilot

T

CO Al Copilot

, what can | do for you today?

What is an incident?

In the context of Check Point Infinity XDR/XPR, anincident is a collection of
@vants from one or mora products that together represent an attack story or a
confirmed/suspected security threat. Incidents are created by correlating multiple
evants (which may include both benign and security-related activities) using Al
and machine learning. The system prioritizes incidents based on their severity and
confidence, and provides actionable steps for prevention and response.

Key points about incidents in Infinity XDR/XPR:

Definition: Incidents are validated security issues that require containment,
resolution, and possibly reporting. Examples include data exfiltration attempts or
prute force login attacks.

Components: Each incident includes impacted assets (users/devices), artifacts
(evidence like files, IPs, URLs), and indicators (signs of malicious activity).
Lifecycle: Incidents can be assigned, commented on, investigated, and closed
with a resolution status.

Actionable: The platform provides prevention recommendations and can
automate responses.

For more details, see the Infinity XDR/XPR Incidents documentation.

Would you like guidance on how to view or manage incidents in the Infinity
XDR/XPR console?

2. Enter your feedback and click Submit feedback.

Supported Capabilities for XDR

With the Al Copilot, you can ask questions about XDR, Check Point documentation, MITRE

ATT&CK framework and general cyber security
currently not supported.

General Query

terms, and take actions. Write actions are

You can ask the Copilot general questions about XDR and Check Point documentation.

Sample Prompts
® How should | investigate this incident?

® Whatis Phishing?

How to add an IOC to IOC management?

What is Threat Hunting?

What is lateral movement?

What is Emotet?

How to integrate MS Defender with XDR?
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® Show the top IP addresses the machine <machine name> communicated with since the
start of the year?

® Whatis T1053? Was it seen exploited in my environment?

® \What was the RCA of this incident?

Incident Specific Query and Action

When in a specific incident, you can ask the copilot questions about that incident and its
details, from all the tabs (for example, Insights & Forensics, Affected assets and so on) within
the incident. The system opens the Al Copilot for the specific incident.

Al Copilot .
co - i B X
¥DR - I0: 824
o Check Point Al Copilot is powered by Al, so surprises and mistakes are possible.
Please share feedback so we can improvel
Terms Privacy
Hi  what can | do for you today?

Sample Prompt for Queries on an Incident
® Can you summarize this incident?
® \What immediate actions are recommended?

® Which assets were affected?

What are the key IOCs identified?
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