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Important Information
Latest Software
We recommend that you install the most recent software release to stay up-to-
date with the latest functional improvements, stability fixes, security
enhancements and protection against new and evolving attacks.

Certifications
For third party independent certification of Check Point products, see the Check
Point Certifications page.
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Latest Version of this Document in English
Open the latest version of this document in a Web browser.
Download the latest version of this document in PDF format.
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Introduction
Check Point and Aviatrix have partnered to deliver a best-in-class experience for customers
that want to extend advanced security protections and drastically simplifying their multi-cloud
network architecture.

Aviatrix cloud networking software delivers a single, common platform for multi-cloud
networking, regardless of public cloud providers used. Aviatrix delivers the simplicity and
automation enterprises expected in the cloud with the necessary visibility and control.

This document provides instructions about how to configure and deploy Check Point Firewalls
from the Aviatrix Controller.

Prerequisites
n Already configured Aviatrix Controller and Aviatrix Gateways

n All Security Domains are defined in the Aviatrix Controller

n Basic operation knowledge of Aviatrix and Check Point software

Architecture Overview
This section provides an overview of a standard design pattern for East-West, Ingress, and
Egress traffic inspection with Check Point Security Gateways. To deploy a dedicated ingress
zone, see the Check Point Cloud Security Blueprint 2.0.

Example - East-West Packet Walk for AWS, Azure, and Google (GCP):

https://pages.checkpoint.com/cloud-security-blueprint.html
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1. Aviatrix programs the local VPC/VNET route table that pointed to the Aviatrix Spoke
Gateway.

2. Aviatrix Spoke Gateway sends traffic to one of the Aviatrix Transit Gateways.

3. Aviatrix Transit Gateway PBR rules to determine if either source or destination requires
FireNet. If there is a match, then traffic is redirected to the one of the available
CloudGuard Security Gateways.

4. CloudGuard processes the packet and sends the traffic back to the Aviatrix Transit
Gateway.

5. Aviatrix Transit Gateway receives packet from the CloudGuard Security Gateway and
sends the packer to the destination Aviatrix Spoke Gateway.

6. Aviatrix Spoke Gateway routes traffic to the VPC/VNET route table.

7. EC2/VM see this as an native VPC communication flow.
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Context Aware Service Insertion

Ingress Traffic Flow
Ingress Designs and Packet Walk for AWS, Azure, and Google (GCP)
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Deploying Check Point Gateways
This sections explains step-by-step how to provision two Check Point Gateway (one gateway
behind each Aviatrix gateway).

Note - There is an option for customers to deploy more than two Check Pointgateways.

Step 1: Required Information
This table gives the required information to deploy a Check Point Security Gateway.

Device Information IP Address Credentials

Aviatrix Cloud Controller

Check Point SMS

Check Point SIC Key N/A <sic key>

Check Point Gateway Names <host1/host2…>

GW01 internal router IP N/A

GW02 internal router IP N/A

Firewall Interface IP FW01: External IP
FW01: Internal IP

FW02: External IP
FW02: Internal IP

Internal Test Server

For the Internal Router IP, we recommend that you add three return routes, each for a
RFC1918 address that points back to the VPC router of the subnet aviatrix*dmz-
firewall and or aviatrix*hagw-dmz firewall, if you attach the instance to the back
up gateway.

To do this, navigate to the AWS Management Console > VPC > Subnets and filter by "dmz-
firewall". This allows you to control the VPC router IP, which is the first host for each subnet.

Example:
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Step 2: Deploy the Check Point Gateways
These describe how to deploy Check Point Security Gateways from the Aviatrix Controller.

To deploy a Check Point Gateway:

1. Log in to the Aviatrix Controller.

2. Navigate to Firewall Network > Setup > Launch & Associate Firewall Instance.

3. For each field, enter the required information:

n VPC ID - The Aviatrix Firewall VPC, for a new deployment use only one VPC ID.

n Gateway Name - The Aviatrix Gateway in which this Check Point Firewall is
provisioned for. An Aviatrix best practice is to deploy two Aviatrix Gateways, for
which it is necessary to deploy two Check Point Firewalls behind each one.

n Select these options:

l Firewall Instance Name

l Firewall Image Version (If more than two versions are listed, always select
the latest one)

l Firewall Instance Size

n Egress Interface Subnet

l Select the subnet that pertains to the Aviatrix Gateway above

l Always select the public fw ingress-egress subnet

n Key Pair Name (Optional) - You can use an existing key from AWS, or a new key is
issued after the gateway is deployed.
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n Bootstrap details:

l Username: "admin", password "Aviatrix123#", sic
"Aviatrix123"

l Router IP address are different between Primary and Secondary gateways
because they are located in different AZs.

4. Verify that each field is correct > click Launch. Aviatrix also verifies if the subnet
information is correct for the selected Aviatrix Gateway.

5. Keep this window open until the gateway provisioning finishes:

6. Deploy the second Check Point Gateway.
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7. Note that a change in these fields to reflect the second Aviatrix Gateway.

n Gateway Name: (such as FireNet-GW-hagw)

n Firewall Instance Name:

n Egress Interface Subnet: (as in us-west-2b)

Do these steps again for each gateway.
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Adding Gateways to the
Management Console
This step describes how to add a Security Gateway to Check Point's Security Management
Server. A Security Gateway enforces Security Policies configured on the Security
Management Server. To install Security Policies on the Security Gateway, configure the
Security Gateway object in SmartConsole.

To add gateways to the Management Console:

1. Log in to the Check Point Management Console.

2. Create a new singe gateway, use the Wizard mode.

3. Enter the SIC_Key used in "Bootstrap details. See "Deploying Check Point Gateways"
on page 8.
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4. Accept the network values > click Close.

5. Stop the Anti-Spoofing Software Blade on the external interface.

a. Navigate to Gateway Object > Network Management > eth0 (external) > Modify.

b. Clear the checkbox Perform Anti-Spoofing based on interface topology > click
OK > OK.

c. To close object, click OK.

6. Do these steps again for each gateway.
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Configuring Egress Routing
This section describes the necessary steps to configure egress routing.

To configure egress routing:

1. Configure the Security Policy to allow internal VPC networks to the Internet.

2. Makes sure there is a correct outbound NAT policy setup.

3. Push the Policy.

4. Use an internal to host to test the outbound connectivity.

a. Go to SmartConsole > navigate to Logs & Monitor.

b. Check that traffic is distributed between both Check Point Gateways. This is
because traffic is load balanced by Aviatrix Gateways.

For more information, see this tutorial video.
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Configuring Ingress Routing
This section describes the necessary steps to configure ingress routing.

Step 1: Create a Target Group
1. Log into the AWS Management Console.

2. Navigate to Services > EC2 > Load Balancing > Target Groups > Create target group.

3. Enter these details for the target group:

a. Target Group Name: guo-internal-80 and guo-internal-22

b. Target type: Instance

c. Protocol: TCP

d. Port: 80 and 22

e. VPC: <Where test server resides>

4. Click Create.

5. Register targets to the internal target group.

a. Below Create target group, in the Name column, select the target group > click
Targets > Edit.

b. Select <Test Server> > Add to registered > Save.

c. For each Target group, repeat steps "a" and "b".

Step 2: Create an Internal Load Balancer
1. Navigate to Services > EC2 > Load Balancing > Load Balancer > Create Load

Balancer > Create (Network Load Balancer).

2. Enter the required details:

n Name: Enter a name

n Scheme: Internal

n Listeners: Ports 80 and 22

n VPC: Where the server resides

n AZ: Select each Availability Zone
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Step 3: Configure the Security Settings
1. Go to Configure Security Settings > Configure Routing and enter the necessary

details.

2. Enter the required details:

n Target Group: Existing

n Name: guo-internal-22

n Next: Register Targets > Review > Create.

n Listeners: Edit the listener to match the associated port(s)

Step 4: Configure the External Load Balancer

To configure the AWS External Load Balancer, do these steps:

1. Log into the AWSManagement Console

2. Navigate to Services > EC2 > Load Balancing > Target Groups > Create target group.

3. Create the target groups

a. Enter the necessary details:

n Target Group Name: example-external-5080 and guo-internal-5022

n Target type: Instance

n Port: 5080 and 5022

n VPC: <Where firewall resides>

b. Click Create.

c. Repeat steps 2 and 3 for each target group.
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d. Add firewalls to both external target groups.

4. Create an External Load Balancer.

a. Navigate to Services > EC2 > Load Balancing > Load Balancer > Create Load
Balancer > Create (Network Load Balancer).

b. Enter the necessary details:

n Name:

n Scheme: internet-facing

n Listeners: 80 and 22

n VPC: Where server resides>

n AZ: Select each AZ

5. Configure the Security Settings:

a. Go to Configure Security Settings > Configure Routing, enter the necessary
details:

n Target Group: Existing

n Name: example-external-5022

b. Click Next > Register Target > Review.

c. Click Create.

6. Edit Listeners to match the associated port.

a. Below Listeners, select Add listener.

b. Select the checkboxes for TCP : 22 and TCP : 80.
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Step 5: Configure the Security Policy to Allow
Ingress Traffic

To allow ingress traffic, do these steps:

1. Log into SmartConsole.

2. Create a Dynamic object:

a. Go to Object > New > More > Network Object > Dynamic Objects > Dynamic
Objects.

b. In the Name field, give the object this name: LocalGatewayInternal

c. Repeat steps "a" and "b" for the second Dynamic object.

3. Create a dummy host object:

a. Go to Object > New > Host.

b. Enter the necessary details:

n Name: DummyHost

n IP: 169.254.1.1

4. Create a dummy object group

a. Go to Objects > New > Network Group.

b. In the Name field, enter DummyGroup.

c. Add the DummyHost to this DummyGroup.

5. Create two Logical Servers.

a. Go to Object > New > More > Network Object > More > Logical Server.

b. In the Name field, enter the DNS name provided by the AWS Internal Load
Balancer.

Example:

fw01 = internal-InternalELB-1087819072.us-east-
1.elb.amazonaws.com_1)
fw02 = internal-InternalELB-1087819072.us-east-
1.elb.amazonaws.com_2
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c. In the IPv4 Address field, enter the external IP address associated with the
gateway instance.

d. For Server's type, select Other. Note - Select Other even if you work with HTTP.

e. Select the checkbox Persistent server mode and keep the default option
Persistency by service.

f. Below Balance Method, select Domain.

g. Repeat steps "a" through "f" for each gateway. Remember, put "_<Number>" at
the end of the Logical server name, as in this example:

6. Create an Access Rule:

7. Create a NAT rule:

8. Push the policy.

9. Verify the connection

a. Copy the DNS name of the External Load Balancer.

b. Open a browser and paste the External Load Balancer's DNS name.
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c. Verify the log entry.
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