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Email Security Portal

Email Security Portal

The Email Security Portal provides you with a user-friendly interface to handle emails flagged
as suspicious or potentially harmful, allowing you to manage them proactively while ensuring a
secure environment for your email communications.

In the Email Security Portal, you can preview the quarantined emails, restore them, or submit a
restore request for them - all in accordance with your organization's policies.

Benefits

Proactive Management: Handle suspicious emails proactively.

Enhanced Security: Reduce the risk of phishing and malware.

User Empowerment: Take immediate action without IT support.

Efficient Filtering: Quickly find and manage specific emails quarantined emails.

Trust Management: Add trusted senders to improve email delivery.

Clear Status Tracking: Track the status of your restore requests easily.

Accessing the Email Security Portal

Depending on your organizational policy, you can access the Email Security Portal using any
of these authentication methods:

® Microsoft login
= Google login

® One-time password via email
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Email Security Portal

To log in to the Email Security Portal:

1. Access the Email Security Portal using .

Welcome to
Email Security
Portal

°
& cHeck POINT

YOU DESERVE THE BEST SECURITY

Sign in with Microsoft

Sign in with Google

—— Email Security Portal ——

Enter your email address

2. To sign in using Microsoft credentials:
a. Click Sign in with Microsoft.

b. Follow the on-screen instructions and sign in with your organization's Microsoft
credentials.

3. Tosignin using Google credentials:
a. Click Sign in with Google.

b. Follow the on-screen instructions and sign in with your organization's Google
credentials.

4. To sign in using one-time password through email:
a. Inthe Enter your email address field, enter your organizational email address.
b. Click Submit.

The system sends a verification code to your organizational email address.
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Email Security Portal

c. Inthe Enter the authentication code you received to your mailbox field, enter the
verification code you received to your organizational email address.

Welcome to
Email Security

o
& cHeck POINT Portal

YOU DESERVE THE BEST SECURITY Enter the authentication code you

received to your mailbox

Authentication code

—— Email Security Portal ——

d. Click Submit.

After successful authentication, the Overview page appears.

LJ
@ cHeckpoINT

Find quarantined emails

. MG
Hi =i,
What are we doing
tOd a 7 Check on my restore requests
Yy E’g .

Quarant

Viewing Quarantined Emails

The Quarantined Emails page shows all the quarantined emails.
o Note - You can view only a preview of the quarantined emails.

® By default, the portal shows the images as icons only. If your organizational
policy allows you to view the images, Display images option appears at the top-
right corner of the previewed email. To view the images, click Display Images.
® All the links are disabled in the preview.
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Email Security Portal

To view the Quarantined Emails page, do one of these:

® |n the Overview page, click Find quarantined emails.

® From the left navigation panel, click Quarantine and select the Quarantined Emails tab.

Filters | Email date 1 Last update Subject Sender Recipients Status 1 D

R, S————

Subject: Re: Helping Check Point Bresk Language Barriers with LangSouls oag- Helping Check Point Break Language Barriers with LangSouls
Collaborator Enterprise (1o s i g o) Thursday, 25 April 2024, 08:19 o David Sommer ( ) ° Thursday, 23 May 202
Subject: Defect was assigned to you by user in review Edit review - Harmony SA... To
Collaborator Enterprise (i s s goess) Thursday, 25 April 2024, 08:18 Hi
Subject: Defect was assigned to you by user in review Edit review - Harmony SA. I hope you're doing well. Just checking in to see if you had a chance to consider our translation services
at LangSouls. We're keen to explore how we can support with aur tailored language solutions
Collaborator Enterprise (1 st fgnt yoems) o Thursday, 25 April 2024, 08:23
Could we schedule a brief call this week to discuss your needs? I'm confident we can offer valuable insights
Subject: Incorporate Comments in Review Edit review - Harmony SASE - Migrating Harmony SASE and assistance.
Thank you for your time and looking forward to your response o
Collaborator Enterprise (mimgs g ) Thursday, 25 April 2024, 08:14
Subject: Defect was assigned to you by user in review Edit review - Harmony SA.
Best, David Sommer
Collaborator Enterprise (# i ML ) Tuesday, 23 April 2024, 07:28
Subject: Defect was assigned to you by user in review Edit review - Harmony SA..
B L arm—————— Tuesday, 23 April 2024, 07:16 ‘ O spam e Detected a5 Spam Request Restore ‘

Legend Item Description

1 Quarantine | All quarantined emails that you can take action on.
d emails

2 Email Subject of the email.
Subject

3 Date and Day, date and time the email was received.
Time

4 Email body | Body of the email.

5 Threat Category of the quarantined email, such as malware and phishing.

Category
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Legend

6

Item

User
Actions

Description

Email Security Portal

Shows the available user actions for the email.

Action Description

Restore

Request
Restore

Trust
Sender

Allows you to restore the email yourself without an
administrator's approval.

Allows you to request to restore an email and an
administrator must approve to restore the email.

Allows you to add a sender to the Trusted
Senders list.
When you add a sender to the Trusted Senders
list, the emails from the sender will be delivered to
your mailbox instead of moving to the spam
folder.
Note - These emails might still be flagged as
phishing or containing malware and
quarantined.

0 Note - Availability of these options depends on your
organizational policies.
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Legend Item

7 Filters

Description

Email Security Portal

Available options to filter the emails.

Filter Type Description

Email date

Last update

Subject

Sender

Recipients

Status

Shows all relevant emails matching the
selected date or date range.

Shows all emails matching the status update
date.

Shows all emails matching the text entered in
the Subject field.

Shows all relevant emails from senders
matching the text entered in the Sender field.

Shows all emails matching the text entered in
the Recipient field.

Shows all emails matching the selected status:

® All - Emails that are quarantined, pending,
declined, or restored.

® Pending - Emails that are pending for
administrator's approval.

® Quarantined - Emails that are
quarantined.

® Declined - Emails that are requested for
release from quarantine, but are declined
by the administrator.

® Restored - Emails that are restored to the
mailbox.

Restoring Quarantined Emails

Based on the threat category of an email, your organizational administrators would have
configured policies that allows you to restore the email yourself or require administrator's

approval for restoration.

® Restore - Allows you to restore the email yourself without an administrator's approval.

® Request Restore - Allows you to request to restore the email. The email will be delivered
to your mailbox only when it is approved by an administrator.
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Email Security Portal

How to restore emails that do not need an administrator's
approval

For emails that do not need an administrator's approval, the Restore option appears. To
restore these emails:

1. Select the email you want to restore.

Got an Article Suggestion for you,

o Nino Clave g [ ) Tuesday, 20 February 2024, 02:43

To:

2. Click Restore.

The Restore window appears.

Restore

Are you sure you want to restore this email?

Cancel Submit

3. Click Submit.

The email gets restored to your mailbox.
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Email Security Portal

Email Restored

You should see the email in your mailbox shortly.

4. Click Close.

Once restored, the email status changes from Quarantined to Restored.

Webinar 8 User Research for Technical Documentation

0 Document360 Team (b=’ ) Wednesday, 21 February 2024, 19:32

To:
Webinar 8 User Research for Technical Documentation

L ] - - _m - - n L ]

-
LE B
|
- L] L L] L} - - - . L B Lt
‘ o Spam Detected as Spam.
o Restored Restored at: Wednesday, 21 February 2024, 19:32

How to restore emails that need an administrator's approval

For emails that need an administrator's approval, the Request Restore option appears. To
restore these emails:
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Email Security Portal

1. Select the email that you want to restore.

Defect was assigned 1o you by user === in review Edit review - Harmony SASE - Migrating Har...
° Collaborator Enterprise (sl euniguis. mm) Thursday, 25 April 2024, 08:19
To:

Defect was assigned to you in review Edit review - Harmony SASE - Migrating Harmony SASE Workspace to Infinity Portal

. . .
» el b . - pm 5
R . . R
P —— . [ uom e
o Suspected Phishing Suspected Phishing email. Reguest Restore

2. Click Request Restore.

The Request Restore window appears.

Request Restore

Please enter the restore reason below:

type..

0/99

Cancel

3. Inthe Please enter the restore reason below field, enter your justification for restoring
the email.

4. Click Submit.
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Email Security Portal

Request Submitted

Your request will now be reviewed by an administrator.

The system sends a request to the administrator for review.
5. Click Close.
The email status changes from Quarantined to Pending Restore Approval.

Start Your Review: Edit review - Harmony SASE - Migrating Harmony SASE Workspace to Infinity ...

Pending Restore Approval
e Collaborator Enterprise (s - ) Monday, 29 April 2024, 11:27

To:

Hello,

You are added as a Author for new review Edit review - Harmony SASE - Migrating Harmony SASE Workspace to Infinity Portal.

o Suspected Phishing Suspected Phishing email.

Reguested at: Monday, 29 April 2024, 13:12
Pending Restore Approval ‘ Justification: Internal Notification

If the administrator approves the request, the email is restored to your mailbox and the
email status changes to Restored.
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Email Security Portal

Review [Edit Review] ¥ -7 %=1 Infinity &% & % Insights page is approaching the ...

o Collaborator Enterprise (molaloms (== | Wednesday, 8 May 2024, 12:23

To: = m m B |

This email is an automatic notification sent by Collaborator Enterprise.

Request details:

Requested at:
o Suspected Phishing | Suspected Phishing email. Wednesday, 22 May 2024, 11:33

Justification:
It is an internal tool notification

o Restored ‘ Restored at: Wednesday, 22 May 2024, 11:40 Request det%

If the administrator declines the request, the email status changes to Restore Request
Declined and the system shows the reason for declining the request.

Important update for your account

John Doe (e sinmil emmarsy Friday, 27 October 2023, 20:34

To: Albert Phoenix (i gy =)

Dear Michael,

Hope you're well. I've got a new task I'd like to discuss and assign to you.
Can you please get in touch with me when you can? We can chat about the details and how
to proceed.

Thanks

John Doe, Regional Manager

Request details:
Requested at:

. . Sunday, 29 October 2023, 11:34
o Phishing This email was detected as phishing email

Jjustification:
please release from quarantine, i know this sender
Declined at: Sunday, 29 October 2023, 11:34 Request details

Justification: Admin justification text text justification tex%text admin

0 Restore Request Declined
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Email Security Portal

Viewing the Status of Restore Requests

This page shows the status of restore requests that have been declined, awaiting approval
(pending), or have been successfully restored.

To view the Restore Requests page, do one of these:
® |n the Overview page, click Check on my restore requests.

® From the left navigation panel, click Quarantine and select the Restore Requests tab.

B overview - N N
Dvenver ( A ) [ QuarentinedEmails ) Restore Requests
£  Quarantine
Fiters  Email date Lastupdate 1 Subject Sender Recipients Status 3
D —— P |
Subject: Start Your Review: Edit review - Harmony SASE - Migrating Harmony SASE Works... (PEiaingRestorelABpioval Start Your Review: Edit review - Harmony SASE - Migrating Harmony SASE Workspace to Infinity Pending Restore Approval
Document360 Team (s ) 21F 202 2 e Collaborator Enterprise (
Subject: Webinar M User Research for Technical Documentation T

Hello,

You are added as a Author for new review Edit review - Harmony SASE - Migrating Harmony SASE Workspace to Infinity Portal

o Suspected Phishing

Suspected Phishing email

Pending Restore Approval

Trusted Senders

Trusted Senders are legitimate senders whose emails are sent to the spam folder of a user.
When you see such an email from a legitimate person being moved to the spam folder, you
can add them to the Trusted Senders list.

When Avanan sees a sender in the Trusted Senders list, it automatically moves the email to
the inbox instead of the spam folder.

Note - Adding a sender to the Trusted Senders does not guarantee that the email will
always be delivered to your mailbox. Avanan scans these emails for potential threats
and can quarantine them.

To view the Trusted Senders page, from the left navigation panel, click Trusted senders.
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Email Security Portal

@& cHeckroINT

! Trusted Senders

Quarantine Emails suspe

d as Spam that are sent from these senders will be delivered to your mailbox

Trusted senders

Filters Search Trusted Sender 3 Trustedby 2 Created at

2/8 Senders selected

Trusted Sende R o
‘ . . 16:46:31
mysupport@gmail.com ou 2019-08-14
pport.com Admin o
m pport.com Admin 2019-08-14
N 16:46:31
all@all-domain.com You 2019-08-14
= 16:46:31 Edit Delete
& ynet.coil Admin 2019.08-14
16:46:31
nysupport@gmail.con You
mysupport@gmail.com ¢ 2019-08-14
16:46:31
mysupport@gmail.com You

2019-08-14

ding Trusted Senders

1. From the left navigation pane, click Quarantine.

& cHeck poINT B Sign out

B Overview Ve
= Quarantine Al (_ausrantinedemais ) (" Restore Reauests )

% Trusted Ser

Filters Search Email date Lastupdate Status 2 Subject Al Sender A Recipients Al S
John Doe (e e ) P ———— |
Hey, Alber
Il attach a few reports in addition o the one we went through yesterday. Ive also add some
ustomer specific POC reports just to show you how | present the ust to show you how |
e John Doe (s ] Friday, 27 October 2023, 20:34
John Doe (¢ n ik 1) Sunday, 29 October 2023, 13:21 To: Albert Phoenix . . "
Subject: Important update for your account Pending restore approval

Dear Michael,

eports in addition to the one we went through ye:
ific POC I present the just

e also add s Hope you're well. I've got a new task Id like to discuss and assign to you,
" Can you please get in touch with me when you can?

We can chat about the details and how to proceed.

John Doe (s siymiin sy ) Sunday er 2023, 14:34
Subject; Important update for your account Thanks

Hey, Al
lil attach a
customer specific POC

John Doe, Regional Manager

eports in addition to the one we went through yesterday. Ive also add s

u how |

orts just to show you how | present the just to show

John Doe & = - Friday, 27 October 2023, 20:34
Subject: Important update for your account Q
Hey, Albert

ttach a few reports in addition to the
mer specific POC reports just to show

/e went through yesterday. Ive also add some
how | present the just to show you how |

John Doe (& - - ) Friday, 27 October 2023, 20:23
Subject; Important update for your account

© svam ‘ This email was detected as spam email Trust Sender

eports in addition to the one nt through yesterday. Ive also add some

ent the just to show you how | preser

lil attach a fe
customer specific POC reports just to s

2. Select the spam email you want to add to the trusted senders.
3. Click Trust Sender.

The Trust Sender window appears.
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Email Security Portal

Trust Sender

Emails sent by trusted sender will be delivered directly to your Inbox.
Select if you want to trust the sender or the entire sending domain:

@ Trust sender’s email address

O Trust sender's domain

F——
| —Cance |
.. A

4. Select the required option:

® Trust sender's email address - Emails sent from this sender's address are
delivered directly to your mailbox.

® Trust sender's domain - Emails sent from this sender's domain are delivered
directly to your mailbox.

5. Click OK.

Trust Sender

This sender will be added to your trusted senders list shortly.

The system adds this sender to the trusted senders list. To view the list of trusted
domains or senders, see "Viewing Trusted Senders" below.

6. Click Close.
Viewing Trusted Senders

The Trusted senders page shows the list of email address and domains that are added to the
Trusted Senders.

To view the Trusted senders page, from the left navigation pane, click Trusted senders.
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Email Security Portal

L4
@& cHeckroINT

Trusted Senders

S Trusted senders

2/8 Senders selected Delete
Trust:
16:46:31
pport@gmail 2019.08
e ortc d
16:46:3
L@all-d You o
-~ 16:46:31 Edit Delete
@ ynetcoil Ad 2019.08-14
y @gmail 16
PP @g! 2
16:46:31
mysupport@gmail.com o 2019.08

To delete a trusted sender, select the checkbox relevant to the sender and click Delete.

To edit a trusted sender:
1. Select the checkbox relevant to the sender.
2. Click Edit from the last column.

3. Make the required changes and Submit.
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Acting on Quarantined Emails

To keep your inbox safe, your organization uses Avanan to quarantine emails, files, and
messages based on its security policies and settings. This process ensures harmful content is
contained before it reaches your inbox.

Additionally, Attachment Cleaning removes malicious content from email attachments while
securely storing the original versions in quarantine for reference or restoration if needed.

Depending on your organization’s policy, you can request the restoration of quarantined
emails. Administrators review these requests and decide whether to approve them. This
process helps maintain a secure and efficient communication environment for everyone.

® "Requesting a Restore from Quarantine” below
® "Restore Requests for Emails Sent to Groups" on page 22

® "Restoring Emails Without Administrator Approval” on the next page

Requesting a Restore from Quarantine

If your organization has configured the policy to allow you to restore quarantined emails or
attachments that were mistakenly flagged, you can use the link provided in the email to
request their release.

99000
CLICK HERE

TO START THE TUTORIAL

Note - This procedure is applicable for emails sent only for individuals. For the
procedure for emails sent to groups, see "Restore Requests for Emails Sent to
Groups" on page 22

To request a restore from quarantine:

1. Click on the link in the email you received.

2. Onthe User Verification page that appears, do these:
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Email Security Portal

a. Enter your email address and click Submit.
Avanan sends a verification code to your email address.

b. Enter the verification code you received and click Submit.

Note - Once authenticated, the user does not need to authenticate again
in the same browser for the next 30 days.

3. Enter the reason for your request to release the email from quarantine and click Submit.
You will receive a notification that the request is sent to the administrator.

4. If the request is approved by the administrator, the original message gets delivered to all
the recipients of the restored email.

Restoring Emails Without Administrator
Approval

If your organization has configured the policy to allow you to restore quarantined emails or
attachments that were mistakenly flagged without the administrator's approval, you can use
the link provided in the email to release them.

o restore a quarantined email:
1. Click on the link in the email notification you received for the quarantined email.
2. Onthe User Verification page that appears, do these:

a. Enter your email address and click Submit.

Avanan sends a verification code to your email address.
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Email Security Portal

b. Enter the verification code you received and click Submit.

®
CHECK

YOU DESERVE THE BEST SECURITY

User Verification

Type in the verification code you
received to your mailbox

HOOXOOCKKKX

Note - Once authenticated, the user does not need to authenticate again in the
same browser for the next 30 days or until the cookies are cleared, whichever is
earlier.

3. Enter the reason for your request to restore the original email and click Submit.

o
7 CHECK

YOU DESERVE THE BEST SECURITY

MAIL RECOVER

* Please explain why you believe this email is not malicious and should be released.

This email is from a trusted sender. Please releasé

{\

The system shows the request status and the email gets delivered to the mailbox in a
couple of minutes.
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[
CHECK

YOU DESERVE THE BEST SECURITY

o

Your request was submitted successfully.

Note - The email received time is the restore time of the email, and not the
original email sent time.

Restore Requests for Emails Sent to Groups

If your organization has configured the policy to allow you to restore quarantined emails or
attachments sent to groups that were mistakenly flagged, you can use the link provided in the

email to request their release.

o request to restore a quarantined or cleaned email:

1. Click on the link in the email notification you received for the quarantined or cleaned
email.

2. Onthe User Verification page that appears, do these:
a. Enter your email address and click Submit.

Avanan sends a verification code to your email address.

Avanan User Guide |
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Email Security Portal

b. Enter the verification code you received and click Submit.

®
CHECK

YOU DESERVE THE BEST SECURITY

User Verification

Type in the verification code you
received to your mailbox

HOOXOOCKKKX

Note - Once authenticated, the user does not need to authenticate again in the
same browser for the next 30 days.

3. Enter the reason for your request to restore the original email and click Submit.

®
7 CHECK

YOU DESERVE THE BEST SECURITY

MAIL RECOVER

* Please explain why you believe this email is not malicious and should be released.

This email is from a trusted sender. Please releasé

N

The system shows the request status and the email is delivered to the mailbox in a
couple of minutes.
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Email Security Portal

[
CHECK

YOU DESERVE THE BEST SECURITY

Your request was submitted successfully.

Note - The email received time is the restore time of the email, and not the
original email sent time.
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Requesting Passwords from End
Users

To secure sensitive data transmitted via email or other file-sharing methods, your organization
uses Avanan with password-protected attachments, adding an extra layer of protection
against unauthorized access and data breaches.

CLICK HERE

NN N NN TR RN |

To restore the password protected attachments :

1. Click the link in the warning banner of the email.

o Invoices@mycompanny.com
To: Bob Target

v Removed Attachments.txt “
602 bytes

| = | Attachments in this email were temporally removed as they are password-protected.
0 to retrieve the attachments, click here and enter their passwords.

Hi Bob,
Attached please find your $20K invoice
The password to open the file is the name of this month, followed by 123.

Yours,
The finance team

N Reply > Forward

2. Enter the password for the attachment and click Submit.
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Email Security Portal

e

ﬂ\‘

Release Password-Protected Attachments

Type in the password for every attachment below and click Submit

ﬂ Invoices.zip ---n-----.]

After you submit, the Anti-Malware engine scans the attachment for malicious content.

Original Attachments on their Way

The password-protected attachments are now scanned for viruses.
Depending on the scan results, original recipients will get the original email with all the attachments

If the Anti-Malware engine finds the attachment as clean, the original email with
password-protected attachment gets delivered to the original recipients of the email.

If the email was already released, this message appears:

Avanan User Guide |
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Attachments Already Released

Someone else has already released these attachments
The original recipients already received another copy of the email with the attachments in it

To restore the email and its attachments :
1. Click the link provided in the email.

2. If prompted, enter the reason for restoring the attachment, and click Submit.

®
CHECK

YOU DESERVE THE BEST SECURITY

ATTACHMENT RESTORE

Enter a message to be sent with attachment recover request

The attachment is from a trusted source

After you submit, the admin receives the request.
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®
CHECK

YOU DESERVE THE BEST SECURITY

ATTACHMENT RESTORE

The admin has received your request, your attachment will return once approved.

After the admin approves, the user receives the original email.
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Attachment Cleaning

To help keep your inbox safe, your organization may apply an Attachment Cleaning policy to
your email attachments. This process reduces security risks by removing harmful content
before the files are delivered to you.

Why Attachments Get Cleaned

Email attachments can sometimes include hidden threats, such as:
® Macros: Small programs that can execute harmful code.
® Embedded Content: Scripts or objects that may carry malware.

® |inks: URLs that might lead to phishing sites or unsafe downloads of malicious files.

What Happens to Your Files

Depending on your organization’s security settings, files are processed in one of two ways:
= Cleaned:
» Risky elements (like macros or scripts) are removed.

e The file type remains unchanged (for example, a Word document stays a Word
document).

Example: A DOC file with macros is cleaned to a DOC file without any macros or
embedded content.

® Converted to PDF:
* Thefile is converted into a PDF and removes active content.
» The PDF is safer to open but may lose certain features (like clickable links).

Example: An Excel file with embedded links becomes a simple PDF without clickable
content.

What You Need to Do

Nothing—this happens automatically! If a file looks different (for example, missing links or
buttons), it's due to the security process.

o Note - Depending on your organization’s policy, you may be able to request the
original version of a cleaned file if necessary.
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User Experience for Attachment Cleaning

Original Email sent Email received by the end-user

Test: Clean file with Threat Extraction Test: Clean file with Threat Extraction 1w

@ A S &
To To: user] Thu 6/9/2022 3:02 PM

test-file.doox eat e -file.docx
@ e v o tﬁr;\;at__xtracted_test filedocx .,

Your attachment(s) were cleaned by Check Point Sandblast Threat Extraction.

Click here to restore the original(s) or contact your system administrator.

QOriginal Email sent Email received by the end-user

Test: Convert file with Threat Extraction Test: Convert file with Threat Extraction 01w

; P
s S Replyall | v
To: Thu 6/9/2022 3:35 PM

threat_extracted_test-filedoc... .,
* 76KB

Today, 6:03 PM

<«

m - test-file.docx v

105 KB Your attachment(s) were converted by Check Point Sandblast

Threat Extraction.

To request to restore the original email:

1. Click the link below the attachment in the email.

L
(=]
ra
=)
-

To: Thu 6/9/2022 3:

L threat_extracted_test-file.docx p
ADKE

Your attachmentis) were cleaned by Check Point Sandblast Threat Extraction.

Click herefto restore the original(s) or contact your system administrator.

2. If prompted, enter the reason for restoring the attachment, and click Submit.
After you submit, the administrator receives the request.

After the administrator approves the request, the system delivers the original email to
mailbox.

3. Ifthe is configured such that it does not require administrator's approval to restore the
attachment, the original email is delivered to the user immediately.
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Click-Time Protection

Click-Time Protection is a proactive security measure that replaces links in email bodies and
attachments with secure, inspected URLs. When you click a link, the destination website is
dynamically inspected to ensure it is not a phishing site.

Avanan secures emails by replacing URLs in emails and their attachments with protected
links, based on the organization's security policies.

What Happens to URLs

All URLs in emails and attachments are rewritten with a protected link.

The rewritten URL displays a tool-tip with the original link, indicating the protection.

Tool-tips are formatted for platforms like Microsoft Outlook for Mac and Outlook Web
Access.

On some clients, like Outlook for Windows, the raw rewritten URL may be shown instead
of the tool-tip.

Why Links Are Rewritten

Rewriting links ensures that:
® Every click is checked for security in real time.
® Malicious links are intercepted before reaching the destination.

® Users are notified if a link or file poses a security risk.

Clicks on Malicious Websites

When click on the URL of a website, Avanan checks the target URL.
® |f the URL is not found to be malicious, will be redirected to the original URL.
® |f the URL is found to be malicious, will be forwarded to a warning page.

« If the workflow for malicious URLs is to , an additional Proceed anyway link will be
available in the warning page.
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\\

Page Blocked

The website you are trying to access is classified as
malicious and has been blocked

Proceed anyway

[ ]
& CHECK POINT

YOU DESERVE THE BEST SECURITY

Clicks on Direct Download Links - User Experience
When clicks a direct download link, the Anti-Malware security engine emulates the file.
® |f the file is detected as malicious:

« If the configured workflow is , it blocks the file and shows the warning page.

o

File Blocked

he file you are trying to download was found to be malicious
and has been blacked.
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« If the configured workflow is , it blocks the file and shows the warning page.
However, the user can click Download anyway to download the file.

[

File Blocked

® |f the file is detected as clean, it shows the notification and downloads the file.

@

File Clean

Google Drive Preview Links

By default, in the Gmail interface, when there is a link to a file in Google Drive, the email shows
the file preview as if it was attached to the email.
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« @ 0 B B 0 @ m D

The Future of Email Security Insox

e IS S

tome -

Hi Bob,

draft of our presentation:

Presentation link

See you next week,
Link to Google
_— Drive

One attachment + Scanned by Gmail (@

& Ghack Poie

THE FUTURE OF EMAIL CPX
agcum# 340

Automatically

ﬂ Deep Dive into th... '

generated
preview

( < Reply ) (r‘l‘ Fnrward)

But, when Avanan rewrites the link, the system does not show the file preview.
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Trusting Senders

When spam is detected in emails and the Anti-Phishing engine marks an email as spam, it will
be moved to the Spam or Junk Email folder by Office 365, based on the configured Mail Flow
rules and actions.

How to Trust a Sender

Quarantined Emails

Sender Subject Date (UTC) Action

16:46:31

2019-08-14

user8@microsoft.com Are you there?

16:46:31
no-reply.co999@domain.com New VoiceMail (23sec)

2019-08-14
R

16:46:31

user8@domain.com New!!!l

2019-08-14

16:46:31

user8@avababkab19.onmicrosoft.com Notification For New Voice Recording 1019-08-14

Spam/Junk Emails

Sender Subject Date (UTC) Action
16:46:31

iser8@gmail.com Newspaper oct2022

u @gmai pap 2019-08-14

16:46:31

no-reply.co999@zapiermail.com New VoiceMail (23sec)
2019-08-14
16:46:31
user8@domain.com Notification ,
t 2019-08-14
16:46:31
user8@microsoft.com Voice Recording

2019-08-14

To trust a sender or domain:
1. Click Trust sender in the .

2. Enter your email address and click Submit.
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[
CHECK

YOU DESERVE THE BEST SECURITY

User Verification

Type in your email address

The system sends an email notification with a verification code.

Verification code from Check Point

& ses
no-reply@checkpoint.com ®© 9 9 -2
To @ 3:07 PM

Here is the Check Point verification code: == smssmmwmn
Please use this code to complete the verification process. Copy the code to the relevant dialog.

The code is valid for 3 minutes.

Note: If you did not initiate an email security related authentication process, please ignore this email.

Enter the verification code received from the email and click Submit.
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[
CHECK

YOU DESERVE THE BEST SECURITY

User Verification

Type in the verification code you
received to your mailbox

XXX

After successful verification, the system shows the status.

L]
CHECK

YOU DESERVE THE BEST SECURITY

&

Your request was submitted successfully.

Once an administrator approves the request, the system adds the sender to the trusted
senders list.
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Graymail

Graymails are legitimate but often unwanted emails, such as newsletters and promotional
emails, which many users find unnecessary, making it harder to find important messages.

The Graymail workflow moves these unwanted emails to a dedicated folder in the user's
mailbox, ensuring a well-maintained inbox and enhancing productivity.

The system creates a Deliver promotional emails to a dedicated folder rule in the user's
mailbox and delivers promotional emails to the dedicated folder. Graymails are then routed to
this dedicated folder.
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Data Loss Prevention (DLP)

Overview

Data Loss Prevention (DLP) helps prevent data breaches and unauthorized sharing by
scanning content based on policies set by your administrator. DLP can scan emails,
attachments, shared files, and text messages. It also uses Optical Character Recognition
(OCR) to extract and analyze text from images.

The system detects potentially sensitive information such as:

Credit card numbers

Social Security Numbers (SSNs)

Bank routing numbers

Data protected under HIPAA

Impact of DLP Policies on You
Emails (Office 365 Mail and Google Gmail)

If your organization’s policy is configured to detect sensitive information in emails:
® The system may block the email from being sent.

® You will receive a notification explaining why the email was blocked.

File Sharing Applications (Office 365 OneDrive, SharePoint)

If your administrator has enabled DLP for file uploads:
® The system may block uploads that contain sensitive content.

® You will receive a notification explaining the reason for the block.

Messaging (Microsoft Teams)

If your organization’s policy includes scanning messages for sensitive content:
® The message will be blocked if sensitive data is detected.

® Both the sender and recipient will see a tombstoned message indicating the content was
blocked due to the organization’s policy.
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Example Scenario

Let’s say your organization has a DLP policy that prohibits sharing credit card information.

® Sender’s Experience:

» You send a message in Microsoft Teams containing credit card details. The
message is blocked, and you receive a tombstoned message stating the content

was blocked due to policy.

i:_". This message was blocked. What can | do?
Check this data
Credit Card
First and Last Name SSN Number
Visa MC AMEX
4925-
Robert 489-36-5350
o ’ 4295

® Recipient’s Experience:

» The recipient sees a tombstoned message with the same notification, ensuring
sensitive content is not shared.

. @ This message was blocked due to organization policy. What's this?

Avanan User Guide | 40



Smart Banners

Smart Banners

Overview

Smart Banners are labels added to safe incoming emails to help you stay alert and follow
security best practices. They serve the following purposes:

® |dentify suspicious emails - Highlight external, unverified, or potentially fraudulent
messages.

® Make you cyber-aware - Draw your attention to suspicious elements that, combined with
your own judgment, may reveal a malicious email.

® Remind you to follow company policy - Prompt you to follow specific guidelines, such
as handling invoices or billing change requests appropriately.

Supported Smart Banners

Avanan supports these Smart Banners:

Category Smart Banner Name Description
Business email Sender resembles areal | Email from a sender that resembles but is
compromise contact not identical to a contact the recipient is
corresponding with.
Request to update Email that resembles a request from
payment details vendors to change their payment details.
Invoice from a new Email with an invoice from a vendor that
vendor ! never contacted before.
Payroll information Emails from external senders requesting to
update request ! update their payroll information.
Financial Emails with Invoices / Email that contains a request for payment
transaction POs 1 in the form of invoice or purchase order.
requests
Payment request via Email that contains a payment request
payment service received via accounts in payment services.
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Category

Avoiding
inspection

Fundamentals

Impersonation

Smart Banner Name

Emails with links to
restricted resources

Emails that appear to be
from an e-sign service &

Sender name different
than address

Reply-to domain recently
created and its address is
different than the
sender’s

Sender domain created
recently 2

Sender SPF failed

Incoming emails from
external senders

First-time sender to
recipient 345

First-time sender to
recipient domain 4°

Sender resembles a
person within the
organization

Smart Banners

Description

Email with links to resources with restricted
access, possibly in order to avoid
inspection.

Emails that contains a link to an e-sign
document, possibly in order to avoid
inspection.

Email from sender with a name that is
significantly different from the email
address which may indicate an
impersonation attempt.

Email with reply-to address different from
sender address and whose reply-to domain
is created recently.

Email whose sender domain was created
recently.

Email that failed SPF checks.

Email from an external sender (outside the
organization).

Email from a sender that never sent an
email to the recipient before.

Email from a sender that never exchanged
an email with the recipient domain before.

Emails from a first-time sender whose
display name is identical to a person within
the organization.

1 These banners apply only to emails written in English.

2 This banner will be applied to emails only if the sender's domain was created in the last 100

days.

3 The First-time sender banner will not be applied to the recipient's emails after 24 hours from
the sender's first email.

4f an email is sent to multiple recipients, the banner will be added only if the condition applies

to all recipients.
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5 The banner will not be added if the sender domain regularly interacts in high volumes with
other recipients from your domain. This exception does not apply to public domains. For
example, gmail.com.

6 1f an email appears to reference an electronic signature and may contain links that cannot be
inspected for phishing or viruses, ensure its authenticity before clicking any links or taking
further action.
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Security Awareness Training

Overview

The security awareness training is designed to help you understand key cybersecurity
practices, recognize potential threats, and protect both your personal and organizational data.
This training helps you learn how to stay safe online, spot suspicious emails or messages, and
protect company and personal information. It also helps reduce the chances of mistakes that
could lead to security issues.

Starting a Training Module

As per the security training policy configured by the administrator, emails with the necessary
training details. The emails contain the training module name, duration, due date, and a link to
access the training module.

Ransomware Awareness Training - Complete by November 06

eLearning<no-reply@ > © a &« -~
To: userl Wed 10/23/2024 8:25 AM
Dear ,

To ensure our company's adherence to security standards and regulatory
compliance,
you are required to complete the following online training by November 06:

Ransomware Awareness Training

In this course, you'll learn how to identify ransomware threats and follow best
practices to protect your organization from attacks.

It should take about 15 minutes to complete.

To start the training, please follow this link: Ransomware Awareness Training

Your cooperation is appreciated.

<\ Reply > Forward
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To start the training module:

1. Click the link provided in the email.

Ransomware Awareness Training - Complete by November 06

eLearning<no-reply@#as r ol © a & O~

E
To: userl Wed 10/23/2024 8:25 AM
Dear e,

To ensure our company's adherence to security standards and regulatory
compliance,
you are required to complete the following online training by November 06:

Ransomware Awareness Training

In this course, you'll learn how to identify ransomware threats and follow best
practices to protect your organization from attacks.

It should take about 15 minutes to complete.

To start the training, please follow this link}f Ransomware Awareness Training

Your cooperation is appreciated.

€ Reply 7 Forward

The Welcome to Security Awareness Training page appears.
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[
& cHeck POINT

YOU DESERVE THE BEST SECURITY

Welcome to
Security Awareness Training

G sign in with Google
B Sign in with Microsoft

2. Click Sign in with Microsoft.
3. Enter your organization's Microsoft credentials and sign in.

The training module page appears.

L] .
& cHeckPoINT  Mycouses  Ransomware Awareness Training

= Ransomware Awareness Training RESOURCES

@ Choose your language
== glish

B Esparol

Ransomware Awareness

Training

4. (Optional) If the training module is available in multiple languages, the Choose your
language widget appears to the right of the screen. Select the required language.
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Note - The system determines the user's language for phishing simulation
emails and training modules based on Microsoft account attributes:
= preferredLanguage: If this attribute is set, the system uses it as the
primary language (if supported).
® usagelocation: If preferredLanguage is not defined. By default, the
system selects the primary language of the country specified in
usagelocation.
For more information about supported languages, see Supported
Languages for Phishing Simulations and Supported Languages for
Training Modules.

5. (Optional) To view the different sections in the training module, click the B icon.
The Menu appears, displaying the different sections in the training module.
6. If required, click Start to begin the training.

The training includes a quiz with multiple questions to help understand the content. It also
covers key use cases and provides strategies to protect against security threats.
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Check Point Copyright Notice

Check Point Copyright Notice

© 2025 Check Point Software Technologies Ltd.

All rights reserved. This product and related documentation are protected by copyright and
distributed under licensing restricting their use, copying, distribution, and decompilation. No
part of this product or related documentation may be reproduced in any form or by any means
without prior written authorization of Check Point. While every precaution has been taken in
the preparation of this book, Check Point assumes no responsibility for errors or omissions.
This publication and features described herein are subject to change without notice.

RESTRICTED RIGHTS LEGEND:

Use, duplication, or disclosure by the government is subject to restrictions as set forth in
subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at
DFARS 252.227-7013 and FAR 52.227-19.

TRADEMARKS:

Refer to the Copyright page for a list of our trademarks.

Refer to the Third Party copyright notices for a list of relevant copyrights and third-party
licenses.
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